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This edited collection of work is dedicated to the memory of two of the
contributors, Ayla Schbley and Jean-Paul Brodeur. Not only were they
both experts in their fields but also they were pioneers in the study of
policing and terrorism, setting the standards for the rest of us to follow.
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IPES Preface

The International Police Executive Symposium (IPES) was founded in 1994
to address one major challenge. The two worlds of research and practice
remain disconnected even though cooperation between the two is grow-
ing. A major reason is that the two groups speak in different languages. The
research is published in hard-to-access journals and presented in a manner
that is difficult for some to comprehend. On the other hand, police practitio-
ners tend not to mix with researchers and remain secretive about their work.
Consequently there is little dialog between the two and almost no attempt
to learn from one another. The global dialog among police researchers and
practitioners is limited. True, the literature on the police is growing expo-
nentially. But its impact upon day-to-day policing, however, is negligible.

The aims and objectives of the IPES are to provide a forum to foster closer
relationships among police researchers and practitioners on a global scale,
to facilitate cross-cultural, international and interdisciplinary exchanges for
the enrichment of the law enforcement profession, to encourage discussion,
and to publish research on challenging and contemporary problems facing
the policing profession. One of the most important activities of the IPES is
the organization of an annual meeting under the auspices of a police agency
or an educational institution. Now in its seventeenth year, the annual meet-
ing, a five-day initiative on specific issues relevant to the policing profession,
brings together ministers of interior and justice, police commissioners and
chiefs, members of academia representing world-renown institutions, and
many more criminal justice elite from over 60 countries. It facilitates inter-
action and the exchange of ideas and opinions on all aspects of policing.
The agenda is structured to encourage dialog in both formal and informal
settings.

Another important aspect of the meeting is the publication of the best
papers presented, edited by well-known criminal justice scholars and police
professionals who attend the meetings. The best papers are selected, thor-
oughly revised, fully updated, meticulously edited, and published as books
based upon the theme of each meeting. This repository of knowledge, under
the co-publication imprint of IPES and CRC Press/Taylor & Francis Group,
chronicles the important contributions of the International Police Executive
Symposium over the last two decades. As a result, in 2011 the United Nations
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xii IPES Preface

awarded IPES a Special Consultative Status for the Economic and Social
Council (ECSOC) honoring its importance in the global security community.

In addition to this book series, the IPES also has a research journal,
Police Practices and Research: An International Journal (PPR). The PPR con-
tains research articles on police issues from practitioners and researchers. It
is an international journal in the truest sense of the term and is distributed
worldwide. For more information on the PPR visit http://www.tandf.co.uk/
journals/GPPR.

It is within the IPES ethos that Examining Political Violence: Studies of
Terrorism, Counterterrorism and Internal War has been published. It is a col-
lection of studies into political violence and terrorism written by academics,
practitioners, and former practitioners who are working in academia. A num-
ber of the chapters are revised articles that appeared in Police Practices and
Research along with recent research into the area giving the reader the benefit
of seeing how policing of terrorism has developed over the last 10 years. With
contributions from writers working in a variety of nations, the book remains
within the IPES ethos of propagating good practice at the international level.

IPES advocates, promotes and propagates that POLICING is one of
the most basic and essential avenues for improving the quality of life in all
nations: rich and poor, modern and traditional, large and small, as well as
peaceful and strife-ridden. IPES actively works to drive home to all its office
bearers, supporters and admirers that, in order to reach its full potential as an
instrument of service to humanity, POLICING must be fully and enthusias-
tically open to collaboration between research and practice, global exchange
of information between police practitioners and academics, universal dis-
seminations and sharing of best practices, generating thinking police leaders
and followers, as well as reflecting and writing on the issues challenging to
the profession.

Through its annual meetings, hosts, institutional supporters, and publi-
cations, IPES reaffirms that POLICING is a moral profession with unflinch-
ing adherence to the rule of law and human rights as the embodiment of
humane values.

Dilip K. Das
Founding President, International Police Executive Symposium
www.ipes.info

Book Series Editor for Advances in Police Theory and Practice
CRC Press/Taylor & Francis Group

Book Series Editor for Interviews With Global Leaders in
Policing, Courts and Prisons
CRC Press/Taylor & Francis Group
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Introduction

Since the beginning of 2013, events in North Africa have once again raised
the prominence of political violence and terrorism in the minds of world
leaders and citizens. The January 2013 siege of the gas facility in Algeria,!
where the Signed-in Blood Battalion jihadist extremists led by Mokhtar
Belmokhtar took the facility’s employees hostage, demonstrated the fragil-
ity of individuals’ security in the region. With a number of the employees
coming from Western states, the Algerian gas facility siege no longer became
solely an Algerian issue; it was seen as a threat to the security of Western
states. This event resulted in U.K. Prime Minister David Cameron becom-
ing the first U.K. prime minister to visit Algeria since its independence in
1961; he held discussions with the Algerian government regarding mutual
assistance. The meetings resulted in him saying that it will take decades to
minimize the terrorist risk jihadist groups in the Maghreb pose to stability
in both North Africa and the West.?

Also at this time, France, with UK. military support, sent troops to
Mali to support the Malian government’s army fight with a jihadist group
linked to Al Qaeda,* a conflict that is already turning into a guerrilla war.
In this guerrilla war, the Malian and French military have been supported
by Chad’s armed forces in fighting in the region. Since then there have been
reports that Al Qaeda’s commander in the Maghreb, Abou Zeid, has been
killed.* This report was followed by a Chadian military commander claiming
that Mokhtar Belmokhtar had also been killed by Chadian forces in north-
ern Mali.> A resurgence of jihadist groups targeting Western citizens has
been seen not only in the Maghreb or in Mali, but also in northern Nigeria,
where jihadist group Boko Harum and the Al Qaeda splinter group Ansaru
have been kidnapping Western citizens and holding them hostage, with the
Ansaru group recently claiming to have killed the hostages.® In just a few
short weeks, both France and the United Kingdom have had to send more
military personnel to Africa to assist in reducing the threat jihadist groups
pose in the region,” and this figure could rise in what has the potential to
become another Afghanistan. While these events have reminded Western
states’ governments, if not the world, of the problem jihadist groups pose to
national security, it is not just jihadist terrorist groups that pose a threat to
national security. Many states have the additional threat of terrorist activity
carried out by ethnonational groups, as seen in the United Kingdom with

XVii



xviii Introduction

Ireland, where, at the time of writing, the Irish Republican Army (IRA) deto-
nated a bomb in Belfast, targeting police officers.® These events make it very
timely for the publication of this book to assist scholars in the areas of politi-
cal violence and terrorism.

Covering a number of political violence and terrorist conflicts around
the world, this book will confirm it is not only North Africa where political
violence and terrorism are a problem, and it is not solely jihadist groups who
pose a threat to state security. The book is split into three sections—concepts
of terrorism, countering terrorism, and political violence—and contains a
collection of works, some of which were previously published in the last 10
years as articles in the journal Police Practice and Research, many having
been revised and updated specifically for this book. The book also contains
empirical research into terrorism that has not previously been published. In
effect, having taken just over 10 years in the making, this book is unique as
it takes the reader through issues related to political violence and terrorist
acts along with state responses from the 9/11 Al Qaeda attacks on the United
States up to the present period of political violence and terrorism.

Section I: Concepts of Terrorism

Ganor’s chapter provides an understanding of what actions amount to acts of
terrorism and the factors that should be taken into account to call a person
a terrorist. Although this is a much-debated area, with many studies strug-
gling to come to a common agreement, Ganor takes us through some consid-
erations on which a common consensus can be found. As Ganor points out,
it is important to differentiate between the goals of a group and the means
used by that group to achieve those goals. What differentiates Ganor’s work
from previous work defining terrorism is his study on the differentiation of
guerrilla warfare and terrorism that is pertinent to a number of ongoing ter-
rorist conflicts.

Equally difficult to finding a consensus on defining what amounts to ter-
rorism is finding a consensus on radicalization. Lowe’s chapter is a previously
unpublished empirical study on the radicalization of terrorist causes using
the case study of the IRA and its political wing, the 32 County Sovereignty
Movement (32CSM). He demonstrates how radicalization is a complex, mul-
tifaceted phenomenon. This is exacerbated with the diverse types of terrorist
activity that are influenced by an equally diverse set of issues and events that
trigger a terror group’s cause. In Lowe’s examination, he shows how propa-
ganda is used to turn a terror group’s activity to raise funds into a cause or, if
there is a death of one of its members, into martyrdom.

One reason it is difficult to define terrorism is due to the various actions
that have been labeled as terrorist activity. This ranges from terrorism by
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the state; ethnonationalist groups seeking political and economic freedom
for their geographical area, as we see in Ireland or Ingushetia in Russia; and
groups driven by religious/philosophical ideology. The last has been predom-
inantly examined with the actions of jihadist groups like Al Qaeda that pose
an international threat. Turk’s chapter examines the options open to states
to deal with religious ideology-based terrorist activity, and focusing on the
jihadist threat, Turk raises a contentious issue of recognizing that groups like
Al Qaeda are such a special case that to counter their actions requires non-
legal and extralegal measures. Examining psychological profiles of religious
terrorism, the late Schbley’s chapter can be linked to Turk’s assertions as
Schbley provides a theoretical framework from which to understand the con-
nections between personal and environmental characteristics and behavioral
manifestations that exist in religious-based terror activity that differentiate
it from terrorist groups whose actions are based on political and economic
grievances.

Section II: Countering Terrorism: Developments from 9/11

The extralegal measures taken to counter the jihadist terrorist threat in par-
ticular can be seen in the antiterror legislation states have introduced that
provide counterterrorist agencies wider powers to enable them to prevent
acts of terrorism. Sloan’s chapter examines this, in particular how intelli-
gence is an important factor in preventing acts of terrorism. What is unique
in Sloan’s chapter is how counterterrorism intelligence is not the sole pre-
serve of national counterterrorism agencies but has pervaded into local
policing. Focusing mainly on the United States, Sloan shows how important
intelligence gathering is. As a result, every policing agency is involved in
intelligence gathering, ranging from a sherift’s department to federal polic-
ing agencies. Henry’s chapter is closely linked to themes in Sloan’s chapter as
Henry’s study recognizes that to be successful in countering terrorist threats
there has to be a coordinated approach at the local police level. Henry was a
practitioner, and his chapter highlights how local communities rely on their
local police to help keep them safe. Using statistical data, Henry highlights
how everyday policing acts such as a motorist document check can help pre-
vent acts of terrorism.

Donnermeyer’s chapter builds on this theme. Again focusing mainly
on the United States, his study demonstrates the importance of being
prepared at the local level for acts of terrorism. A law enforcement offi-
cer, Donnermeyer’s study explains why a multiagency approach to being
prepared for terrorist acts is paramount. Palmer and Whelan’s chapter,
which is an updated version of an article previously published in Police
Practice and Research, also looks at the role of other agencies involved in
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counterterrorism, in particular the private sector security industry. Based
on experiences in Australia and how Australian antiterror legislation has
incorporated private security into policing this area, examples are given
that are found in many other states around the world where private security
plays a role in counterterrorism, such as airport security. A key issue they
discuss that differentiates this work from previous studies is how account-
able these security companies are compared to public policing agencies.
Murray’s chapter examines how effective a community policing model is
in preventing acts of terrorism. As Murray shows, the choice is to maintain
a community policing model or adopt a paramilitary one. Murray’s analy-
sis demonstrates that community policing offers a more eftective model,
with the key reason being the community itself trusts community officers.
As a result, the community is more likely to impart information to com-
munity officers.

This point forms the main argument in Brown’s revised chapter that
examines how the events of 9/11 had an impact on community policing ini-
tiatives in the United States. Brown catalogues how from the late 20th cen-
tury U.S. policing worked hard to develop community policing to allow a
closer relationship between police officers and the community they served.
Following the 9/11 attacks on New York and Washington, Brown examines
how the demand for more hard-line and pervasive policing to combat ter-
rorist activity confronted and challenged community policing in the United
States and updates this to the current situation regarding community polic-
ing of a terrorist threat.

Section II concludes with Leman-Langlois and the late Jean-Paul
Brodeur’s chapter (updated by Leman-Langlois); using Canada as a case
study, it examines policing practices of what has been termed old and new
terrorism. Their chapter’s main points are the following:

1. Efficient counterterrorism necessitates knowledge of the kind of ter-
rorism that is being fought;

2. The knowledge that is needed must support action, and it must be
knowledge that can efficiently match core features of terrorist orga-
nizations with police response;

3. Persistent terrorism is not caused by structural problems in coun-
terterrorism agencies and therefore does not necessitate organiza-
tional reform.

This examination looks at the situation facing the police from the early
21st century until today.
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Section III: Policing Revolutionary
and Secessionist Violence

Sarma’s chapter opens Section III with an examination in the use of infor-
mants. His study focuses on one of the most violent and protracted periods
of political violence, the 1969-1998 Irish Troubles. Sarma examines issues
surrounding the recruitment and handling of informants in groups like the
Provisional IRA and the problems policing agencies have handling infor-
mants inside terrorist cells. Sarma raises and analyzes a key theoretical issue
of police informant handlers allowing their informants to commit crimes/
acts of terrorism while in effect being in the employ of the police and exam-
ines how destructive to a terrorist organization informers can be. Although
Sarma provides a case study from a former conflict, his study is still relevant
as this conflict is reigniting in Ireland, and issues over the British state agen-
cies’ use of informants inside terror groups during the Troubles are still
emerging, as seen from the 2004 Cory Report, 2007 Ballast Report (Punch,
2012, pp. 136-146), and the currently ongoing Boston College Oral Report
on Irish Republican and Loyalist paramilitaries during the Troubles.’

Jafa’s chapter examines the experiences of Indian policing agencies’
investigations into terrorist groups such as the Kashmiri separatists. His
chapter looks at how important a cohesive strategy in countering political
violence and terrorist organizations is, especially in developing tactics to
minimize the risk terrorist cells pose to society. Building on this theme, van
de Voorde’s chapter on the Liberation Tigers of Tamil Eelam, better known
as the Tamil Tigers, is an in-depth study of the organization and tactics
deployed by terrorist groups. As Sri Lanka suffered one of the most severe
and violent conflicts in terms of political violence, we can link themes and
issues raised in previous chapters to examine why it is necessary for there to
be a cohesive and coordinated response by the state to combat acts of politi-
cal violence and terrorism.

Gibbs’s chapter is a previously unpublished piece of work that provides
a unique and contemporary study examining the targeting of police officers
by terrorist groups. Gibbs gives an eloquent and compelling argument why
the study of political violence and terrorism should also focus on specific
attacks on police officers. Arguing that virtually all of the studies of political
violence and terrorism focus mainly on civilian targets, Gibbs gives a unique
perspective that the targeting of police officers has evaded most studies and
is an action that is more pervasive than originally thought.

James’s chapter brings the collection of works on political violence and
terrorism to a conclusion. James raises a valid point, which is unique in the
study of terrorism, that scholarly commentary on the policing of politi-
cal violence has been dominated by terrorist organizations” activity. James
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updated his article published in Police Practice and Research for this book;
he provides a study on race hate crime fueled by far-right-wing ideology with
race hate targeting members of racial groups different from those seen as
the perceived indigenous population and religion. Regarding religion, this
has included far-right groups targeting Islamic communities, with the far-
right groups justifying this as a legitimate response to the actions of jihadist
groups on Western citizens.

In effect, this book has taken over 10 years in the making and includes
works written in the early part of the 21st century (many of which have
been revised and updated) up to previously unpublished studies written in
2013. Emanating from a number of countries in the world, this book offers a
study of political violence and terrorism that reveals not only apparent dif-
ferences but also the many common themes and issues present that apply to
the various forms of terrorist and political violent activity around the globe.
By examining the issue with studies over such a wide range of time, another
advantage of this book is that it shows there are developments in terrorist
activity as well as developments in how state agencies are countering that
activity. In addition, previously unpublished work in the book reveals there
are new issues for states and counterterrorism agencies to contemplate when
considering how to deal with political violence and terrorist actions that
threaten state security.

Notes

1. BBC News. Algeria hostage crisis: Country by country. http://www.bbc.co.uk/
news/world-africa-21116623 (accessed February 8, 2013).

2. BBC News. Cameron in Algeria: PM urges terrorism fight with everything
at our disposal. http://www.bbc.co.uk/news/uk-politics-21248277 (accessed
February 8, 2013).

3. BBC News. Mali Conflict: “First suicide bombing” in Gao. http://www.bbc.
co.uk/news/world-africa-21381379 (accessed February 8, 2013).

4. BBC News. Islamist commander Abou Zeid’s death in Mali probable. http://
www.bbc.co.uk/news/world-africa-21654190 (accessed March 10, 2013).

5. BBC News. Islamist militant Mokhtar Belmokhtar killed in Mali. http://www.
bbc.co.uk/news/world-africa-21645769 (accessed March 10, 2013).

6. BBC News. Nigerian hostage deaths: Ansaru claims backed. http://www.bbc.
co.uk/news/world-africa-21645769 (accessed March 10, 2013).

7. BBC News. Mali crisis: 330 UK military personnel sent to West Africa. http://
www.bbc.co.uk/news/uk-21240676 (accessed February 8, 2013).

8. BBC News. North Belfast bomb blast: it was attempted murder. http://www.bbc.
co.uk/news/uk-northern-ireland-21737624 (accessed March 10, 2013).

9. Updates on the Threat to Oral History Archives. http://bostoncollegesubpoena.
wordpress.com/ (accessed March 11, 2013).
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Introduction

The terror attacks in the United States on September 11, 2001, and the sub-
sequent efforts by the United States to build a broad-based antiterrorism
coalition have thrown into sharp relief the question of what constitutes ter-
rorism. Most researchers tend to believe that an objective and internationally
accepted definition of terrorism can never be agreed on; after all, they say,
“One man’s terrorist is another man’s freedom fighter” (Laqueur, 1987, pp. 7,
302). The question of who is a terrorist, according to this school of thought,
depends entirely on the subjective outlook of the definer; in any case, such
a definition is unnecessary for the international fight against terrorism. In
their view, it is sufficient to say that what looks like a terrorist, sounds like
a terrorist, and behaves like a terrorist is a terrorist. This position, naturally,
contributes nothing to the understanding of an already-difficult issue nor
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does the attempt to divide terrorism into categories such as “bad and worse
terrorism,” “internal terrorism and international terrorism,” or “tolerable
terrorism and intolerable terrorism.” All these categories reflect the subjec-
tive outlook of whoever is doing the categorizing—and purely subjective cat-
egories will not help us to determine who the real terrorists are.

At the same time, there are others who say that a definition of terror-
ism is necessary, but that such a definition must serve their own political
ends (Martha, 1995). States that sponsor terrorism are trying to persuade the
international community to define terrorism in such a way that the particu-
lar terror groups they sponsor would be outside the definition—thus absolv-
ing them from all responsibility for supporting terrorism. Countries such as
Syria, Libya, and Iran have lobbied for such a definition, according to which
“freedom fighters” would be given carte blanche permission to carry out any
kind of attacks they wanted because a just goal can be pursued by all avail-
able means. Both these schools of thought are wrong, and both attitudes will
make it impossible to fight terrorism effectively. An objective definition of
terrorism is not only possible but also indispensable to any serious attempt
to combat terrorism. Lacking such a definition, no coordinated fight against
international terrorism can ever really get anywhere. A correct and objective
definition of terrorism can be based on accepted international laws and prin-
ciples regarding what behaviors are permitted in conventional wars between
nations. These laws are set out in the Geneva and Hague Conventions, which
in turn are based on the basic principle that the deliberate harming of sol-
diers during wartime is a necessary evil, and thus permissible, whereas the
deliberate targeting of civilians is absolutely forbidden. These conventions
thus differentiate between soldiers who attack a military adversary and war
criminals who deliberately attack civilians.

This normative principle relating to a state of war between two countries
can be extended without difficulty to a conflict between a nongovernmen-
tal organization and a state. This extended version would thus differentiate
between guerrilla warfare and terrorism. Exactly in parallel with the dis-
tinction between military and civilian targets in war, the extended version
would designate as guerilla warfare the “deliberate use of violence against
military and security personnel to attain political, ideological and religious
goals.” Terrorism, on the other hand, would be defined as “the deliberate use
or the threat to use violence against civilians to attain political, ideological,
and religious aims” (an attack aimed against government personnel should
therefore be defined as terrorism if the target was not in a decision-making
position of the state’s counterterrorism policy).

What is important in these definitions is the differentiation between
the goals and the means used to achieve these goals. The aims of terrorism
and guerrilla warfare may well be identical; but they are distinguished from
each other by the means used—or more precisely, by the targets of their
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operations. The guerrilla fighter’s targets are military ones, while the terrorist
deliberately targets civilians. By this definition, a terrorist organization can
no longer claim to be freedom fighters because they are fighting for national
liberation or some other worthy goal. Even if its declared ultimate goals are
legitimate, an organization that deliberately targets civilians is a terrorist
organization. There is no merit or exoneration in fighting for the freedom of
one population if in doing so you destroy the rights of another population.

If all the world’s civilian populations are not to become pawns in one
struggle or another, terrorism—the deliberate targeting of civilians—must
be absolutely forbidden, regardless of the legitimacy or justice of its goals.
The ends do not justify the means. By carrying out terrorist attacks, the per-
petrators make themselves the enemies of all humankind. Only on the basis
of an international agreement on the definition of terrorism will it be possible
to demand that all nations withhold all support from terrorist organizations.
Only on this basis can countries be required to act against terrorists, even
when they agree with and support the terrorists’ goals.

The worldwide acceptance of this definition of terrorism—and the adop-
tion of international legislation against terrorism and support for terrorism
based on this definition—could bring about a change in the cost-benefit cal-
culations of terrorist organizations and their sponsors. At present, terrorist
organizations may carry out either terrorist or guerrilla attacks according to
their preferences and local conditions only, with no external reason to choose
one type of attack over the other. After all, as far as the rest of the world is
concerned, the two types of attack are morally equivalent; punishment is
identical in both cases. However, should these organizations and their spon-
sors be made aware that the use of terror will bring them more harm than
good, they may opt to focus on guerrilla warfare rather than on terrorism.
This would be a great achievement for counterterrorism. Does this defini-
tion of terrorism legitimize guerrilla warfare? The definition does make a
moral distinction between terrorism and guerrilla warfare. Countries forced
to deal with ongoing attacks on their military personnel will obviously per-
ceive these attacks as acts of war, which must be thwarted. These countries
cannot expect to enlist the world in a struggle against “legitimate” guerrilla
warfare, but they could justifiably demand that the international community
assist them were they fighting against terrorism.

Yet another question to be answered is whether countries as well as orga-
nizations can be held responsible for carrying out terrorist acts. In effect,
this question has already been answered in the form of existing interna-
tional legislation (United Nations, 1949). The term terrorism is superfluous
when describing the actions of sovereign states—not because states are on a
higher moral level, but because, according to the international conventions,
any deliberate attack on civilians in wartime by regular military forces is
already defined as a war crime. Should such an attack be carried out during
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peacetime, the act is defined by convention as a “crime against humanity.” In
both cases, such acts are already covered by international law, and provisions
exist for dealing with the perpetrators. It is when these actions are carried
out by politically motivated individuals or groups that the lack of legislation
is felt. Ironically, under current international law, organizations are not spe-
cifically prohibited from perpetrating actions that are considered illegal and
abhorrent when carried out by sovereign states.

There have been previous attempts to address these issues; the U.S. State
Department, for example, has put forward a definition according to which
terrorism is the deliberate use of violence against noncombatants, whether
civilian or not (United States Department of State, 2001). However, this defi-
nition of terrorism will not work in practice as it designates attacks on non-
combatant military personnel as terrorism. Despite the natural tendency of
those who have been harmed by terrorism to adopt this broader definition,
terror organizations and their supporters can justly claim that they cannot
be expected to attack only military personnel who are armed and ready for
battle. If they were held to such a standard, they would lose the element of
surprise and be quickly defeated. By narrowing the definition of terrorism to
include only deliberate attacks on civilians, we leave room for a “fair fight”
between guerrillas and state armies.

Thus, we set a clear moral standard that can be accepted not only by
Western countries but also by the Third World and even by some of the ter-
rorist organizations themselves. When such a moral distinction is inter-
nationally applied, terrorist organizations will have yet another reason to
renounce terrorism in favor of guerrilla actions. The definition of terrorism
proposed here can serve as a guide for including or excluding various coun-
tries in the international antiterror coalition, as well as for identifying those
organizations and countries to be targeted by the coalition. But, its main
significance is in the drafting and enforcement of international legislation
aimed at forcing states to act against terror organizations operating on their
territory. Without an objective and authoritative definition, accepted by all
nations, the fight against terrorism will always suffer from “cultural relativ-
ism.” Without a change in the priorities of all the enlightened countries, and
their determination to fight against terrorism apart from any other political
or economic interest, it will not be possible to wage an effective war against
terrorism. And, without such a unified stand by all nations, the September 11
attacks in the United States will be insignificant compared to the attacks yet
to come. The free world must understand that cultural relativism applied to
terrorism—whatever the terrorists’ goals—will lead only to more terrorism.
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Defining Terrorism: The Present Situation

Academics, politicians, security experts, and journalists all use a variety of
definitions of terrorism. Some definitions focus on the terrorist organiza-
tions’ mode of operation. Others emphasize the motivations and charac-
teristics of terrorism, the modus operandi of individual terrorists, and so
on. In their book Political Terrorism, Schmidt and Jongman (1988) cited 109
different definitions of terrorism, which they obtained in a survey of lead-
ing academics in the field. From these definitions, the authors isolated the
following recurring elements, in order of their statistical appearance in the
definitions: violence, force (appeared in 83.5% of the definitions); political
(65%); fear, emphasis on terror (51%); threats (47%); psychological effects and
anticipated reactions (41.5%); discrepancy between the targets and the vic-
tims (37.5%); intentional, planned, systematic, organized action (32%); and
methods of combat, strategy, tactics (30.5%) (Schmidt and Jongman, 1988, p.
5). Respondents were also asked the following question: “What issues in the
definition of terrorism remain unresolved?” The following are some of the
answers follow (p. 29-30):

1. What is the boundary between terrorism and other forms of politi-

cal violence?

2. Are government terrorism and resistance terrorism part of the

same phenomenon?

3. How is “terrorism” separated from simple criminal acts, from open
war between “consenting” groups, and from acts that clearly arise
out of mental illness?

. Is terrorism a subcategory of coercion? Violence? Power? Influence?

. Can terrorism be legitimate? What gains justify its use?

. What is the relationship between guerrilla warfare and terrorism?

. What is the relationship between crime and terrorism?

g N o

The following exchange took place between Ned Walker, assistant to
the undersecretary for Middle East affairs at the U.S. State Department, and
the Hon. Lee Hamilton, chairman of the Subcommittee on Europe and the
Middle East—under the auspices of the Committee on Foreign Affairs at the
House of Representatives—on the background of talks between the United
States and the PLO (Palestine Liberation Organization). The remarks attest
to the problems involved in the use of the concept terrorism:

Hamilton: Well, how do you define terrorism, do you define it in terms of
non-combatance?
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Walker: The State Department definition which is included in the terrorism
report annually defines it in terms of politically motivated attacks
on non-combatant targets.

Hamilton: So an attack on a military unit in Israel will not be terrorism?

Walker: It does not necessarily mean that it would not have a very major
impact on whatever we were proposing to do with the PLO.

Hamilton: T understand that, but it would not be terrorism.

Walker: An attack on a military target. Not according to the definition. Now
wait a minute; that is not quite correct. You know, attacks can be
made on military targets which clearly are terrorism. It depends on
the individual circumstances.

Hamilton: Now wait a minute. I thought that you just gave me the State
Department definition.

Walker: Non-combatant is the terminology, not military or civilian.

Hamilton: All right. So any attack on a non-combatant could be terrorism?

Walker: That is right.

Hamilton: And a non-combatant could include military?

Walker: Of course.

Hamilton: It certainly would include civilian, right?

Walker: Right.

Hamilton: But an attack on a military unity would not be terrorism?

Walker: It depends on the circumstances.

Hamilton: And what are those circumstances?

Walker: 1 do not think it will be productive to get into a description of the
various terms and conditions under which we are going to define
an act by the PLO as terrorism. (Committee on Foreign Affairs,
1989, p. 66).

The prevalent definitions of terrorism entail difficulties, both conceptual
and syntactical. It is thus not surprising that alternative concepts with con-
notations that are more positive—guerrilla movements, underground move-
ments, national liberation movements, commandos, and so on—are often
used to describe and characterize the activities of terrorist organizations.
Generally, these concepts are used without undue attention to the implica-
tions, but at times the use of these definitions is tendentious, grounded in a
particular political viewpoint. By resorting to such tendentious definitions of
terrorism, terrorist organizations and their supporters seek to gloss over the
realities of terrorism, thus establishing their activities on more positive and
legitimate foundations. Naturally, terms not opposed to the basic values of
liberal democracies, such as “revolutionary violence,” “national liberation,”
and the like, carry fewer negative connotations than the term terrorism.
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Terrorism or Revolutionary Violence?

Salah Khalef (Abu Iyad) was Yasser Arafat’s deputy and one of the leaders
of Fatah and Black September. He was responsible for a number of lethal
attacks, including the killing of Israeli athletes at the 1972 Munich Olympics.
To rationalize such actions, he used the tactic of confounding terrorism with
“political violence,” stating, “By nature, and even on ideological grounds,
I am firmly opposed to political murder and, more generally, to terrorism.
Nevertheless, unlike many others, I do not confuse revolutionary violence
with terrorism, or operations that constitute political acts with others that
do not.” (Iyad, 1983, p. 146). Abu Iyad tries to present terrorism and political
violence as two different and unconnected phenomena. The implication of
this statement is that a political motive makes the activity respectable, and
the end justifies the means. I examine this point next.

Terrorism or National Liberation?

A rather widespread attempt to make all definitions of terrorism meaning-
less is to lump together terrorist activities and the struggle to achieve national
liberation. Thus, for instance, the recurrently stated Syrian official position is
that Syria does not assist terrorist organizations; rather, it supports national
liberation movements. President Hafez el-Assad, in a November 1986 speech
to the participants in the 21st Convention of Workers Unions in Syria, said:

We have always opposed terrorism. But terrorism is one thing and a
national struggle against occupation is another. We are against terrorism. ...
Nevertheless, we support the struggle against occupation waged by national
liberation movements. (Tishrin, 1986)

The attempt to confound the concepts of terrorism and national liber-
ation comes to the fore in various official pronouncements from the Arab
world. For instance, the fifth Islamic summit meeting in Kuwait, at the
beginning of 1987, stated in its resolutions that:

The conference reiterates its absolute faith in the need to distinguish the bru-
tal and unlawful terrorist activities perpetrated by individuals, by groups, or
by states, from the legitimate struggle of oppressed and subjugated nations
against foreign occupation of any kind. This struggle is sanctioned by heavenly
law, by human values, and by international conventions. (Al-Anba’a, 1987)

The foreign and interior ministers of the Arab League reiterated this
position at their April 1998 meeting in Cairo. In a document titled “Arab
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Strategy in the Struggle against Terrorism,” they emphasized that belligerent
activities aimed at “liberation and self-determination” are not in the category
of terrorism, whereas hostile activities against regimes or families of rulers
will not be considered political attacks but rather criminal assaults (Haaretz,
1998). Here again, we notice an attempt to justify the “means” (terrorism) in
terms of the “end” (national liberation). Regardless of the nature of the oper-
ation, when we speak of “liberation from the yoke of a foreign occupation,”
this will not be terrorism but a legitimate and justified activity. This is the
source of the cliché, “One man’s terrorist is another man’s freedom fighter,”
which stresses that it all depends on the perspective and the worldview of
the one doing the defining. The former president of the Soviet Union, Leonid
Brezhnev, made the following statement in April 1981, during the visit of
the Libyan ruler, Muammar Gadhafi: “Imperialists have no regard either for
the will of the people or the laws of history. Liberation struggles cause their
indignation. They describe them as terrorism“ (Cline and Alexander, 1986,
p. 24).

Surprisingly, many in the Western world have accepted the mistaken
assumption that terrorism and national liberation are two extremes in the
scale of legitimate use of violence. The struggle for national liberation would
appear to be the positive and justified end of this sequence, whereas terrorism
is the negative and odious one. It is impossible, according to this approach,
for any organization to be both a terrorist group and a movement for national
liberation at the same time. In failing to understand the difference between
these two concepts, many have, in effect, been caught in a semantic trap laid
by the terrorist organizations and their allies. They have attempted to con-
tend with the clichés of national liberation by resorting to odd arguments,
instead of stating that when a group or organization chooses terrorism as a
means, the aim of their struggle cannot be used to justify their actions (see
the following discussion). Thus, for instance, Senator Jackson was quoted in
Netanyahu’s book, Terrorism: How the West Can Win (1985, p. 18) as saying:

The idea that one person’s “terrorist” is another’s “freedom fighter” cannot be
sanctioned. Freedom fighters or revolutionaries don’t blow up buses contain-
ing non-combatants; terrorist murderers do. Freedom fighters don’t set out to
capture and slaughter schoolchildren; terrorist murderers do. ... It is a disgrace
that democracies would allow the treasured word “freedom” to be associated
with acts of terrorists.

Professor Benjamin Netanyahu (1985) also assumed, a priori, that freedom
fighters are incapable of perpetrating terrorist acts:

Forin contrast to the terrorist, no freedom fighter has ever deliberately attacked
innocents. He has never deliberately killed small children, or passersby in the
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street, or foreign visitors, or other civilians who happen to reside in the area
of conflict or are merely associated ethnically or religiously with the people
of that area. ... The conclusion we must draw from all this is evident. Far
from being a bearer of freedom, the terrorist is the carrier of oppression and
enslavement. (p. 27)

This approach strengthens the attempt by terrorist organizations to pres-
ent terrorism and the struggle for liberation as two contradictory concepts. It
thus plays into the terrorists” hands by supporting their claim that, since they
are struggling to remove someone they consider a foreign occupier, they cannot
be considered terrorists. The claim that a freedom fighter cannot be involved
in terrorism, murder, and indiscriminate killing is, of course, groundless. A
terrorist organization can also be a movement of national liberation, and the
concepts of terrorist and freedom fighter are not mutually contradictory.

Targeting “the Innocent”?

Not only terrorists and their allies use the definition of terrorism to promote
their own goals and needs, but also politicians in countries affected by ter-
rorism at times make political use of the definition of terrorism by attempt-
ing to emphasize its brutality. One of the prevalent ways of illustrating the
cruelty and inhumanity of terrorists is to present them as harming “the
innocent.” Thus, in Terrorism: How the West Can Win, Benjamin Netanyahu
states that terrorism is “the deliberate and systematic murder, maiming, and
menacing of the innocent to inspire fear for political ends” (1985, p. 9). This
definition was changed in Netanyahu’s third book, Fighting Terrorism, when
the phrase the innocent was replaced by the term civilians: “Terrorism is
the deliberate and systematic assault on civilians to inspire fear for political
ends” (Netanyahu, 1995, p. 8). Innocent (as opposed to civilian) is a subjec-
tive concept, influenced by the definer’s viewpoint, and therefore must not
be the basis for a definition of terrorism. The use of the concept innocent in
defining terrorism makes the definition meaningless and turns it into a tool
in the political game. The dilemma entailed by the use of the term innocent is
amply illustrated in this statement by Abu Iyad (1983):

As much as we repudiate any activity that endangers innocent lives, that is,
against civilians in countries that are not directly involved in the Arab-Israeli
conflict, we feel no remorse concerning attacks against Israeli military and
political elements who wage war against the Palestinian people. ... Israeli acts
of vengeance usually result in high casualties among Palestinian civilians—
particularly when the Israeli Air Force blindly and savagely bombs refugee
camps—and it is only natural that we should respond in appropriate ways to
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deter the enemy from continuing its slaughter of innocent victims. (pp. 78,
155-156)

Abu Iyad here clarifies that innocent victims are civilians in countries that
are not directly involved in the Arab-Israeli conflict (implying that civilians
in Israel, even children and old people, are not innocent), while he describes
Palestinian civilians as innocent victims.

Proposing a Definition of Terrorism

The question is whether it is at all possible to arrive at an exhaustive and
objective definition of terrorism that could constitute an accepted and
agreed-on foundation for academic research, as well as facilitate operations
on an international scale against the perpetrators of terrorist activities. The
definition proposed here states that terrorism is the intentional use of, or
threat to use, violence against civilians or against civilian targets to attain
political aims. This definition is based on three important elements:

1. The essence of the activity—the use of, or threat to use, violence.
According to this definition, an activity that does not involve vio-
lence or a threat of violence will not be defined as terrorism (includ-
ing nonviolent protest, e.g., strikes, peaceful demonstrations, tax
revolts, etc.).

2. The aim of the activity is always political—namely, the goal is to
attain political objectives: changing the regime, changing the peo-
ple in power, changing social or economic policies, and so on. In
the absence of a political aim, the activity in question will not be
defined as terrorism. A violent activity against civilians that has no
political aim is, at most, an act of criminal delinquency, a felony,
or simply an act of insanity unrelated to terrorism. Some scholars
tend to add ideological or religious aims to the list of political aims.
The advantage of this definition, however, is that it is as short and
exhaustive as possible. The concept of “political aim” is sufficiently
broad to include these goals as well. The motivation—whether ideo-
logical, religious, or something else—behind the political objective
is irrelevant for the purpose of defining terrorism. In this context,
this statement by Duvall and Stohl deserves mention: “Motives are
entirely irrelevant to the concept of political terrorism. Most analysts
fail to recognize this and, hence, tend to discuss certain motives as
logical or necessary aspects of terrorism. But they are not. At best,
they are empirical regularities associated with terrorism. More often
they simply confuse analysis” (Schmidt, 1984, p. 100).
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3. The targets of terrorism are civilians. Terrorism is thus distinguished
from other types of political violence (guerrilla warfare, civil insur-
rection, etc.). Terrorism exploits the relative vulnerability of the civil-
ian “underbelly”—the tremendous anxiety and the intense media
reaction evoked by attacks against civilian targets.

The proposed definition emphasizes that terrorism is not the result of
an accidental injury inflicted on a civilian or a group of civilians who stum-
bled into an area of violent political activity, but stresses that this is an act
purposely directed against civilians. Hence, the term terrorism should not
be ascribed to collateral damage to civilians used as human shields or to
cover military activity or installations if such damage is incurred in an attack
originally aimed against a military target. In this case, the responsibility for
civilian casualties is incumbent on whoever used them as shields.

The proposed definition of terrorism also addresses a lacuna in present
international legislation and international conventions to develop a funda-
mental tool for international cooperation against terrorism. To achieve as
wide an accord as possible, this definition must be founded on a system of
principles and laws of war, legislated and ratified in many countries. In other
words, to reach an accepted definition of terrorism, we must extrapolate
from the existing principles of conventional warfare (between countries) to
arrive at similar principles for nonconventional warfare (for our purposes, a
violent struggle between an organization and a state). Many countries in the
world support the view—and have enshrined this in international conven-
tions—that we must differentiate between two types of military personnel
who make use of force to attain their aims. On the one hand, there are “sol-
diers” (members of the military who intentionally target members of rival
armies), and on the other, there are “war criminals” (members of the military
who intentionally harm civilians).

This normative and accepted attitude toward military personnel operat-
ing in a situation of conventional warfare enables us to extrapolate to situ-
ations of nonconventional warfare (between an organization and a state),
thus allowing us to distinguish terrorism from guerrilla warfare. As noted,
terrorism is “a violent struggle intentionally using, or threatening to use,
violence against civilians to attain political aims,” whereas guerrilla warfare
is “a violent struggle using (or threatening to use) violence against military
targets, security forces, and the political leadership to attain political aims.”
Terrorism is thus different from guerrilla warfare in its mode of activity and
in the targets chosen by the perpetrators. The only question to be resolved
is whether perpetrators choose to attain their aims by targeting civilian or
military targets.
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Guerrilla Warfare versus Terrorism

Terrorism and guerrilla warfare often serve as alternative designations of
the same phenomenon. The term terrorism, however, has a far more negative
connotation, seemingly requiring one to take a stand, whereas the term guer-
rilla warfare is perceived as neutral and carries a more positive connotation.
One of the problems accompanying the use of the concept guerrilla warfare
stems from its ambiguity. This nebulousness is cited by Yehoshafat Harkabi
(1983, p. 27) in differentiating between guerrilla warfare and guerrilla war.
Harkabi (1983) describes guerrilla war as a prolonged war of attrition, with
progressively increasing violence, blurred limits, a fluid line of contact, and
emphasis on the human factor. In the course of the war, guerrilla combat-
ants become regular military forces until victory is attained and one party is
defeated (p. 16).

Similarly, Huntington argues that “guerrilla warfare is a form of war-
fare by which the strategically weaker side assumes the tactical offensive in
selected forms, times and places. Guerrilla warfare is the weapon of the weak”
(Laqueur, 1977, p. 392). Harkabi (1983, p. 28) points out that terrorism fre-
quently appears in guerrilla war and indicates that “guerrilla activity is best
placed on a sequence, ranging from sporadic terrorist attacks not necessarily
against military units, up to sustained guerrilla warfare and confrontation
with military forces.” Others view guerrilla war and terrorism as two sepa-
rate points along one sequence dealing with the use of violence (Schmidt,
1984, p. 41). Other scholars, however, choose to draw a clearer distinction
between guerrilla warfare and terrorism. Thus, for instance, Walter Laqueur
writes: “Urban terrorism is not a new stage in guerrilla war, but differs from
it in essential respects, and [that] it is also heir to a different tradition” (1987,
p. )

The essence of guerrilla warfare is to establish foci, or liberated areas, in
the countryside and to set up small military units that will gradually grow in
strength, number, and equipment order to fight battles against government
troops. In the liberated areas, the guerrillas establish their own institutions,
conduct propaganda, and engage in other open political activities. None of
this applies to terrorists, whose base of operation is in the cities, who have
to operate clandestinely in small units (Laquer, 1987, p. 147). Ehud Sprinzak
(1985) sums up this approach: “Guerrilla war is a small war—subject to the
same rules that apply to big wars, and on this it differs from terrorism.” David
Rapaport adds: “The traditional distinguishing characteristic of the terrorist
was his explicit refusal to accept the conventional moral limits which defined
military and guerrilla action” (cited in Schmidt, 1984, p. 44). As opposed
to Laqueur, Paul Wilkinson distinguishes between terrorism and guerrilla
warfare by stressing another aspect: harm to civilians:
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Guerrillas may fight with small numbers and often inadequate weaponry,
but they can and often do fight according to conventions of war, taking and
exchanging prisoners and respecting the rights of non-combatants. Terrorists
place no limits on means employed and frequently resort to widespread assas-
sination, the waging of “general terror” upon the indigenous civilian popula-
tion. (cited in Schmidt, 1984, p. 42)

The proposed definition, as noted, distinguishes terrorism from guerrilla
activity according to the intended target of attack. The definition states that
if an attack deliberately targets civilians, then that attack will be considered
a terrorist attack, whereas if it targets military or security personnel, then it
will be considered a guerrilla attack. It all depends on who the intended vic-
tims are. First and foremost, this definition is meant to answer the need for
analyzing and classifying specific events as terrorism or guerrilla activities.
This definition is not meant to differentiate between the types of perpetrating
organizations. Most organizations resorting to violence for the purpose of
attaining political aims have not refrained from harming civilians as well as
military personnel. These organizations, then, on the face of it can be defined
as both terrorist organizations and guerrilla movements.

Although the proposed definition relates to specific attack, it is still
possible to deduce from it whether a particular organization is a terror-
ist organization or a guerrilla movement. One could, for instance, rely on
a quantitative principle—comparing the numbers of terrorist attacks and
guerrilla attacks within the total number of violent activities involving the
organization. Or, one could rely on a qualitative principle, stating that every
organization engaging in attacks against civilian targets is a terrorist orga-
nization, and it is irrelevant whether at the same time the same organization
was also involved in guerrilla activities. Hence, the claim that every guerrilla
organization has also harmed civilians does not affect the proposed defini-
tion of terrorism. A situation where organizations are involved simultane-
ously in terrorism and guerrilla activity is a direct consequence of the lack
of an accepted international definition for terrorism and guerrilla warfare.
Only a definition agreed on by most countries in the world—and that entails
operative action against terrorist groups different from that directed against
guerrilla groups—will move these organizations to take “cost-benefit” con-
siderations into account when choosing the mode of activity appropriate to
attaining their ends. When the damage incurred by organizations due to
their engagement in terrorism is greater than the damage they incur due to
their involvement in guerrilla activities, it is plausible to assume that some
organizations will choose to focus on guerrilla activities rather than on ter-
rorism. As long as there is no accepted international convention for distin-
guishing terrorism from guerrilla activity—and as long as such convention
is not accompanied by different levels of punitive sanctions—it should come
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as no surprise that organizations choose to engage in terrorism or in guer-
rilla activities according to their own operative limitations or circumstances.

The claim that terrorism and guerrilla activities are on one conceptual
sequence—to the extent that it has empirical backing—also does not con-
tradict the classification of terrorism and guerrilla activity according to the
proposed definition. A situation is certainly possible in which an organiza-
tion might decide to move from the stage of terrorism to the stage of guer-
rilla warfare and vice versa, thereby changing its character from one involved
only in, or mainly in, terrorism, to one involved mainly in guerrilla warfare.

The Aims of Terrorism and of Guerrilla Warfare

For the purpose of defining terrorism, the type of goal sought is irrelevant
(as long as the goal is political). The terrorist and the guerrilla fighter may
have the exact same aims, but they choose different means to accomplish
them. Among the political aims that different organizations (both terrorist
organizations and guerrilla movements) seek to achieve, we might mention
national liberation (liberating territory from an occupying power); revolution
(changing the government); anarchism (creating chaos); changing the preva-
lent socioeconomic system, and so on. By characterizing terrorism as a mode
of operation directed against civilian targets, as opposed to basing the defini-
tion on the goals of the violence, we refute the slogan that one man’s terrorist
is another man’s freedom fighter. This distinction between the target of the
attack and its aims shows that the discrepancy between terrorism and free-
dom fighting is not a subjective difference reflecting the personal viewpoint
of the definer. Rather, it constitutes an essential difference, involving a clear
distinction between the perpetrators’ aims and their mode of operation. As
noted, an organization is defined as terrorist because of its mode of operation
and its target of attack, whereas calling something a struggle for liberation
has to do with the aim that the organization seeks to attain.

Hiding behind the guise of national liberation does not release terror-
ists from responsibility for their actions. Not only is it untrue that one man’s
terrorist is another man’s freedom fighter, but also it is untrue that “the end
justifies the means.” The end of national liberation may, in some cases, jus-
tify recourse to violence in an attempt to solve the problem that led to the
emergence of a particular organization in the first place. Nevertheless, the
organization must still act according to the rules of war, directing its activi-
ties toward the conquest of military and security targets; in short, it must
confine itself to guerrilla activities. When the organization breaks these rules
and intentionally targets civilians, it becomes a terrorist organization, accord-
ing to objective measures and not according to the subjective perception of
the definer.
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Ends and means in conflicts between an organization and a state. It may
be difficult at times to determine whether the victim of an attack was indeed
a civilian or whether the attack was intentional. These cases could be placed
under the rubric of a “gray area” to be decided in line with the evidence and
through the exercise of judicial discretion. The proposed definition may
therefore be useful in the legal realm as a criterion for defining and categoriz-
ing the perpetrators’ activities. In any event, adopting the proposed definition
of terrorism will considerably reduce the gray area to a few marginal cases.

Defining States’ Involvement in Terrorism

On the basis of this definition of terrorism and guerrilla warfare, how should
we define the involvement of states in performing terrorist attacks? Note
that violent activities committed by a state against civilians are forbidden
by international conventions and are clearly defined as war crimes (in the
context of a war situation) and as crimes against humanity (in other situ-
ations) (United Nations, 1949, p. 46). Thus, whereas these definitions have
led to the international delegitimation of the use of violence against civil-
ians by military personnel and political leaders, a lacuna still exists concern-
ing the use of violence against civilians by organizations or individuals on
political grounds. States can be involved in terrorism in various ways: from
various levels of general support for terrorist organizations, through opera-
tional assistance, initiating or directing attacks, and up to the perpetration
of terrorist attacks by official state agencies. All forms of state involvement
in terrorism are usually placed “under the general category of terrorist states,
or state sponsored terrorism” (Natanyahu, 1980, p. 47). Such a designation
has taken on the character of a political weapon; rival states ascribe it to one
another, and terrorist organizations use it against states acting against them.

The question of state involvement in terrorist attacks has been exten-
sively discussed in Countering State-Sponsored Terrorism (Ganor, 1997).
There I suggest the following classification of states according to their level of
involvement in terrorism:

4. States supporting terrorism—states that support terrorist organiza-
tions, providing financial aid, ideological support, military or opera-
tional assistance.

5. States operating terrorism—states that initiate, direct and perform
terrorist activities through groups outside their own institutions.

6. States perpetrating terrorism—states perpetrating terrorist acts
abroad through their own official bodies—members of its security
forces or its intelligence services, or their direct agents. In other
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words, states intentionally attacking civilians in other countries in
order to achieve political aims without declaring war. (Ganor, 1997,

p.7)

As mentioned, according to international conventions (United Nations,
1949), intentional acts of aggression against civilians by official agencies of a
state, either at times of war or in occupied territories, will be considered war
crimes rather than terrorism.

Various countries have engaged in attacks against leading activists of ter-
rorist organizations: planners and initiators of attacks, commanders of opera-
tional units, saboteurs, and even the organizations’ leaders. On such grounds,
these countries have often been accused of engaging in terrorism themselves.
According to the proposed definition of terrorism (and setting aside questions
bearing on the legitimate confines of a struggle against terrorism and on the
rights of states to fight terrorists in the territory of another sovereign state),
actions by a state against terrorist activists cannot be defined as terrorism
even if only because the latter are not actually civilians. Individuals engag-
ing in terrorist activities, even if not wearing a uniform, exclude themselves
from the civilian community, and rules protecting civilians no longer apply
to them. Thus, just as the definition views decision makers as “legitimate”
targets in guerrilla warfare, so targeting terrorists who head operational,
administrative, or political branches in a terrorist organization should not
itself be considered a terrorist activity since these are the people responsible
for policy formulation and decision making in the organization.

The Importance of Defining Terrorism

As noted, defining terrorism is not only a theoretical issue but also an oper-
ative concern of the first order. Terrorism is no longer a local problem of
specific countries but an issue involving a number of international aspects.
Terrorist organizations may perpetrate attacks in a variety of countries; the
victims of attacks can be of different nationalities; the offices, headquarters,
and training camps of terrorist organizations function in various countries;
terrorist organizations receive direct and indirect assistance from different
states, enlist support from different ethnic communities, and secure financial
help throughout the world. Since terrorism is an international phenomenon,
responses to terrorism must also be on an international scale. Developing
an effective international strategy requires agreement on what it is we are
dealing with; in other words, we need a definition of terrorism. International
mobilization against terrorism, such as that which began in the mid-1990s
and culminated in the international conventions in the G-7 countries, the
Sharem el-Sheik Conference, and so on, cannot lead to operational results
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as long as the participants cannot agree on a definition. Without answering
the question of “What is terrorism?” no responsibility can be imposed on
countries supporting terrorism, and steps cannot be taken to combat terror-
ist organizations and their allies.

Without a definition of terrorism, it is impossible to formulate or enforce
international agreements against terrorism. A conspicuous example of the
need to define terrorism concerns the extradition of terrorists. Although
many countries have signed bilateral and multilateral agreements concern-
ing a variety of crimes, extradition for political offenses is often explicitly
excluded, and the background of terrorism is always political. This loophole
allows countries to shirk their obligation to extradite individuals wanted for
terrorist activities.

In fact, the need for a definition of terrorism can be seen at almost every
phase of contending with terrorism (see Figure 3). Such phases include:

1. Legislation and punishment: The laws and regulations enacted to
provide security forces with an instrument for combating terrorism.
A definition of terrorism is necessary when legislating laws designed
to ban terrorism and assistance to terrorism, as well as when set-
ting minimum sentences for terrorists or confiscating their financial
resources and supplies. Barring an accepted definition, this legis-
lation has no value. Legislation and punishment must distinguish
terrorism from ordinary crime, even when they might actually be
identical in practice. The need for a separate legislation and punish-
ment for terrorism stems from the enormous danger that terrorism,
due to its political dimension, as opposed to crime, poses to society
and its values, to the government in power, and to the public at large.

2. International cooperation: An internationally accepted definition of
terrorism is required to strengthen cooperation between countries
in the struggle against terrorism and to ensure its effectiveness. This
need is particularly obvious in all that concerns the formulation and
ratification of international conventions against terrorism—conven-
tions forbidding the perpetration of terrorist acts, assistance to ter-
rorism, transfer of funds to terrorist organizations, state support for
terrorist organizations, commercial ties with states sponsoring ter-
rorism—and conventions compelling the extradition of terrorists.

3. States sponsoring terrorism: Modern terrorism is increasingly
dependent on the support of nations. States sponsoring terrorism
use terrorist organizations as a means to their own ends, while these
organizations depend on the assistance they receive from such coun-
tries at the economic, military, and operational levels. Some orga-
nizations are so closely dependent on the assistance of states that
they become “puppets” functioning at the initiative, direction, and
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with the complete support of these states. It is impossible to contend
effectively with terrorism without severing the close tie between the
terrorist organizations and the sponsoring states. This tie, however,
cannot be severed without agreeing on a broad definition of terror-
ism and thus of the states that sponsor it and of the steps to be taken
against them.

. Offensive action: The state struggling against terrorism must retain

the initiative. At the same time, attempts must be made to limit, as
far as possible, the operative capacity of the terrorist organization. To
attain these aims, a continued offensive must be conducted against
terrorist organizations. While countries on the defensive naturally
enjoy the sympathy of others, countries on the offensive are usu-
ally censored and criticized by others. To ensure international sup-
port for states struggling against terrorism, and perhaps even for a
joint offensive, an internationally accepted definition of terrorism is
required that will distinguish freedom fighting (which enjoys a mea-
sure of legitimacy among nations) from terrorist activity.

. Attitudes toward the population supporting terrorism: Terrorist

organizations often rely on the assistance of a sympathetic civilian
population. An effective instrument in the limitation of terrorist
activity is to undermine the ability of the organization to obtain sup-
port, assistance, and aid from this population. A definition of terror-
ism could be helpful here also by determining new rules of the game
in both the local and the international spheres. Any organization
contemplating the use of terrorism to attain its political aims will
have to risk losing its legitimacy, even with the population that sup-
ports its aims.

. Normative scale: A definition that separates terrorism from

other violent actions will enable the initiation of an international
campaign designed to undermine the legitimacy of terrorist
organizations, curtail support for them, and galvanize a united
international front against them. To undermine the legitimacy of
terrorist activity (usually stemming from the tendency of various
countries to identify with some of the aims of terrorist organi-
zations), terrorist activity must be distinguished from guerrilla
activity as two forms of violent struggle reflecting different levels
of illegitimacy.
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The Attitude of Terrorist Organizations:
Toward the Definition

The definition of terrorism does not require that the terrorist organizations
themselves accept it as such. Nevertheless, reaching international agreement
will be easier the more objective the definition and the more the definition
takes into account the demands and viewpoints of terrorist organizations
and their supporters. The proposed definition, as noted, draws a distinction
between terrorism and guerrilla warfare at both the conceptual and moral
levels. If properly applied, it could challenge organizations that are presently
involved in terrorism to abandon it to engage exclusively in guerrilla warfare.
As noted, most organizations active today in the national and international
arena engage in both terrorist activities and guerrilla warfare; after all, inter-
national convention makes no distinction between the two. Hence, there are
no rules defining what is forbidden and what is allowed in nonconventional
war, and equal punishments are imposed on both terrorists and guerrilla
fighters. People perpetrating terrorist attacks or engaging in guerrilla warfare
know they can expect the same punishment, whether they attack a military
installation or take over a kindergarten. The terrorist attack may be more
heavily censored because it involves children, but the legitimacy of these
actions will be inferred from their political aims. In these circumstances,
why not prefer a terrorist attack that will have far more impact, and will be
easier to accomplish, with much less risk?

The international adoption of the proposed definition, with its distinc-
tion between terrorism and guerrilla warfare—and its concomitant sepa-
ration from political aims—could motivate the perpetrators to reconsider
their intentions, choosing military targets over civilian targets (guerrilla
warfare over terrorism) both because of moral considerations and because
of cost-benefit considerations. Regarding the moral consideration, many
terrorist organizations are troubled by the moral question bearing on their
right to harm civilians, and this concern is reflected in their literature and
in interviews with terrorists. Thus, for instance, an activist of the Popular
Front for the Liberation of Palestine, Walid Salam, argued in December 1996
that “among activists of the Popular Front, more and more are opposed to
military activities against civilians, as the one near Ramallah on Wednesday.
They do not say so publicly because of internal discipline and to preserve
unity” (Haaretz, 1996).

We can also see something of this moral dilemma in Sheik Ahmad
Yassin, the leader of Hamas: “According to our religion it is forbidden to kill
a woman, a baby, or an old man, but when you kill my sister, and my daugh-
ter, and my son, it is my right to defend them” (Haaretz, 1997). This concern
might explain why, after attacks on civilian targets, organizations such as
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Hamas often make public statements proclaiming that they have attacked
military targets. The moral dilemma does exist, and the opponents of ter-
rorism must intensify it. When countries acknowledge the principle of rely-
ing on guerrilla warfare to attain legitimate political aims and unite in their
moral condemnation of terrorism, they increase the moral dilemma that is
already prevalent in terrorist organizations.

Regarding the utilitarian consideration, if the perpetrators know that
attacking a kindergarten or other civilian target will never be acceptable,
that these attacks will turn them into wanted and extraditable terrorists
and will undermine the legitimacy of their political goals—and that, when
apprehended, they will be punished much more harshly than would guerrilla
fighters—they may think twice before choosing terrorism as their modus
operandi. Adopting the proposed definition of terrorism, formulating rules
of behavior, and setting appropriate punishments in line with the proposed
definition will sharpen the cost-benefit considerations of terrorist organiza-
tions. One way of encouraging this trend among terrorist organizations is,
as noted, to agree on different punishments for those convicted of terrorism
and those convicted of guerrilla warfare. Thus, for instance, the possibility
should be considered of bringing to criminal trial, under specific charges
of terrorism, individuals involved in terrorist activities, while allotting pris-
oner-of-war status to those accused of involvement in guerrilla activities.

The proposed definition of terrorism may indeed help in the struggle
against terrorism at many and varied operative levels. An accepted definition,
capable of serving as a basis for international counterterrorist activity, could,
above all, bring terrorist organizations to reconsider their actions. They must
face the question of whether they will persist in terrorist attacks and risk
all that such persistence entails—losing legitimacy, incurring harsh and spe-
cific punishments, facing a coordinated international opposition (including
military activity), and suffering harm to sources of support and revenue. The
international community must encourage the moral and utilitarian dilem-
mas of terrorist organizations and establish a clear policy accompanied by
adequate means of punishment on the basis of an accepted definition.

Summary

We face an essential need to reach a definition of terrorism that will
enjoy wide international agreement, thus enabling international opera-
tions against terrorist organizations. A definition of this type must rely
on the same principles already agreed on regarding conventional wars
(between states) and extrapolate from them regarding nonconventional
wars (between organization and a state). The definition of terrorism will
be the basis and the operational tool for expanding the international
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community’s ability to combat terrorism. It will enable legislation and
specific punishments against those perpetrating, involved in, or sup-
porting terrorism and will allow the formulation of a codex of laws and
international conventions against terrorism, terrorist organizations,
states sponsoring terrorism, and economic firms trading with them. At
the same time, the definition of terrorism will hamper the attempts of
terrorist organizations to obtain public legitimacy and will erode sup-
port among those segments of the population willing to assist them (as
opposed to guerrilla activities). Finally, the operative use of the defini-
tion of terrorism could motivate terrorist organizations, due to moral or
utilitarian considerations, to shift from terrorist activities to alternative
courses (such as guerrilla warfare) to attain their aims, thus reducing the
scope of international terrorism.

The struggle to define terrorism is sometimes as hard as the struggle
against terrorism itself. The present view, claiming it is unnecessary and well-
nigh impossible to agree on an objective definition of terrorism, has long
established itself as the “politically correct” one. It is the aim of this chapter,
however, to demonstrate that an objective, internationally accepted defini-
tion of terrorism is a feasible goal, and that an effective struggle against ter-
rorism requires such a definition. The sooner the nations of the world come
to this realization, the better.
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Introduction

Since 2009, the significant increase of violence from Irish dissident groups
has broken the relative peace in Northern Ireland brought about by the 1998
Good Friday Agreement (GFA). As the largest and most active of the Irish
dissident groups, this chapter focuses on the IRA. The original focus of the
research was on the then-largest republican group, the Real IRA (RIRA), and
its political wing, the 32 County Sovereignty Movement (32CSM). However,
during the data collection period, RIRA amalgamated with another republi-
can dissident group, Republican Action Against Drugs (RAAD), and disaf-
fected former members of the Provisional IRA (PIRA). The increase in size
of the group has consequently increased its capability to mount a period of
violence in Northern Ireland and, potentially, mainland Britain.! As a result,
the research focus changed slightly by examining this new IRA group. The
danger the 32CSM/IRA pose cannot be understated. The 2012 Northern
Ireland Peace Monitoring Report states that as a result of the threat Irish
dissident groups in the province pose to U.K. security, the Terrorism Risk
Index placed the United Kingdom as at a greater risk than any other Western
nation (Nolan, 2012, p. 43).

This chapter focuses on the radicalization process the 32CSM/IRA use
to gain support, mainly from Catholic republican/nationalist communities
(including recruiting individuals to the IRA). Just as there is difficulty in
deriving one agreed definition of what actions amount to an act of terrorism,
when examining the empirical work carried out on radicalization, it also
contains conflicting findings. This chapter applies radicalization theories to
the methods the 32CSM/IRA use to gain support from their use of e-sources,
symbols, and ceremonies.

Primary data for this research were obtained from nationalist, repub-
lican, and unionist politicians, police officers (mainly the Police Service of
Northern Ireland [PSNI] and Ireland’s An Garda Siochana), and members
of the Catholic community in Northern Ireland (many who had connections
with PIRA and Sinn Fein). The analysis of the primary data draws com-
parisons with the findings of the 2012 Northern Ireland Peace Monitoring
Report and the events that led to PIRA’s breakaway from the IRA at the start
of the 1969-1998 Irish Troubles (now on referred to as the Troubles) to assess
if through a radicalization process the 32CSM/IRA can eventually emulate
PIRA and Sinn Fein during the Troubles. This research found the IRA is
building a capacity to mount a sustained campaign of violence in Northern
Ireland, which, through their radicalization of English-based supporters,
could expand to carrying out attacks in England. If the IRA achieves this, it
would result in the United Kingdom having a terror war on two fronts with
Irish and jihadist terror groups.
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Background to the Research

The Real IRA

RIRA broke away from PIRA at the time PIRA and Sinn Fein agreed to the
GFA in 1998. RIRA announced its opposition to the GFA with the 1999
Omagh bombing, killing 29, making it the worst single atrocity during the
Troubles (Vaughan and Kilcommins, 2008, p. 80). Feeling betrayed by PIRA
and Sinn Fein for agreeing to the GFA, RIRA viewed the agreement as a
concession to an imperial state’s (Britain) continuance to govern their coun-
try, supported by forces of occupation. Resigning from PIRA’s executive,
Mickey McKevitt formed a breakaway dissident group, Oglaigh na hEireann
(Harden, 2000, p. 311). Oglaigh na hEireann became known as the Real IRA
following the staging of illegal roadblocks in 1998, where its members told
motorists, “We’re from the IRA. The Real IRA” (Harden, 2000, p. 312).

The Northern Ireland Peace Monitoring Report identifies three repub-
lican groups: the RIRA, Oglaigh na hEireann, and Continuity IRA (Nolan,
2012, pp. 44-45). This builds on MacDonald’s 2008 report on the threat to
security in Northern Ireland identifying the same three groups, which at that
time had no unified command. My research found the numbers of activists
in these groups is higher than those reported by MacDonald. Following a
relative lull since 2001, there has been an incremental rise in RIRA attacks in
Northern Ireland commencing with the killing of two British Army soldiers
at Massereene Barracks in March 2009 in County Antrim,? up to 2012 bomb
attacks in Derry,® and the targeting in early 2013 of PSNI officers.* This has
included killing PSNT officers,” to bombing the U.K. national security service
MI5’s Belfast headquarters.® As the frequency of attacks has increased, at the
inception of the research it was important to assess if the RIRA supported by
the 32CSM could achieve its main target: to carry out a bombing campaign
in England (Nolan, 2012, p. 45).

The “New” IRA

At the end of July 2012, a statement was released by RIRA saying its mem-
bership had joined RAAD and other former prominent PIRA members to
form a unified structure under a single leadership, thereby increasing their
capacity and capability to maintain a sustained campaign of violence.” Based
predominantly in counties Derry and Tyrone, RAAD was a vigilante group
comprised of former PIRA members who carried out punishment beatings
on individuals suspected of involvement with drug dealing or drug abuse
and antisocial behavior in predominantly Catholic neighborhoods.® They
operated in a similar fashion to PIRA during the Troubles; to tighten their
grip within their community, they regularly gave punishment beatings to
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those they found stealing or involved in drugs or antisocial behavior, with
the punishment often taking the form of shooting the victim’s kneecaps
(Taylor, 1997, p. 287). This was a natural alliance between both groups as
both groups have a similar cause.

Since this alliance, the IRA has carried out a number of attacks. In
November 2012, a Maghaberry prison officer, David Black, was killed by the
IRA while on his way to work; members of the IRA have been arrested (at the
time of writing, they are awaiting trial). In November and December 2012,
the PSNI found a number of horizontal mortar bombs across various loca-
tions in Northern Ireland; the bombs were capable of piercing the armor of
police vehicles. This resulted in an off-duty PSNI officer finding an explosive
device under his car on New Year’s Eve in 2012.1° In January 2013, an oft-duty
PSNI officer saw people at the back of his house, causing him to draw his
firearm and shoot at them. The following day a pipe bomb was found at the
officer’s house."! Such incidents have increased from occurring occasionally
to what now appears to be a weekly basis. These actions occurring in such a
short period demonstrates that the IRA’s mission to kill military personnel,
police and prison officers, and those who work for the British is no idle threat.

The 32CSM

Parallel to the rise of the IRA is the growth of its political wing, the 32CSM.
Formed in December 1997 (Taylor, 1997, p. 328), the 32CSM is not a politi-
cal party per se and has not stood any candidates in the Northern Ireland
Assembly or local elections. Having a political wing associated to a terror
group is not unique to Ireland. In Spain, Euskadi ta Askatasuma (Eta) had
a political wing, Batasuna, a coalition of leftist national parties containing
Eta members among its ranks (Whitaker, 2012, pp. 120-122). The political
wings take on the role of legal representatives of terror groups in order to be
an avenue of dialogue (Tuman, 2010, p. 20). During the Troubles, Sinn Fein
was PIRA’s political wing. In 1983, Sinn Fein was led by Gerry Adams, who
would neither condone nor condemn PIRA’s violent actions (O’Callaghan,
1998, pp. 172-173). Addressing Sinn Fein’s ard fthies (party conference) in
1989, Gerry Adams said:

The history of Ireland and of British colonial involvement throughout the
world is that the British government rarely listens to the force of argument. It
understands only the argument of force. This is one of the reasons why armed
struggle is a fact of life and death in the six counties (1989, p. 2).

From 1983 to the GFA, Sinn Fein adopted a strategy referred to as the
“armalite and the ballot box” by which they pursued an electoral strategy
alongside PIRA’s armed struggle (Taylor, 1997, pp. 281-282). This strategy
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was successful bringing about the GFA, and Sinn Fein is currently the larg-
est political party from the Catholic community in the Northern Ireland
Assembly.

In building a political position from which to defend the nationalist
community, rather than having just an armed struggle, Sinn Fein advocated
putting more energy into a political solution (Adams, 1996, p. 263). While
some observers may spot anomalies in Sinn Fein’s assertion, Sinn Fein always
claimed to be separate from PIRA (Adams, 2003, p. 46-47). At the time of
its inception, the 32CSM leadership attempted to adopt a similar position. Its
leader, Bernadette Sands-McKevitt, claimed the 32CSM was a single-issue
group with no connection to any paramilitary wing. At the time this asser-
tion was made, two members of the 32CSM Executive were charged with
possession of materials for bomb making (Taylor, 1997, p. 358). Three months
later, members of the 32CSM were linked to several bombings. The former
Royal Ulster Constabulary (RUC) chief constable, Ronnie Flanagan, admit-
ted intelligence reports on the 32CSM revealed its membership included a
significant number of dissident elements of PIRA, concluding:

Undoubtedly people close to the [32CSM] Committee have knowledge, exper-
tise and experience in the terrorist field and probably have access to materials
to allow that expertise and experience to be brought to bear in the carrying
out of attacks. So I think people close to the [32CSM] Committee pose a very
significant threat indeed. (Taylor, 1997, p. 358)

Regarding whether the 32CSM poses a similar threat today, both the
PSNI and An Garda Siochana officers interviewed agreed they do, with one
officer saying:

Justlook at who the members are. There’s Marian Price an ex-Provisional, who
is in prison after holding a statement read out by a member of the Real IRA
at the 32CSM’s commemoration of the Easter Rising in Derry’s Creggan cem-
etery in 2011. Then there’s the Dufty’s who were in the Provisionals with Colin
only recently acquitted at the Massereene Barracks murder trial. I could go on
with the names who are members of the 32CSM we suspect are also members
of the Real IRA. There isn’t even an attempt by the 32CSM to distance them-
selves from the IRA. The arrests of members of the Real IRA we’ve made over
the last year are all connected to the 32CSM.

Six months after this officer was interviewed, Paul Duffy, Damien Dufty,
and Shane Duffy, all members of the RIRA and 32CSM, were charged with
the offenses of collecting information likely to be of use to terrorists,'> con-
spiracy to murder, and conspiring to cause an explosion.”® This extremely
close relationship between the 32CSM and the IRA shows how dangerous the
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32CSM is, not only to peace in Northern Ireland but also to peace in Britain,
especially England.

Radicalization

The more one examines radicalization, the more one finds that radicalization
is a complex, multifaceted phenomenon (Carpenter, Levitt, and Jacobson,
2009, p. 327). There is no-one-size-fits-all theory to radicalization, as some
situations and issues that apply to certain groups will not to others. As a
result, no one satisfactory theory exists (Hutson, Long, and Page 2009, p. 18).
This may be due to the diverse types of terrorist activity around the world
being affected or influenced by a variety of issues and events that triggers
their cause. On the danger radicalization poses to the security of its member
states, the European Union (EU) states radicalization should be

viewed as a complex interaction of factors that does not necessarily lead to
violence. Since the process can evolve in many different directions, including
non-violent ones, radicals can engage in non-violent behaviour without ter-
rorist intent yet still be considered radical. As such, although not every radical
becomes a terrorist, every terrorist has gone through a radicalisation process.
(OT Institute for Safety, Security, and Crisis Management, 2008, p. 5)

Recognizing the importance of the radicalization process, under a pre-
vention of terrorism strategy, the European Union listed among key priorities
the development of a common approach to spot and tackle problem behav-
ior (including misuses of the Internet); the promotion of good governance,
democracy, education, and economic prosperity in the European Union; and
the development of a media and communication strategy to explain E.U.
policies (OT Institute for Safety, Security, and Crisis Management, 2008,
p. 61). While the underlying tone of the document is to deal with jihadist
extremism, these points also apply to politically motivated terrorism. As the
United Kingdom and Ireland are EU member states, this policy also applies
to actions by the 32CSM/IRA in the radicalization process.

Coming from the data in this research is the concern that the current eco-
nomic recession could assist the 32CSM/IRA’s cause. Social/economic status
has raised differing views in the radicalization process. Examining the pro-
cesses of jihadist radicalization, Silke states that research has not found a clear
link between poverty and deprivation along with membership of extreme orga-
nizations. In explaining this, he says because the impoverished are less likely
to vote, they are also less likely to become engaged in terrorist organizations
(2008, p. 109). Githens-Mazer challenges this and many of the empirical stud-
ies that state low income is not a cause of terrorism. He found that an attrac-
tion to jihadist violence exists where the individual suffers “difficult” social,
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political, and economic circumstances (2008, p. 27). Githens-Mazer’s findings
are supported by other studies, certainly in regard to jihadist-based extremism.
For example, Hutson, Long, and Page’s study found in poverty-stricken areas
that economic deprivation was a factor in the radicalization process (2009, p.
21). One agreed finding in most of the empirical studies into radicalization
is that where a multisituational position exists, it results in a landscape that
is more politically, socially, and economically deprived, making it more fer-
tile to allow a process of radicalization into extremism (Vertigans, 2011, pp.
77-87). Such a landscape Silke recognizes as existing during the Troubles. He
says the multisituational position of economic deprivation, educational under-
performance, and insufficient representation were important radicalization
factors that increased support for Sinn Fein/PIRA from the Catholic commu-
nity (2008, p. 112). During the Troubles, the radicalized individuals who joined
PIRA were not deranged or insane. Punch’s study on the Troubles found that
while individual members came from a degree of deprivation, they were “resil-
ient, relaxed and stable” (2012, p. 49).

These themes are examined in more detail as the actions of the 32CSM/
IRA regarding recruitment and how they get the message of their cause
across to a global population are analyzed.

Research Methods Deployed

Sample Size

Apart from examining official data and reports of actions by Irish dissident
groups, I visited Northern Ireland to interview republican, nationalist, and
unionist politicians (total of 14), police officers (total of 6), and members of
the Catholic community (total of 24). The last group included informers I
handled as a detective during the Troubles, community leaders, and mem-
bers of republican organizations. In England, I also interviewed members
of Liverpool’s Catholic community who were members of republican flute
bands. All consented to be interviewed and to have the interview tape-
recorded. The interviews took place from June 2012 to October 2012, with
most interviews lasting 1 hour.

Research Strategy
In assessing the IRA’s capability to mount a sustained campaign that could

escalate to Britain, the research was founded on four areas:

1. How active the IRA are;
2. The link between the IRA and 32CSM;
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3. Support for the IRA and the 32CSM in Northern Ireland; and
4. Support for the IRA and the 32CSM in Britain.

Research Methods Used

The primary data used in this research emanated from semistructured
interviews. To focus the subjects on what the interviews entailed, prior
to the interviews I forwarded the subjects a set of topic areas the inter-
view would cover (Bayens & Roberson, 2011, p. 110). The aim of this was
to focus the subjects’ minds (Baker, 1998, p. 136) on the subject matter
to minimize disruption from the interviewer by having to keep the sub-
ject discussing solely the topic areas (Baker, 1998, p. 137). The research
findings were verified with data from other sources. This is important
as Mythen and Walklate state that data from politicians and the police
can be discursively shaped because of their involvement in risk definition
(2006, p. 389). By passing on the terrorist scare, it can be used as a form
of disciplinary control as politicians and police officers harden domestic
security objectives (Mythen & Walklate, 2006, p. 330). To minimize any
discrediting of the responses, in particular those from the politicians and
the police, it was important the validity and reliability of the data were
maintained by comparing them to data found in other empirical studies
in the topic area.

Ethical Issues

The 2003 Social Research Association’s (SRA’s) Ethical Guidelines state that
social researchers must strive to be aware of the intrusive potential of their
work, adding that:

The advancement of knowledge and the pursuit of information are not them-
selves sufficient justifications for overriding other social and cultural values.
(2003, pp. 25-26)

As Liebling and Stanko point out, “Ethical research is typically defined
as that which safeguards the rights and feelings of those who are being
researched” (2001, p. 424). The Community Relations Council recently
reported a deep-rooted sectarian divide still exists in Northern Ireland.!* As
a result of this divide, Irish dissident groups have a propensity toward vio-
lence against those who speak out or who are vehemently opposed to them. It
was paramount that whatever was disclosed was dealt with sensitively. This is
the reason why the subjects interviewed remained anonymous. A second rea-
son the ethical guidelines were relevant is that it was important that nothing
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from the data was revealed that could hinder or obstruct any ongoing or
recent operations or investigations into the 322CSM/IRA."®

Radicalization

Economic Deprivation

Regarding IRA activity within the nationalist communities, a community
member who had connections with PIRA summed up a concern many of the
politicians and community members had:

[The IRA] are bigger and more influential in parts of the community than is
reported in the papers or on television. I know old hands from my days in the
Provisionals are in their ranks and kids who basically have no job, no future
and who are bored. As these are hard line fanatics, if things get just a little
worse, then god help us.

By “getting a little worse,” this respondent referred to the economic recession.
Republican and nationalist politicians were concerned that as the U.K. gov-
ernment’s austerity measures bite deeper, this could turn disaffected young
people to the dissident groups. A Social Democratic Labour Party (SDLP)
politician interviewed said:

Poverty’s affected many of my constituents. There’s no jobs, cuts in benefits and
these are starting to hurt. Some of those I see in my surgery don’t see this as a
global problem or even an Irish problem. They’re blaming the Government in
Westminster for making the Irish pay the price. No matter how misinformed it
is, this type of thinking only causes further disaffection and if it gets worse there’s
no doubt in my mind they’ll turn to extreme republican groups like the 32CSM
and the IRA ... in desperation as they get carried away with blaming England.

The U.K. Poverty Site’s latest annual survey of hours and earning
(updated in December 2010) shows Northern Ireland is not the most eco-
nomically deprived area of the United Kingdom. It is on a par with Scotland
and the midlands area of England, with Wales, the northeast of England,
and Yorkshire worse oftf (Department of Works and Pensions, 2011). There
is a similar pattern regarding income inequalities and total weekly income
(The Poverty Site, 2011) showing a number of U.K. areas are economically
worse off than Northern Ireland. One set of data does supports the concerns
poverty is a potential recruitment tool for the 32CSM/IRA. After deducting
housing costs, in Northern Ireland 26% of Catholic households are below the
median income compared to 16% of Protestant households (Department of
Works and Pensions, 2011). The deprivation indicators show the percentage
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of Catholics suffering is far higher than the percentage of Protestants. For
example, 66% of Catholics are behind in one or more household bill com-
pared to 33% of Protestants, and 62% of Catholics are unable to heat the home
compared to 31% of Protestants (Nolan, 2012, p. 89).

Suffering worse economic and social conditions compared to their prot-
estant counterparts, in 1968 Catholics aired their grievances through the
nonviolent Civil Rights Movement with marches and protests (Coogan,
1995, pp. 60-64). From 1970, Catholics began moving their support from the
Civil Rights Movement to PIRA, with the watershed being Bloody Sunday
in January 1972. With the state response to their grievances being violence
meted out by RUC police officers on civil rights marchers, they felt they were
not being listened to (O’Callaghan, 1998, p. 167). Just prior to Bloody Sunday,
Coogan said in the Irish Times:

In the North the Catholics have said: we have had enough ... the IRA are the
hard cutting edge of their grievances and, horrible though many of the deeds
which have been done in the North are, the IRA continue to draw support.
(1995, p. 133)

After Bloody Sunday, where the British Army’s Parachute Regiment
opened fire on civil rights marchers in Derry, killing 14 unarmed marchers,
support for PIRA from the Catholic community increased to a point that
PIRA had more potential recruits than it could cope with (English, 2009, p.
70; Martin 2012, p. 87). English states this situation was not produced by vio-
lence alone, “but the cumulative experience of blood stained friction” (2009,
p. 71). Underpinning this was Catholics suffering greater poverty compared
to Protestants (Taylor, 1997, pp. 38-40). This is not unique to Ireland. Kirby’s
study of jihadist radicalization found that after the July 7,2005 London bomb-
ing individuals who experience economic and social difficulties in their lives
are ripe for radicalization (2007, p. 416).

There are links to an individual’s socioeconomic status and susceptibility
to radicalization. Kirby, Hutson, Long, and Page found that socioeconomic
status plays a role in determining the relationships an individual is able to
build (2009, p. 21). Radicalization to violent groups is conceived in the context
of local conditions and drivers that vary from case to case (Githens-Mazor,
2008, p. 26). In essence, the empirical studies agree that where socioeco-
nomic status applies to radicalization, the poorer the status, the more likely
the radicalization process to extremist groups occurs, whereas the more
prosperous democratic societies that respect the rights of their citizens are
more resilient and less susceptible to political instability and radicalization.
Carpenter et al. explain this is so because “its grievances can be peacefully
expressed and mediated through democratic institutions, citizens are less apt
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to turn to more extreme options” (2009, p. 303). Yet, regarding radicalization
to 32CSM/IRA causes, an anomaly exists.

As mentioned, during the Troubles, in addition to economic deprivation,
there were two other factors present in the radicalization process: educational
underperformance and insufficient political representation (Silke, 2008, p.
112). These last two categories do not currently exist in either the 6 northern
or 26 southern counties of Ireland and can explain why the 32CSM remains
on the fringes of Irish politics. Post-GFA, the traditional republican/nation-
alist community does have political representation with Sinn Fein currently
the largest party from that community in the Northern Ireland Assembly,
with the deputy leader of the Assembly a Sinn Fein MLA. Educational oppor-
tunities are equal among both Catholic and Protestant communities. While
economic deprivation in the current economic climate applies to both com-
munities, it is the disparity between the Catholic and Protestant communi-
ties that is a cause for concern but should be tempered with the absence of the
political representation and educational underperformance.

Radicalization through Fund-Raising

When the subjects were asked if the IRA has the financial capability to sus-
tain terror attacks over a prolonged period, the police responses in particular
acknowledged there had been an incremental increase in fund-raising capac-
ity by the 32CSM/IRA from April 2011 to May 2012. The politicians agreed
with this. One unionist politician said:

We worked hard for peace in Northern Ireland with both sides ceding some
of their ideals to achieve peace. The problem is we never really got rid of the
fringe fanatics on both sides. The IRA have the resources to raise enough to
finance a terror campaign and lead us back down the slippery slope of sus-
tained violence.

Maintaining a continuous terror campaign is expensive. In 1983, Gerry
Adams estimated that for Sinn Fein and PIRA to function at the level of
operations at that time cost around £2,000,000 a year (O’Callaghan, 1998, p.
167). The cost to the United Kingdom of the security measures taken during
the Troubles was an estimated £9.826 billion (Valino, Buesa, and Baumert,
2010, p. 18). The attack on the World Trade Center and the Pentagon on the
11 September 2001 cost Al Qaeda an estimated US$300,000 (Martin, 2012, p.
520). Martin identifies four main categories where funds are raised to finance
terror campaigns:

1. Criminal activity;
2. Personal fortunes;
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3. Extortion; and
4. Charities and foundations (2012, p. 521).

While there is little evidence that PIRA had personal fortunes to tap
into, there is evidence PIR A was involved in the other three methods to raise
money to fund its activities. During the Troubles, PIRA carried out bank and
post office robberies in both the northern 6 and the southern 26 counties of
Ireland (O’Callaghan, 1998, pp. 205-207).

PIRA also used extortion to raise funds. One of their main methods of
extortion was targeting wealthy Irish and non-Irish residents in all 32 Irish
counties, demanding protection money to prevent them being kidnapped
(O’Callaghan, 1998, pp. 166-167). This tactic has been used by other terror
groups in different conflicts. Groups like the Colombian Fuerzas Armadas
Revolucionaria de Columbia (FARC) and the Filipino Abu Sayyaf have used
the threat of kidnapping to raise essential funds. An important element of
this tactic is to restrict the number of kidnappings, not only to heighten the
fear of being kidnapped, but also to raise the publicity of a terror group’s
profile when a kidnapping occurs (Vertigans, 2011, p. 113). PIRA also raised
alevy on the Falls Taxi Association (each driver contributing £15 a week) and
was involved in tax swindles and social security fraud (O’Callaghan, 1998,
p. 167). The most well-known PIRA international fund-raising campaign
was NORAID (Irish Northern Aid). Founded by Martin Flannery, an IRA
veteran in the United States, NORAID raised millions of pounds sterling
for PIRA to buy munitions (Taylor, 1997, p. 84). Other forms of PIRA fund-
raising were in its drinking clubs, most of which were in Belfast, some raising
over £150,000 a year (Taylor, 1997, p. 67).

Europol’s 2012 T-Sat Report states that current IRA criminal activity
used to raise funds includes robberies, fraud, extortion, and tobacco and fuel
smuggling (Europol, 2012, p. 24). In September 2012, Alan Ryan, an RIRA
member (later the IRA), was killed by criminal gangs in Dublin as Ryan was
involved in extortion practices to raise funds for the 32CSM/IRA that was
part of the IRA’s strategy of drug dealing in other parts of Ireland to raise
funds (BBC, 2012). Prior to Ryan’s murder, 322CSM/IRA were found to be
involved in drug dealing to raise funds for their cause in 2010 following the
killing of a former RIRA member, Kieran Doherty. Doherty was cultivating
a cannabis farm in a house in County Donegal on behalf of RIRA, and after a
police raid on the house and it coming to light RIRA was running a cannabis
farm, RIRA murdered Doherty on the border of counties Donegal and Derry
(BBC, 2010).

All respondents said the IRA was involved in criminal activity to raise funds.
A typical response from one of the republican politicians interviewed was:
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You can’t discount that robberies are still one way of raising funds but more
subtle criminal activity is also being used. I know from the area I represent
that social security fraud and Internet fraud is common. Added to that are
extortion and protection rackets they run be it through pseudo security com-
panies or plain threats to individuals or criminals involved in drug dealing
where the IRA take a cut of their takings.

An example of this type of IRA extortion activity came out during the trial
regarding the murder of two drug dealers in Cornwall where two men from
Liverpool (England) were tried for the murder. During their trial, under
oath, one of the defendants admitted they were working for an Irish republi-
can group based in Liverpool, and their activities were financed by the IRA
for fund-raising purposes (Rossington, 2012).16

Extortion though the threat of kidnapping was seen by the community
members as a possible future IRA action to raise funds, but this action was
seen by the respondents in my research as unlikely. A couple of reasons were
given. From the community members interviewed, one reason was due to the
fact that currently the 32CSM/IRA are not in a position of strength to carry
out successful kidnappings. As one of the community members said:

The IRA mightn’t have as much muscle the Provos [PIRA] had yet, but they’re
pretty powerful and that threat’s increasing and kidnap’s one possibility they
could use in the future.

The police officers interviewed were agreed that a main reason why extortion
through kidnapping was not a viable option for 32CSM/IRA at the moment
is down to the risk involved in kidnapping. These views were summed up by
one of the officer’s responses:

To raise funds through kidnapping carries a greater risk of detection. Apart from
the likes of Internet fraud, a more lucrative form of fund raising is taking on the
drug dealers as well as being hypocritical and dealing in drugs themselves.

Irish history shows the IRA in whatever form it takes to prepare for
a long war. This is seen from the Irish Republican Brotherhood from the
1860s, with their bombing campaign in London in the 1880s (Bunyan, 1976,
pp. 104-111; Staniforth, 2010, p. 79; Vaughan and Kilcommins, 2008, p. 54),
to the Troubles themselves. In addition to finances, the ability to maintain
a sustained campaign ranges from the strength of republican history and
suffering to more mundane but significant momentum provided by orga-
nizational dynamics, such as training, fund-raising, commemorations, and
organizing structure (English, 2009, p. 74). The IRA has incorporated these
dynamics alongside its fund-raising over the last couple of years. An IRA
training camp was found in Omagh, where four members were arrested for
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training IRA members in small arms use.!” To assist the maintenance of their
campaign, the IRA frequently attend marches and assemblies to commem-
orate Irish republican events to reinforce the history of the Irish struggle
against British imperialism, which is a powerful symbol to legitimize their
fund-raising from their traditional communities.

Radicalization: The Power of Language and
Symbolism to Demonstrate Mutual Empathy

How groups like the 32CSM/IRA use language to raise the profile of their
message is important (Taylor, 1997, p. 291). During the Troubles, Sinn Fein
referred to prisons like Long Kesh as concentration camps (Adams, 1990,
p. 11) and republican prisoners as prisoners of war (Adams, 1990, p. 13).
The 32CSM’s 2012 New Year statement refers to all republican prisoners
detained at Maghaberry and Portlaoise as prisoners of war. An impor-
tant 32CSM cause is the imprisonment of Marian Price. Price joined PIRA
in 1970 (Dillon, 1994, p. 164) and along with her sister, Dolours Price,'®
was imprisoned for the bombing of the Old Bailey courts in London in
1973 (Taylor, 1997, pp. 154-155). She is currently on remand for holding
a written statement at the 32CSM/IRA’s Easter Rising commemoration at
Creggan Cemetery for a masked RIRA member to read out in April 2011
and is facing possible charges related to the 2009 killing of the two soldiers
at Massereene Barracks.!” The 32CSM portrays Price as a victim of British
imperial law, referring to her imprisonment as internment. The potency of
the 32CSM’s message infiltrating mainstream politics is seen in the nation-
alist SDLP’s Alban McGuiness’ response to Price’s imprisonment, referring
to it as internment.?

Significant in 32CSM’s 2012 New Year statement is the rhetoric regard-
ing its position over British sovereignty of Northern Ireland, referring to it
as imperialism. Their main cause of supporting the IRA is in intensifying
armed conflict because a political discourse for a solution continues to be out
of reach, saying:

The Real IRA are not the cause of conflict in Ireland they are a response to the
conditions created by Imperialism in Ireland. The 32CSM believes that there
is no room for ambiguity on the issue of resistance.?!

Similarities to the potency of the language used by 32CSM/IRA to that
used by republicans during the Troubles is seen in the language used by Sinn
Fein; Sinn Fein also referred to the British as imperialists (Adams, 1996, p.
123), and any initiative taken by the British government in Northern Ireland
was perceived as a pogrom against the Catholic community (Adams, 1996, p.
119). Demonstrating mutual empathy during the annual commemoration of
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the 1916 Easter Rising at Creggan Cemetery in Derry, the 32CSM/IRA dem-
onstrated the lack of ambiguity on the issue of armed resistance to British
sovereignty. Although referring to groups in the United States, Vertigans
recognizes how items of clothing, badges, and flags used at demonstrations
develop mutual empathy among terror organizations and their supporters
(Vertigans, 2011, p. 101). Over the last few years, the numbers of supporters/
attendees at Creggan Cemetery in Derry has risen for the Easter Rising com-
memoration. In 2012, a 32CSM/IRA color party dressed in a black military-
style uniform with black berries, on which was the white Easter lily badge,
carried the Irish tricolor and the flags of the four districts of Ireland to present
them before the republican memorial stone. This was followed by speeches
from leading members of the 32CSM. At the 2011 commemoration, the color
party consisted of balaclava-wearing IRA members dressed in khaki uni-
form. In the last few years, a member of the IRA wearing a balaclava appears
from the crowd, stands next to the memorial stone, and reads out a statement
reiterating what the IRA stands for. In essence, it is that more attacks will be
carried out on the police and army as well as those who oppose them.??

The Easter Rising commemorations provide a powerful theater for those
with republican leanings as they not only project mutual empathy, but also are
one of the steps in a radicalization process used for recruitment (Suttmoeller,
Chermak, Freilich, and Fitzgerald, 2011, p. 84). With the 32CSM/IRA using
these traditional republican symbols, we see two processes at work. First is
what Vertigans refers to as “we-ness.” Founded on networks based on friend-
ship, camaraderie, similar backgrounds, and beliefs (2011, p. 98), we-ness is
a collective effervescence based on shared beliefs, practices, and heightened
emotions providing definitions and meaning (Vertigans, 2011, p. 94). The
1916 Easter Rising commemoration is an important commemoration for
Irish citizens, and in the Irish Republic, the official commemoration outside
the General Post Office Building in Dublin is attended by the Irish president
and taoiseach (prime minister).?> Therefore, the 32CSM/IRA commemora-
tion not only shows Irish solidarity but also can show their commemoration
is not in itself subversive and neither is the color party nor the flags displayed
as symbols of a proscribed organization. The gold, white, and green tricolor
is the internationally recognized flag of the Irish Republic. These symbols
together demonstrate the mutual empathy, not only to the 32SCSM and its
supporters, but also to republicans in all the 32 counties. This mutual empa-
thy can be linked to an early stage of radicalization the 32CSM/IRA will
want to achieve. Demonstrations and symbolic resistance are first steps of
radicalization (Horgan 2009, p. 42), and this activity does not have to be vio-
lent (Suttmoeller et al., 2011, p. 83). It is worth noting that demonstrations
and protests account for 17.2% of the recruitment strategies deployed by vio-
lent groups like the IRA (Suttmoeller et al., 2011, p. 92).
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The final symbolic gesture demonstrating mutual empathy is the bala-
clava-wearing member of the IRA making a statement to the assembly. It is
symbolic as the balaclava echoes PIRA’s dress code, which illustrates little
difference between the two factions. Using the term Oglaigh na hEireann is
also symbolic. Meaning “soldiers of Ireland,” it was used by the original IRA
that fought the British in 1918-1921 and is the title of the Irish Republic’s
Defence Forces.?* Trying to show there is little difference between them and
other Irish republican movements, the main difference is in their threats.
Using this difference, the 32CSM/IRA is reinforcing the point that while
PIRA may have stopped fighting and decommissioned its weapons in 2005
(Whittaker, 2012, p. 303), in the 32CSM’s eyes, the IRA are continuing the
war against the British imperialism and traitors who work for them, includ-
ing Sinn Fein. This is the self-identification stage part of the radicalization
process bringing about personal awareness, resulting in that person explor-
ing the ideology of the group (Stottmoeller et al., 2011, p. 84).

On representativeness among the wider nationalist community and if
there is mutual empathy toward the 32CSM/IRA, one of the SDLP councilors
interviewed said:

While they hold demonstrations that resonate with members of the nation-
alist community, they’re not representative at all, but I've noticed a shift in
attitude in republican voters towards Sinn Fein. While canvassing in the last
elections [May 2011] on the doorstep I came across a lot of disillusioned Sinn
Fein supporters. By becoming part of the British establishment in Stormont
they see the Shinners [Sinn Fein] as having sold out. That’s the danger with the
32CSM,, should they ever stand they could take disillusioned Sinn Fein votes.

Being seen as selling out by republican voters is starting to cause alarm
in Sinn Fein. One Sinn Fein MLA said:

They think we’ve sold them out yet nothing can be further from the truth. ...
Republicans now have a voice in Northern Irish politics. The 32CSM’s causes
are outdated. I've offered to speak to Marian Price but she refuses to see me
even though I've criticised her imprisonment in the Assembly and the press,
saying it’s internment. I know some of the 32CSM members when they were
Sinn Fein. Some are good people but they’re caught in a time warp.

This particular MLA was asked if he could understand that with Sinn Fein
power sharing with the Democratic Unionist Party, coming out in support of
the PSNI, and working with a British Northern Ireland Minister why some
republicans are disillusioned. His response was:
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I've said this before ... these people are living in the past. Their efforts to turn
the clock back are futile. They want to return to the days of armed struggle and
the misery this will cause.

During the interview with this MLA, it was pointed out in 1986 he said that
Sinn Fein was

a socialist republican movement, a movement that supports the use of armed
struggle in the six counties and the establishment of a socialist republic in the
thirty-two counties of Ireland. (English 2009, p. 88)

When asked what the difference was between this message and the message
given by the 32CSM/IRA, his response was:

At that time Sinn Fein was fighting for rights for the nationalist community ...
we were in a struggle with the British having to fight their violent and vicious
pogrom. Republican voters should look at what we’ve done not at what we
haven’t. ... What I said in 1986 was in a different Ireland to what we have now.

The demonstration of mutual empathy is a powerful strand of radical-
ization as the Easter Rising commemoration is a powerful piece of theatre,
one that for the 32CSM/IRA cannot be criticized for holding in Ireland as
similar commemorations are run all over the 32 Irish counties. The rhetoric
used in the speeches and proclamations of the 32CSM/IRA is also powerful
in demonstrating mutual empathy that is close to Sinn Fein policies. It can
be difficult for some members of the traditional republican/nationalist com-
munity to differentiate between the two. The 32CSM/IRA are stealing the
symbols of legitimate events commemorating those that sacrificed their lives
to establish an Irish state that promotes the values of democracy and peace.
The 32CSM/IRA are replacing those values with the promotion of murder,
extortion, and other forms of criminality. This view was mentioned by some
of the other subjects, especially from the republican politicians and com-
munity members. A response from one of the community encapsulates the
sentiments given by the subjects on this topic:

Being a republican party Sinn Fein still have the desire that all thirty-two
counties are unified under the rule of the Dail, Dublin. The difference is how
they go about it. Sinn Fein want to use the political process like a referen-
dum. I can’t say the 32CSM want to continue with the armalite and ballot box
approach. As they won’t stand at elections that tells me that supporting IRA
violence is the only way to achieve this goal.
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Radicalization via the Internet

Terror groups and their political wings need to gain support not only from
the community they claim to represent but also from the global community.
The use of the Internet and social media is an important source for a wider
audience garnering sympathy for or at least a measure of understanding of
their cause. If terrorist groups use the Internet, they can successfully achieve
the spread of their message (Martin, 2012, p. 45). Focused on jihadist terror-
ism, Sageman’s work in this area demonstrates how the Internet is a useful,
inexpensive tool to send a group’s message quickly to potentially billions of
people (Sageman, 2008, Chapter 7). This returns us to Vertigans’ we-ness as
the Internet provides terror groups with new opportunities to gain poten-
tial recruits (2011, p. 80). With the Internet producing 27.9% and 38.7% of
its membership for both violent and nonviolent groups, respectively, the
Internet is an important recruitment tool (Stottmoeller, 2011, p. 92).

The 32CSM/IRA have used e-sources as a platform to create a dia-
logue with a global audience that has triggered Irish mainstream politi-
cal responses. Now a Dail Techta Dala (TD),?® Gerry Adams is looking to
help Irish dissident groups by offering to hold talks in an attempt to bring
about a cessation of their violence. In response to widening their message via
e-sources, in May 2012 the Northern Irish Assembly Deputy Leader Martin
McGuiness told the Sinn Fein ard ftheis the war with the British is over, and
groups like the IRA’s actions are pathetic and futile attempts to turn back
the clock.?¢ Concerned the 32CSM/IRA message was getting through to the
nationalist community, he did not dismiss the possibility of a united Ireland,
believing it could be brought about by peaceful means, not through an armed
struggle. Extolling the peace process for allowing a national reconciliation
with unionists that he saw as necessary for constitutional change, he said,
“A peaceful and democratic path to a united Ireland is there” (DeBreadun,
2012). Sinn Fein TD Martin Lewis called on Sinn Fein to renew its commit-
ment to the unification of the 32 counties by campaigning to the Irish gov-
ernment to commission a Green Paper on unity (Moriarty, 2012). It appears
that the concern that disaffected republican voters turning away from Sinn
Fein with the corresponding increase in support for the 32CSM regarding its
main aims of a united Ireland has forced Sinn Fein to respond.

To date, the 32CSM/IRA are some way off in emulating PIRA and Sinn
Fein during the Troubles in achieving widespread mutual empathy with
nationalist communities and a global audience. One example is seen with the
use of social media to oppose the IRA and the impact the 32CSM hoped to
achieve following the IRA’s killing of a Catholic PSNI officer in 2011. With
a Facebook protest group “not in my name” set up, it showed the IRA it did
not achieve its aim of intimidating Catholics from joining the PSNI or even
getting the message across that it is fighting in their cause. A week after being
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set up, this Facebook group organized a protest that resulted in thousands of
people assembling on the streets of Omagh to demonstrate against the IRA’s
killing of the police officer, Ronan Kerr.?”

While the IRA does not use any social media or Internet websites as it
would reveal the details of its members, the 32CSM overtly spread the IRA’s
message through their websites and social media pages. Regionalized, but all
carrying the same message, the 32CSM websites have been effective in rais-
ing international awareness of its cause. This included organizing a protest in
Canada on 22 May 2012 for the release of Marian Price?® and seven arrested
IRA suspects.” A report written by U.S. 32CSM/IRA sympathizers refers to
the imprisonment of IRA suspects as internment, with the suspects being
called prisoners of war.>

While this use of the Internet appears to have some impact, it is not repli-
cated among the grassroots feelings of the politicians and community mem-
bers who were interviewed. One of the republican politicians said:

Apart from wanting a united Ireland free of British rule it’s hard to associate
with their cause. I know that’s what many of my constituents think. Political
movements like 32CSM or Irish Socialist Republican Party or Republican
Sinn Fein are a minor voice in Ireland. They don’t stand at elections as they
wouldn’t get many votes because the majority’s not interested in their message.

Recruitment to Causes via Social Media

Another advantage in the use of social media such as Facebook, Twitter, and
YouTube is terror groups are offered opportunities to demystify their oppo-
nents to bring in new supporters and prevent current supporters from drift-
ing away by focusing them into more constructive pursuits (Seib, 2012, p. 69).
Through the 32CSM’s use of social media, we see Sageman’s radicalization
model operating. Radicalization is not a specified linear process for him. He
states there are four prongs to radicalization:

1. Moral outrage;

2. Interpretation;

3. Resonance with personal experience; and

4. Mobilization through networks that interact with each other
(Sageman, 2008, pp. 57-62).

The 32CSM’s Free Marion Price Facebook page,* set up to create a moral
outrage, has 3,519 supporters.’? Although not a large amount of support com-
pared to other Facebook protest pages, it was successful in mobilizing over
1,000 protesters gathering in Belfast on 27 May 2012 to raise wider public
support for the Free Marian Price campaign. Regardless of the high numbers
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this rally attracted, it was not reported in the U.K. mainstream news media,
including Ulster TV and BBC news Northern Ireland. This includes the print
media, with the U.K. newspapers, including the Northern Ireland-based
Belfast Telegraph, failing to report on the event. Coverage of the rally can
only be found on Internet sites linked to the 32CSM.* On the same weekend
of the 32CSM’s rally, the Marian Price cause did result in increasing more
pressure on Sinn Fein, with one of their MLAs, Raymond McCartney, calling
for the release of Price at its ard thies (Moriarty, 2012).

Marian Price’s imprisonment has not totally evaded the U.K. media.
In January 2012, Eamonn McCann reported in The Guardian on Price’s
imprisonment, referring to it as a “scandal.” McCann commented that Price
is not being held for any crime other than the belief the United Kingdom
would be better off without her, interpreting her imprisonment as intern-
ment (McCann, 2012). A reason why this has evaded mainstream U.K. media
could be linked to what Tuman found. Examining media reporting on ter-
rorist-related activity, he states that key to what was reported lay with the
media’s public relations experts and media consultants who help decide what
is and what is not covered (Tuman, 2010, p. 166).

The 32CSM-related Facebook page with the most supporters is the Long
Kesh Facebook group,* with over 4,910 supporters. It has already posted on
its wall pictures and support for the Dufty brothers (referred to in the section
on the 32CSM), who they refer to as the “Duffy 3.” Once more, we see a moral
outrage mobilizing support. Soon after their arrest, details of a meeting in
the Cock Inn, Euston Station, London, were posted on the Long Kesh page,
accompanied by an arrangement for fly posting (the indiscriminate pasting
of posters on buildings) in London to raise awareness of the Dufty brothers’
imprisonment.

Another social media source used to good effect by both the 32CSM
and the IRA in the radicalization process is YouTube. A 32CSM recruitment
video, posted on 1 June 2011, attracted 2,119 views,* with an earlier video,
posted on 14 June 2008, “The 32CSM—Who We Are,” attracting 11,452
views. A video posted on YouTube raising awareness and support for Marian
Price posted in December 2011 has attracted 2,457 views.*® The RIRA has
also been active in posting video clips on YouTube. One posted in November
2007 showing RIRA operatives on maneuvers accompanied by a soundtrack
of Irish rebel songs has been successful in attracting over 167,329 views.*’

While using social media to promote their causes, the 32CSM/IRA are
quick to denounce those who also use social media with a critical voice to
their actions. In June 2011, a Scottish journalist, David Leggatt, reported that
the 32CSM was linked to RIRA. In a strongly worded response, the 32CSM
repudiated Leggat’s claim, saying they only support republican prisoners of
war (the likes of Marian Price, a convicted PIRA bomber; and Campbell, a
convicted RIRA terrorist).* In January 2013, I also have been victim of the
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32CSM’s vitriol, with veiled threats to those like me who deign to associate
them with the IRA. Based on the research covered in this chapter, a lecture
I delivered to my students was filmed and placed on YouTube. Following a
prolonged e-mail exchange with the 32CSM that questioned my findings, as
there was no initial backing down from me to retract my findings, the 32CSM
threatened to protest outside my university and accost students attending the
degree program I run. As a result, the lecture was removed from YouTube,
accompanied by a polite e-mail from me to the 32CSM. I can understand
my university’s fears of having 32SCSM/IRA members outside the campus
building as the clip referenced in the notes indicates the type of person who
protests in the 32CSM and how threatening a body it is.*

E-media demonstrates the potential for increasing support and recruits
to their cause. Having Facebook “likes” or “friends” or views on YouTube in
the thousands demonstrates how successful the fringe political voice of the
32CSM has been in using social media to attract individuals to their causes.
As Seib (2012) points out, no doubt a situation will develop that, through
the use of this relatively cheap and accessible media, new followers will be
recruited to their cause as the 32CSM/IRA attempt to demystify their mes-
sage. The potential danger is it can attract British supporters, who may want
to go further than declaring their support for the 32CSM/IRA by clicking
the Facebook like button to physically helping IRA operatives on the British
mainland to carry out bombing attacks.

Loyalist Paramilitary Violence: Fueling and
Legitimizing the Fire of 32CSM/IRA’s Cause?

An issue that came out of the research was how 32CSM/IRA activity could
provoke a violent response from loyalist paramilitary groups like the Ulster
Volunteer Force (UVF). The impact that the rise of UVF activity can have
on peace in Northern Ireland should not be underestimated. Many accounts
claim the Troubles were ignited by loyalist politicking that encouraged
UVF activity (Bamford, 2005, p. 582). Coogan records the activities of the
Reverend Ian Paisley (former leader of the Democratic Unionist Party and
the Northern Ireland Assembly) in stirring up the loyalist community at
the start of the Troubles. He states this led to loyalist demonstrations and
attacks on Catholics, resulting in the killing of prominent republicans (1995,
pp- 47-50; Taylor, 1997, p. 30). As one of the police officers interviewed said:

One knock on effect of the rise in republican dissident activity is an escala-
tion of loyalist dissident group activity. As well as an increase in UVF activity,
there’s been the emergence of a small group, the Real Ulster Volunteer Force,
which we believe to be a response by loyalists to the emergence of the Real
IRA. Our intelligence states they came about following discontent with the
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lack of reaction by the UVF to the killing of the officers in Lurgan and Omagh
along with the bombings carried out by the Real IRA over the last few years.

Should Loyalist dissident groups carry out attacks against republicans,
it would play into the hands of the 32CSM/IRA. Nolan states the UVF in
2007 pursued a nonmilitarized role, but by 2010, the UVF returned to
violence, including murders of Catholics (Nolan, 2012, p. 46). The UVF’s
political wing, the Progressive Unionist Party, failed in gaining electoral
success in the 2011 elections, leading to a resurgence of UVF street activ-
ity and a significant increase in gable-end street murals depicting UVF
men (Nolan, 2012, p. 47). Any increase in UVF violence will result in
RIRA’s equally violent responses under the cause of protecting the nation-
alist community. During the Troubles, PIRA saw itself as the main protec-
tor of the Catholic community, which included violence against loyalist
groups (Bamford, 2005, p. 583). The 32CSM/IRA are likely to adopt a
similar strategy.

The community members interviewed were concerned about UVF vio-
lence. A former PIRA operative who now works for Sinn Fein said:

It’s unlikely in (names location) the UVF will do anything, but in districts
in Belfast like Short Strand and areas where there’s a small nationalist com-
munity like Antrim is where the damage can be done. All it’ll take is a few
shootings of Catholics and the IRA will claim the PSNT can’t or won’t protect
the Catholic community because the PSNI is the RUC* in disguise. Some will
fall for this bullshit, some possibly joining the IRA.

This danger has become a reality. Since December 2012 and up to the
time of writing in January 2013, Loyalists organized by the UVF have held
regular violent protests against the decision of Belfast City Council’s decision
to only fly the Union flag on certain days, not 365 days a year.*! In addition
to injuring a number of PSNI officers in the riots that followed the demon-
strations, Loyalists have attacked republican, nationalist, and Alliance Party
premises; a police car with a police officer inside was petrol bombed; and
violence escalated in other cities and towns in Northern Ireland. including
the Catholic-populated Short Strand area of Belfast, which led to a conflict
between the Loyalists and the Catholic residents of Short Strand.*?

In addition to an increase in Loyalist violence that has echoes of the mid-
1960s Loyalist violence against republican and nationalist targets, for the
32CSM/IRA to have greater success in getting their message across in Ireland
and globally, it only takes the economic and social conditions in Ireland to
worsen or another event in which republicans suffer violence to inflame a
situation. One of the republican councilors summed the current situation in
Northern Ireland:
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You don't take a naked flame into a room full of petrol. Even if it’s a match that’s
running low it can be enough to ignite it. That’s the north of Ireland at the moment.

Conclusion: Radicalizing Support of Individuals
in Britain to the 32CSM/IIRA Cause

Background to British Support for Irish Republican Groups

Throughout the various Irish wars, Irish dissident groups have received sup-
port from Irish communities living in Britain. During the Irish war of inde-
pendence, when the founder of the IRA, Michael Collins, arrived in England
in 1919 he received support from the Liverpool Irish republican volunteer
unit (Mackay, 1996, p. 136). In early 1939, the IRA sent an ultimatum to
the British prime minister demanding the British leave Northern Ireland.
Not receiving a reply, the IRA bombed English cities with assistance from
Liverpool Irish republican supporters (Hewitt, 2008, pp. 14-15). During
the Troubles, O’Callaghan, an active PIRA operative, describes the help he
received from Liverpool Irish republican sympathizers when he was sent to
England on a bombing mission (O’Callaghan, 1998, pp. 149-151). During the
Troubles, Liverpool was never attacked by PIRA’s English Department. The
main reason for this is the large ethnic Irish Catholic community in the city,
a number of whom had sympathies for Sinn Fein and PIRA. In fact, it went
beyond sympathy to actual physical support for PIRA’s English Department
and PIRA cells’ attacks in England. In Liverpool and the wider Merseyside
area, PIRA had a number of safe houses and quartermasters and activists
who were Liverpool-born Catholics descended from Irish immigrants as far
back as the 1840s (Dillon, 1994, pp. 283-286). O’Callaghan is adamant that
one reason for the success of PIRA’s English Department was the support it
received from British-based sympathizers, those based in Liverpool in par-
ticular (O’Callaghan, 1998, pp. 112-115).

The 32CSM/IRA and British Republican Flute Bands

The influence of the 32CSM/IRA’s use of social media and websites present
in Britain can be seen in the 32CSM England, Alba, and Cymru website.** Its
2013 New Year message reinforces the opposition to British rule in Northern
Ireland,** and the website contains links to support for Marian Price* and
the IRA, including one of the web pages dedicated to the recently killed IRA
member Alan Ryan, where the video link has been removed.*¢

Nowhere near the scale of Northern Ireland, sectarianism is present
in Liverpool and can be traced from the 1840s when Liverpool’s Catholic
Irish émigrés built a community in the north of the city around Scotland
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Road and Everton with the subsequent support for the Orange order from
the Protestant community. There is strong support for the republican flute
bands, the largest being the Liverpool Irish Patriots Republican Flute Band
(rfb). A spokesperson for the band was interviewed and said:

We don’t support the 32CSM or the Real IRA. We support Sinn Fein and never
had any connection with the Provo’s. ... While celebrating Irishness and Irish
music, we're a socialist movement supporting the working class here in Liverpool
andin Ireland. ... In Liverpool it’s the likes of the James Larkin Republican Flue
Band that supports the 32CSM. We have no connections with them.

Founded in 1996, the James Larkin rfb openly supports the 32CSM
and the RIRA. No one from the James Larkin rfb agreed to be interviewed
for this research. Taking its name from a Liverpool-born socialist of Irish
Catholic parents, Larkin was active in organizing the trade union move-
ment in Liverpool and Ireland. By introducing industrial dispute into main-
stream Irish history, Larkin created a positive view of enabling strike tactics
into a moral struggle linked to the armed struggle for Irish independence
(O’Connor, 2002, p. 102). Showing no alignment to the trade union move-
ment, in the James Larkin rfb’s Liverpool address is a reaffirmation of the
32CSM/IRA’s politics and actions:

The Anglo Irish conflict is not resolved. The British Parliament and Crown
still maintains a sovereign claim over part of Ireland. Acts of insurgency
against this claim continue. Irish POW’s remain incarcerated. No amount of
emotional rhetoric or flawed references to democracy can mask these blatant
truths. ... The starting point for democracy in Ireland is an immediate British
withdrawal. The terms for a just peace must begin with self-determination for
the Irish people. Every generation has asserted these rights. Acts of the British
Parliament can have no place in the sovereign affairs of the Irish people. ...
The claims of British neutrality toward the Six Counties are a sham.*’

The James Larkin rfb has joined the West of Scotland Band Alliance,
which is also aligned to the 32CSM. One of the largest members of the alli-
ance is the Glasgow-based Parkhead rfb, also aligned to the 32CSM, which
march in commemoration parades organized by the 32CSM. As one of the
Liverpool community members interviewed said:

It’s groups like that [James Larkin and Parkhead rfb] that can turn young
heads on the mainland to get caught up in the romance of fighting for a uni-
fied thirty-two county Ireland. They’re surrounded by the tricolour, hear
heroic tales of the Troubles, learn the rebel songs and so on. It only needs a few
of them to help the IRA in England. Just one successful attack will tell Britain
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and the world the IRA is back. ... There are times I look at some individuals
and know they’d assist an IRA mission.

The James Larkin rfb’s own website*” and its Facebook page*® make it
clear that the band supports the 32CSM. The James Larkin rfb Facebook
page, which is kept more up to date than the website, supports the “Irish
prisoners of war” like Marian Price, the end of British rule over the six
northern Irish counties, and the IRA, including Alan Ryan. This is all part
of the radicalization via e-sources showing mutual empathy discussed
previously. The danger is that all it takes is for a few supporters based on
the British mainland to make arrangements for the IRA to bomb targets
in England.

How Extortion and Murder Have Become
a Romanticized 32CSM/IRA Cause

The propaganda the 32CSM/IRA produce on both sides of the Irish Sea to
radicalize individuals show how they have portrayed extortion and RIRA
member Alan Ryan’s murder to martyrdom to the 32CSM/IRA cause. Among
the most potent case studies that demonstrates the threat the 322CSM/IRA
poses is the portrayal of Ryan as a martyr. Ryan was based in Dublin and ran
a security company that was involved in extortion, including violence and
threats to drug gangs to raise money for the 32CSM/IRA (shortly before his
death, he was admonished by the senior commanders of the IRA for pocket-
ing some of the money for his personal use) (BBC, 2012). In September 2012,
after upsetting too many criminal gangs in Dublin, a hit man was hired to
kill Ryan. The week after his death, Ryan was given a full IRA paramilitary
funeral in his hometown district of Donaghmade that included a volley of
shots fired over his coffin by an IRA color party. The murder and particu-
larly the funeral caused outrage among Irish citizens and politicians (Irish
Independent, 2012). The report of the murder and the funeral of Alan Ryan
in the Irish Independent sums up the outrage encapsulating the points found
and raised in my research. Describing Ryan as an “extortionist and a killer,”
the Irish Independent is critical of how the 32CSM/IRA choreographed
Ryan’s funeral as they turned him into a martyr for republicanism who was
fighting drug barons on behalf of the downtrodden working class, with the
report saying that 32CSM/IRA now have their equivalent of Bobby Sands.
The report exposes how the 32CSM tutored its members regarding what to
say publically to media outlets and how certain members of the 32CSM/IRA
were selected as spokespersons.* The article sums up the events and the dan-
gerous consequences of such 32CSM/IRA actions and portrayal of events
like those surrounding Ryan, saying:
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The Special Branch has already established an intricate network or informants
in the RIRA camp and the gang responsible. ... Meanwhile the RIRA will
not seek vengeance for a while. The godfathers will manage it as carefully as
they did the funeral. They see this as an opportunity to make inroads into
hard-pressed communities and recruit a new generation of gullible kids. (Irish
Independent, 2012)

This is why the 32CSM/IRA cannot be taken lightly. Europol’s 2012
TE-SAT report states, as well as building support, the IRA has had con-
tinued success in the deployment of improvised explosive devices, which
is a cause for concern as it shows that in the past 2 years the IRA has
improved their engineering and technical capabilities (Europol, 2012, p.
24). Not only does the 32CSM/IRA pose a security threat to Northern
Ireland, they are increasing their capability to pose a security threat
in England. IRA activity is a classic example of the communal terror-
ism model (Martin, 2012, p. 11). Not often commanding international
headlines but deeply rooted in cultural memories of conflict against
the British and Irish Protestants, communal terrorism is vicious and
intractable (Martin, 2012, pp. 119-120). As 3,284 people died during the
Troubles (Martin, 2012, p. 121), to avoid a repeat of this it is paramount
that a political and policing effort against the 32CSM/IRA is a top prior-
ity. As PIRA’s Brighton bomber, Brian Magee, who targeted the British
Prime Minister in 1984 poignantly stated, the security services have to
be lucky all of the time, while the IRA only have to be lucky once (Taylor,
1997, p. 253).
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Introduction

Before considering issues and options in policing terrorism, it must be rec-
ognized that terrorism is a social construction, not a clearly defined “object”
out there somewhere (Turk, 2002). The word gives a political meaning to
destructive acts that might as readily be seen as criminal or maniacal with-
out political significance. It is the historical context of a particular struggle
over power that is invoked when enemies use words such as oppressor and
terrorist to characterize one another. To focus on terrorism requires deciding
which struggles and which parties are of specific concern.

Political resistance to governmental authority is today increasingly likely
to be called terrorism by officials and their supporters. Violent resistance is
almost certain to be so termed, but nonviolent challenges may also be por-
trayed as merely tactical supplements to opposition violence (“the political
wing” at work). A fairly new angle is for governments engaged in the suppres-
sion of any organized armed resistance to define their operations as counter-
terrorism, part of the American-led “war” against terrorism. Local issues and
insurgencies are thus rhetorically transformed into international ones, with
opponents defined as participants in the global terrorist campaign against
civilization itself. Not only does this imagery encourage the demonization of
those opposing even the most brutal and exploitative governments, but also
it promotes the notion that such governmental repression deserves interna-
tional financial and other support.
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The United States and its allies are indeed confronting a serious threat to
wreak as much devastation as possible on the people, institutions, and mate-
rial resources of the most economically developed and democratic countries.
We should focus on that threat, specifically the Al Qaeda network and its
supporters. We should not be led merely by claims of “fighting terrorism” to
support diplomatically, financially, or militarily the military and intelligence
operations of governments against their internal enemies. Neither should we
accept the often self-serving and uncorroborated intelligence offerings from
external sources as the basis for decisions on where and whom to attack. As
the lapses of our own intelligence bureaucracies have demonstrated, even our
own presumably objective self-defensive efforts to prevent and curtail terror-
ism against us do not always guarantee good intelligence or timely use of it.
If in-house intelligence is not necessarily accurate or usable, there is an even
greater potential for mistakes and disinformation in intelligence produced
by other parties with their own interests.

Given that our focus is on Al Qaeda and its supporters, and that our own
intelligence sources and analyses constitute the most trustworthy basis for oper-
ations against them, what are the key issues facing us, and what are our options?

The Limitations of Individualized Justice

As Wilkinson (1979) pointed out decades ago, liberal democracies are espe-
cially vulnerable to terrorism because of the openness that defines them and
the legal institutions by which citizen freedom from tyranny is ensured.
Written or unwritten, the constitutions of the democracies enshrine the
principle that each individual has worth, with rights to “life, liberty, and
the pursuit of happiness.” Rights to speak freely, to accept or reject religious
beliefs, to assemble peaceably, to change employment and residence, and a
host of other expressions of independence are spelled out in the legal codes
and judicial decisions of the democracies. When disputes over such rights
arise, legal proceedings to resolve them define the issues in reference to
the liabilities and immunities, powers, and duties of specific individuals or
classes of individuals. Even when corporate entities are involved, they are
treated as “legal persons” with equivalent rights. The legal system is oriented
to individualized justice, seeking to adjust outcomes to the unique features
of each party involved in each case. In principle, without probative grounds
specified in law, no party can be subjected to targeting by investigative and
enforcement agencies.

However, individualized justice has limited effectiveness when the secu-
rity of citizens and their social institutions is threatened by criminal organi-
zations and conspiratorial networks. Internally, legal adjustments have been
made to deal with organized political crime (especially in time of war) and
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with the depredations of large-scale economic outlaws (organized crime, cor-
porate villains). In the United States and other democracies, individual rights
have many times been curtailed in the name of national security (Kittrie and
Wedlock, 1998). The corpus of “white-collar crime” law has developed largely
in response to the demonstrated shortcomings of individualized justice in
controlling organizational deviance (Stone, 1991). When the regulatory
emphasis of such laws has inhibited effective law enforcement, conspiracy
law has been broadened to provide more leeway, the most notable example in
recent times being the 1970 Racketeer Influenced and Corrupt Organizations
(RICO) statute. Used successfully against both America’s organized crime
families and domestic extremist groups such as the Ku Klux Klan, the RICO
statute has proven to be an inadequate tool for dealing with international ter-
rorism (Smith, Damphousse, Jackson, Freedom, and Sellers, 2002). The basic
issue in the war against international terrorism is how far individualized jus-
tice can be stretched without irretrievable loss of citizen rights.

There are three options: (a) to continue trying to apply the standards
of individualized justice to operations against global enemy organizations,
networks, and movements; (b) to treat the enemy as if it were a nation at war
against us, which means operating according to the internationally recog-
nized rules of war; or (c) to recognize the nature of the enemy as a special
case requiring exceptional nonlegal and extralegal measures. Regarding
the first option, it seems clear by now that the agents and supporters of
Al Qaeda cannot be accorded the same rights as citizens of a democracy,
not even adjustments created to deal with internal organized threats can
be used effectively against such a global enemy network. As for the sec-
ond option, despite widespread demands that detainees apprehended in
Afghanistan and elsewhere be treated as prisoners of war, the need to inter-
rogate them must have priority over conventions that assume the conflict is
an instance of war between nations. The third option will be unacceptable
to those in America and elsewhere for whom established legal norms have
absolute value and priority. Nonetheless, we are indeed facing a different
kind and severity of threat than ever before in human history. Of course,
terrorism is not new, but the level of resources and the enormity of the
destructive potential of Al Qaeda put it in a new class of terrorist threat. For
the first time, a terrorist enemy has the capacity to acquire and use weapons
of mass destruction.

To treat such an enemy as an ordinary criminal or a combatant in an
internation war is to ignore at our peril the distinctiveness of global terror-
ism. The economically and politically advanced nations are threatened by
an implacable enemy whose hatred for everything we are and value can be
satisfied only by our destruction. This is not an enemy intent on material gain
or political dominance; this foe is dedicated to our cultural extermination
and is willing to kill all of us unless those of us who survive accept rule by a
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barbarous regime of alien and theologically primitive religious absolutists.
The Al Qaeda terrorists see themselves as “holy warriors” engaged in a “cos-
mic war” against the satanic forces of modernism and secularism threaten-
ing true Islam (Juergensmeyer, 2000). Extraordinary measures are needed,
both to stop the terrorists of today and to make sure they have no successors.

Stopping Terrorists and Uprooting Terrorism

Among the options for stopping international terrorists are monitoring, con-
fiscation, extradition, extraction, assassination, and war. All have been tried
under the constraints of domestic and international laws, with some suc-
cess but so far without demonstrable progress toward the goal of ending the
threat. What might be done if legal constraints were modified or ignored?
What are the likely consequences?

Monitoring (surveillance) is limited by such requirements as having to
obtain bureaucratic and judicial approvals that delimit who, what, when, and
where surveillance may be undertaken. Such requirements can be modified
to give responsible agencies “wartime” emergency powers to monitor any-
one suspected of terrorist activities, including fund-raising and transmission
of messages. Intelligence oversight committees would, as at present, be pro-
vided with confidential reports on surveillance targeting and the results of
such monitoring. There would be sacrifice of privacy rights—which techno-
logical innovations are already undermining (Marx, 1988)—and of the right
to challenge surveillance decisions and findings in court. And, there would
be a risk of unjustifiable profiling, which could be minimized by agency and
oversight committee reviews of the selection of targets and the fruits of pro-
filing. If, for example, terrorists are found to be disproportionately of par-
ticular ethnic origins, then it would be entirely reasonable to target at least
for initial screening people whose appearance, names, itineraries, or other
characteristics suggest they have such origins.

Confiscation of bank funds, freezing of accounts, and other tactics
depriving global terrorists of resources cannot be successful without the
cooperation of foreign governments and economic institutions—and some
of the major havens and pipelines have so far been off limits because of dip-
lomatic and military considerations. Efforts to track financial and other
logistical transactions should be maximized to deny resources to terrorists
as far as possible. Although diplomatic and strategic military concerns have
to be taken into account, it would also have to be recognized by those in
control of the havens and pipelines that their immunity is not unlimited.
The American government, in particular, may well have to deliver—secretly
if not openly—demands, with appropriate and credible threats, that such
havens and pipelines be eliminated with no subterfuge. Erstwhile friendly as
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well as unfriendly nations can no longer be allowed to play both sides in the
global conflict.

Extradition is dependent on whether treaties exist and whether govern-
ments consider extraditing suspects to be in their own interest. Countries
unfriendly to the democracies have often harbored suspected terrorists,
sometimes delaying justice for years even in the rare instances when suspects
are finally given up for trial—as when Libya eventually handed over the
Lockerbie bombers. And, even friendly governments such as Canada have
refused to extradite unless their courts are provided with detailed evidence
supporting the request, evidence that is often sensitive concerning intelli-
gence operations and sources. Given the long history of governmental reluc-
tance to extradite political offenders (Ingraham, 1979), as well as strong
opposition in many nations to extradite anyone who might be given a death
sentence, it follows that extradition is an option of little use in stopping inter-
national terrorists.

The obvious alternative to extradition is extraction, capturing and bring-
ing suspects back for investigation and trial. But, extraction is problematic
in that many, within and outside the United States, consider it virtually syn-
onymous with kidnapping even when official agents (much less bounty hunt-
ers) cooperating with local authorities make the arrest. Although the Federal
Bureau of Investigation is now authorized to investigate cases anywhere in
the world and to apprehend and bring back suspects, the legal status of agents
is at best ambiguous in many countries. Nonetheless, unpublicized extrac-
tion is likely to be an effective tactic for bringing suspects to secure places
where they can be interrogated and their fates decided. Targeting decisions
for extraction would be made and reviewed as in monitoring.

Where there is already overwhelming evidence of guilt, assassination
may be preferable to extraction. Despite legal prohibitions and general abhor-
rence of political murder, assassination has for centuries been at least tacitly
accepted by governments and their enemies as an option. The option is most
likely to be adopted when the opposition has proven to be especially and
increasingly dangerous, when legal or logistical obstructions block or delay
preemptive action in the face of imminent attack, when postattack survivors
demand retaliation, and when specific key figures in the opposition can be
identified. The conflict with Al Qaeda and supporters meets all these condi-
tions. Apart from legal objections, there are significant risks of diplomatic
crises when assassinations are carried out in foreign settings. If assassins
are captured by local authorities, the crisis potential is even greater. Further,
there is some risk of mistakes in the identification of targets, as occurred at
Lillehamer, Norway, during the Israeli extermination campaign against those
responsible for the Munich Olympics massacre (Jonas, 1984). To minimize
the risks if the assassination option is used, the policy decision should be
secret and plausibly deniable; each targeting decision and operation should
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be based on firm intelligence, and oversight should be limited by the strictest
“need-to-know” criterion.

War is decisive insofar as a concentration of enemy forces and facilities
can be targeted. As we have seen in Afghanistan, the military option is effec-
tive as long as the enemy is contained, but decreasingly so when combatants
are able to scatter and find escape routes. Still, terrorists do have to meet at
least in small groups for training and planning. Wherever group facilities
are located, they should be targeted for destruction by special forces trained
in assassination and demolition techniques (see Rivers, 1986, for detailed
recommendations based on personal experience). Any war involves military
casualties, mistakes, and collateral damage, but such negatives are far out-
weighed by the need to make sure that Al Qaeda can never again establish the
kind of bases they had in Afghanistan, Sudan, and elsewhere. Much progress
has been made toward optimal international cooperation to destroy the ter-
rorist network, and among the democracies, commitment to that goal seems
to be firm. However, because of internal weakness, fear, sympathy, or corrup-
tion, in many nations the potential exists for Al Qaeda and its supporters to
regroup in new sites. Every effort should be made to persuade governments
not to help the enemy either actively or passively, with appropriate blends of
threatened punishments and promised rewards.

We should understand that Al Qaeda and cooperative organizations such
as Hamas and Hezbollah have long been operating inside the United States
as well as in scores of other countries (Emerson, 2002). It follows that the war
against international terrorism includes any cells or individual agents oper-
ating in this country. They are exceptional enemies and must be treated as
such. The civil liberties of American citizens cannot be accorded those whose
intent is to destroy American society. Consequently, agents such as Jose
Padilla should be treated as enemy combatants, on the predicate that they
have forfeited the right to be treated as an ordinary citizen or conventional
criminal. If a new category of offender must be created in law, then the gov-
ernment should move speedily to make clear that anyone joining the inter-
national terrorist movement will not enjoy the rights of due process available
to others. All who join or directly assist international terrorists should be put
on notice that they face indefinite detention, open-ended interrogation, and
isolation from both external contacts and other prisoners.

The immediate goal of stopping terrorists has obvious priority, but the
ultimately more important goal is to uproot terrorism. Ideologically and eco-
nomically as well as militarily and diplomatically, the democracies must go
on the offensive. This does not mean public relations campaigns that merely
extol the virtues of “our way of life.” Instead, it means seeking ways to pro-
mote alternatives to the archaic totalitarian beliefs that fuel terrorism.

Diplomatic initiatives have so far concentrated on stopping terrorists,
with relatively little attention to uprooting terrorism. What is first needed
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is a concerted effort by the democracies to establish an international force
ready to intervene wherever international terrorists congregate. Ideally, such
a force will assist as necessary the local government’s suppression of terrorist
gatherings or bases. Where the local government is unwilling or unable to
move effectively, the international force should be free unilaterally to attack
the terrorists.

Second, the united democracies should create—through the United
Nations as far as possible—an institutional framework for promoting dem-
ocratic values. On the ideological front, the democracies would agree to
facilitate such programs as educational exchanges, public discussions and
debates, and media reviews of the historical disasters resulting from ideo-
logical fanaticism. Moderate and progressive social movements would be
enlisted in the “democracy campaign” and given tangible support insofar as
they demonstrated commitment to the nonviolent advancement of all their
nations’ people.

Without real economic development, no counterterrorism strategy will
succeed. In the name of development, the International Monetary Fund and
other agencies have long promoted “free market” capitalism as the solution to
the growing divide between the rich and the wretched of the world. Exporters
and the local compradors who profit with them have historically acceded to
political rule by the most tyrannical elites, and the corruption and exploita-
tion that sustain them, on the premise that business interests can be kept
separate from political concerns (Herman, 1982). This is certainly no longer
a defensible view. Ironically, the drive to televise the world for profit has pro-
vided the ideologists of terrorism with ammunition, images exaggerating the
affluence of the advanced nations in callous disregard of the severely limited
life chances of most people. Even scions of the elites, such as the Saudis who
constituted the majority of the pilots and bombers of the September 11, 2001,
attack, are reinforced in their hatred of democracy by firsthand observation
of the superficial materialism, racism, and “arrogance of power” rampant in
the upper circles of the United States and other democracies. Aid to devel-
oping countries will have to be a real investment in their development, not
subject to control for profit by exporters or local elites. Investment in democ-
ratization, not in securing profitable markets, will have to be the priority
concern in decisions on where and how capital will be allocated.

Obviously, there will be resistance to democratization. From within,
liberal relativists can be expected to see aggressive support for democracy
in undemocratic nations as illegally imposing value judgments, while geo-
political “realists” will likely object to such interference in other people’s
affairs as dangerous adventurism. From without, the elites who profit from
maintaining archaic social institutions or merely exploitative systems will
undoubtedly invoke international law to condemn such interference in
their “domestic affairs.” In either case, the answer is that there is a clear
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and present danger to the survival of civilization, which supersedes existing
international understandings about the rights and immunities of states. As
necessary, international law would have to be modified to recognize that har-
boring or sponsoring international terrorism against democracy constitutes
a crime against humanity. Negotiation to terminate such conduct would be
limited to an offer of assistance if the government in question pleaded either
ignorance or inability to stop the threat. Attempting to prolong the negotia-
tion would be considered an act of defiance, warranting whatever degree of
intervention was deemed necessary to end the threat.

What has been said may strike many as extremist and provocative.
Regardless of how it is received, the message is that the threat is horrendous
and necessitates exceptional measures to deal with it. Few will argue that
we must stop the terrorists who are already committed to our destruction,
and most will probably agree that new procedural rules on the treatment of
international terrorists will have to be instituted. A considerable outcry is to
be anticipated in reaction to the call for an aggressive campaign to promote
democracy, especially to the idea of military intervention by an international
force wherever and for whatever reason local governments do not stamp out
terrorist operations. But, most controversial is likely to be the idea that the
cultural assumptions and social institutions of the democracies must them-
selves be reformed.

If the threat of international terrorism is to be ended, the democra-
cies will have to demonstrate beyond question that they are transcend-
ing materialism and racism and are helping the peoples of the earth
toward more hopeful futures. As long as gross inequities persist within
the democracies, and between them and the rest of the world, there can
be no end to terrorism. The roots of terrorism are the inequities that spark
resentment among the disadvantaged and give credence to the accusa-
tions of those who blame the values and institutions of democracy for the
failings of their own systems. We ourselves must show that democracy
really works and promote it relentlessly against all who reject the premise
that all people should have the right to life, liberty, and the peaceful pur-
suit of happiness.

The Long Struggle Ahead

It is clear that the struggle against international terrorism will not be soon or
clearly ended. Even as we hunt down terrorists, we know that they are being
replaced. Until the roots of terrorism are eliminated, there will be no safety.
What will be far more difficult than stopping terrorists is uprooting terror-
ism because it will require changing our own societies as well as those of oth-
ers. As our own history shows, democratization is a long, torturous process



Policing International Terrorism 65

that works against great resistance and with great confusion. The war against
terrorism will last as long we fall short of achieving the once-noble goal of
“making the world safe for democracy.” Because defending democracy can-
not ultimately succeed unless there is real democracy to be defended, the long
struggle to promote democracy has to be waged at home as well as abroad.
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This study contributes to the literature investigating the connections between
factors leading terrorists to kill others and themselves in the name of deities.
Specifically, by examining the psychosocial commonalities between represen-
tative Christian and Muslim terrorists with strong ethnoreligious identities,
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this chapter offers a first step toward a common profile of this type of terror-
ist. It follows on previous research by Schbley (n.d.), extending his profile for
Islamists to contemporary Christian extremists. Schbley’s work showed no
important differences between Islamist Shia terrorists and Islamists living
in Western Europe “when their self-reports of impulse-control, personal-
ity disorders, depression, propensity to violence, and self-immolation were
compared” (n.d.).! The central hypothesis of this chapter is that there should
be essentially no difference between these extreme believers and similarly
extreme Christian zealots.

Theoretical Foundations for Profiling Religious Terrorists

Profiling is an amalgamation of forensic psychology and psychodynamical?
orientation skills and cognizance of the detriments of psychosocial function-
ing. It is founded on researchers’ abilities to compartmentalize behavioral
patterns when supplemented by viable psychodynamically oriented theoreti-
cal concepts to postulate connections between personal and environmental
characteristics and behavioral manifestations. Thus, psychological dynam-
ics, personal characteristics, and behavioral patterns of Islamist terrorists are
constructed through the use of

1. Nomothetic and idiographic approaches;

. Direct observation and interviews of victims of terrorism and terrorists
already condemned and at large for their successful or failed terrorism;

. Quantitative psychometrics;

. Psychiatric nosology and direct engagement;

. Case and document studies; and

. Discriminant analytical statistics systematically collected and com-
partmentalized to empower the field with needed data.

\S]

AN U1 B~ W

Group profiling, like that of individuals, is also grounded in psychody-
namics theory as governed by the psychological determination of a human
behavior paradigm. Even so, it remains based on the precept that any behav-
ior may be interpreted as the outcome of an interaction between personality
and circumstantial conditions. The transition from one person’s profile into
that of a group or groups requires the employment of additional theoretical
models, such as the coercion and cultural transmission of deviance theories,
to explain the dynamics of inter- and intragroup behaviors.

The coercion theory and the cultural transmission of deviance theory
supplement the explanation power of the psychodynamic theory and illu-
minate the continuity and interconnectedness between an individual’s psy-
chodynamic behavior and those of groups (Hull, 1935; Richer, 1988). By
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connecting the culting processes® to training and indoctrination on how to
hate and inflict violence with impunity, these theories are viable to explain
the behaviors of terror cells and organizations (McCord, 1995; Sellin, 1938).
They explain not only how terror groups are able to maintain cohesion but
also how terror groups sustain themselves across time, culture, and nations.

According to Sellin (1938) and more recently Patterson (in McCord,
1995), when a group adopts an ideology that is disapproved of by the domi-
nant culture, the stage is set for criminal behavior. Sellin (1938) was also able
to demonstrate that the more criminal the behavior is, the stronger group
cohesion and allegiance is to the subculture than to the dominant culture
or conventional society. Therefore, terror groups are expected and have been
observed to have the strongest cohesion and allegiance possible for they are
united by the most heinous of criminal acts—terrorism.

These situations of strong cohesion within groups of criminals are the
consequences of operational conditions of specific personality traits (Baron
& Kenny, 1986). Thus, cohesion within and among terror groups infers com-
monalities of psychosocial moderator-mediator variables that, once iden-
tified, can be compartmentalized into a profile. Hence, profiling Islamist
terrorists is a process of translating subjective sectarian, biopsychosocial,
and culture-specific attributes and experiences into objective and universal
lists of symptoms that fit into codified primer profiles. Henceforth, the trans-
mission of deviance theory explains not only the factors behind the expected
and observed strong cohesion within terror groups and the reasons why
these cohesions have and will unite terror groups across culture, time, and
nations but also the existence of biopsychosocial universal commonalities
within and among these groups that make profiling possible (Lester, Yang, &
Lindsay, 2004; Mahrer, 1985; Schbley, 2003).

Inherent Legal, Conceptual, and Theoretical Limitations

This cross-cultural, cross-national, cross-sectarian comparative analy-
sis of the profiles of Muslim and Christian terrorists is an attempt to
identify common* personality and character disorders and dogmatic
toxic ideologies® that are most effective in rendering individuals from
various cultures and beliefs susceptible to self-immolation and the killing
of unknown others.® Like other forms of categorization and classifica-
tion, this profiling approach is geared to summarize information, define
conceptual categories in ways that would give structure to research and
communication among researchers, decipher character signals, and facil-
itate the explanation of terror events (Hoffman & McCormick, 2004). It
shall not become a viable and court-admissible science until it satisfies
Daubert and Federal Rules of Evidence.” This can only be satisfied with
replication of studies, collection of psychiatric history and premorbid
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functioning data on studies’ participants, and falsification of new pre-
cepts able to break the circularity embedded in the logic of profiling (Bell,
1976; Schbley, n.d.).

In addition, and despite the scientific rigors and replications these theo-
retical foundations of profiling have undergone in studies by Douglas and
Olshaker (1998), Holmes (1998), Hull (1935), Schbley (2003), and Turvey
(1999) (to name but a few), one of profiling’s primary theoretical precepts
remains problematic. This conceptual problem derives from the circularity
within the theoretical bases of profiling.

In explanation, profiling research is designed to test hypotheses whose
main aim is to confirm or disconfirm biopsychosocial dynamic theoretical
propositions, which in turn provide the empirical basis for the testing of such
hypotheses. This inherent circularity that is intrinsic to the logic of profiling,
going from the findings to the theoretical proposition and from there to the
network of theoretical assumptions, is “a serious problem” that limits the
scientific rigor when testing such hypotheses (Brodbeck & Feigl, 1968, p. 17).

This circularity embedded in the logic of profiling, which can be attrib-
uted by sceptics to our societal technological determinism (Bell, 1976), lim-
its not only the latter’s theoretical generalizability but also its viability. This
viability is also limited by the lack of psychiatric history and premorbid func-
tioning data on most profiled terrorists and those who have self-reported
propensity to violence. Therefore, primer profiles are not to be relied on to
the exclusion of other alternatives. They are a means of last resort; therefore,
their primary purpose must be limited to providing leads and refocusing
investigations or resources only.

Henceforth, primer profiles must be viewed for what they are: educated
guesses when time restraints are prohibitive. They are tools intended to
empower law enforcement, decision and policy makers, and intelligence and
counterterrorism experts with an effective yet limited approach to preempt-
ing crimes against humanity.

Probable Implications of Inherent Limitations

Before one considers the proposed outcomes of this study’s observations and
reviews, one must consider the various implications of the following three
inherent limitations of this and any profile:

1. Fundamental Attribution Errors: Negative dispositional factors when
performing causal or isomorphic attribution, or disconfirming com-
munication and identity, moral exclusion, or relational dissimilarity,
do cause attribution errors (Gudykunst, 1998).

2. Outliers: Outliers are cases outside the realm and the scope of
any profile for they are the by-product of several intervening and
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uncontrolled-for variables. Thus, the character and personality attri-
butes of outliers would not superimpose a good fit to those isolated
by this study’s profile.®

3. Abuse: Although profiling is a tool designed to assist in decision
making, reallocation of limited resources, and time management
only, its programmatic abuse is the third inherent limitation because
the human improvident propensity is to alleviate, avoid, or eliminate
probable and even possible threats. Such human propensity to allevi-
ate dissonance may be equated with a high probability for disparage-
ment, derision, and discrimination against individuals or groups.

Field Applications

The Federal Bureau of Investigation (FBI) Behavioral Science Unit (BSU),
based in their Training Division at Quantico, Virginia, is the world’s lead-
ing center in the development, research, and provision of training programs
on profiling. Even though profiling has yet to satisfy Daubert and Federal
Rules of Evidence and become a court-admissible science,® the FBI's BSU
deduces profiles because citizen’s classifications are allowed if they are “nar-
rowly tailored” to a “compelling governmental interest” and therefore they
are “not prohibited by the Equal Protection Clause, Title VI, or §1981” when
employed in public interest according to the Supreme Court’s rulings in
response to polemics in Terry v. Ohio (1968) and more recently Grutter v.
Bollinger (2003).

Backed by such edicts, forensic psychologists associated with the FBI’s
National Center for the Analysis of Violent Crime (NCAVC), a component of
BSU, developed the Crime Classification Manual (Douglas, Burgess, Burgess,
& Ressler, 1997) that describes the ideal criminal-profiling process. These
processes are neither formulated nor implemented to promote a “cult of
expertise and professionalism” (Said, 1993) but to produce a major work on
the characteristics of violent offenders, as stated in the following definition
of offender profiling:

Offender profiling is a method of identifying the perpetrator of a crime based
on an analysis of the nature of the offense and the manner in which it was
committed. Various aspects of the criminal’s personality makeup are deter-
mined from his or her choice of actions before, during, and after the crime.
This information is combined with other pertinent details and physical evi-
dence, and then compared with the characteristics of known personality types
and mental abnormalities to develop a practical working description of the
offender. (Douglas et al., 1997, p. 21)
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Even though the FBI, law enforcement, and intelligence agencies world-
wide employ profiling, its validity as a tool to identify prospective terrorists
and predict the likelihood of their violence is based not only on the statistical
significance of profiling (Douglas et al., 1997)'° but also on its use by Islamist
terror organizations for recruitment and to signal their characters (Hoffman
& McCormick, 2004).

It is irrefutable that religious terror organizations have been employing
profiling to solicit efficiently and effectively the right person to commit not
only self-immolation but also the killing of unknowns in the name of God.
In a program, The Mind of a Suicide Bomber,"@ Abul Nasser Issa, a Hamas
bomb maker and recruiter, was interviewed in an Israeli prison. When asked,
“How do you know who is qualified to become a shaheed. How do you con-
vince one to blow himself up?” Issa responded:

You will see it in his eyes. ... A shaheed'? has to have the motivation to become
amartyr, to have faith. It is an ideological, religious, and also patriotic motiva-
tion, because this kind of a job requires a strong will and persistence.’!>1*

Thus, and just like this study’s profile, the eyes as well as the motivations of
prospective religious terrorists inform their recruiters of their propensity to
terrorism and self-immolation.'®

However, Hamas recruiters are not the only ones who employ profiling
in the selection of prospective homicide/suicide bombers. Hezbullah organi-
zations have selection committees staffed by psychologists who review each
Istishhadee’s!® application prior to its approval and sanction.!”

These uncontroverted observations were also made by Kramer (1996)
when he stated, “We realize that while self-martyrs sacrificed themselves,
they were also sacrificed by others. They were selected, prepared, and guided
toward their self-martyrdom” (p. 235). Hence, if profiling is effective in
empowering terror organizations with a tool to identify prospective religious
terrorists and communicate such characteristics, then the rationale is that
it must be effective in empowering antiterror organizations with a tool to
receive such signals, reidentify such personality and character traits, and
preempt their mayhem.

Ethnographic and Dogmatic Mandates when
Profiling Religious Terrorists

Notwithstanding, familiarity with forensic psychology and psychiatry,
political science, criminology and sociology, qualitative and quantitative
research methodologies, and statistics is not sufficient to deduce a cross-
cultural, cross-national profile of religious terrorists. What is of utmost
importance is a working knowledge of the dogmatic canons and historical
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traditions of such sects and religious movements. In addition to the abil-
ity to tune out intentional misinformation, profilers must be proficient
ethnographers to deduce proper comparative analyses. This in-depth
knowledge is needed to weed out intentional misinformation or idiosyn-
cratic misunderstandings.

Anthology of Observations

Toward Profiling Christian Religious Terrorism

The 950-plus homicide/suicide bombings committed against humanity in 14
countries by Islamic religious terrorists made profiling said terrorists sim-
ple.’* However, such simplicity was denied this research when it endeavored
to profile the psychosocial attributes of Christian religious terrorists.

Typology of Observations

Profiling Abortion Clinic Bombers

The task of profiling Christian religious terrorists was begun by interview-
ing abortion clinic protestors in Wichita, Kansas. However, after 9 years of
observations and over 250 interviews, I found that the dominant majority of
abortion clinic protestors in Wichita, Kansas, were Catholics over the retire-
ment age. The overwhelming majority were passive resisters who opted to
fill their postretirement free time by expressing their religious beliefs and
freedom of speech by standing outside a known abortionist church or clinic
with a sign or a banner.

Nonetheless, since 2000 some American, Australian, and Canadian
abortion clinics and staff have endured several bombings, shootings, and
murders. So far, nine abortion clinic staff and obstetricians have been killed.
All nine killings have been attributed to males between the ages of 21 and
43. The following are some examples: (a) John Slavi III, who was convicted
on two counts of first-degree murder in Illinois; (b) Peter James Knight, who
was convicted of the killing of an obstetrician in Melbourne, Australia; (c)
Eric Robert Rudolph, who has been convicted for three bombings (including
that in 1996 at the Atlanta, Georgia, downtown Olympic Park), the murder of
a police officer and an abortion clinic staff member, and the wounding of 147
additional symbolic victims; and (d) James Kopp, who has been convicted for
the murder of Dr. Barnett Slepian, has been charged in the nonfatal shooting
of an abortion doctor in Canada, and is a suspect in three other shootings of
abortion providers.

Although all the attacks on obstetricians and abortion clinics are acts of
terrorism because they are violent assaults against symbolic victims (Schbley,
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2003) and have been legally identified as such in court documents,' they
were performed by individuals without a cell or organizational structure.
Even though the manifesto of an organization called Army of God has been
found buried in the backyard of a woman charged in the nonfatal shooting
of an abortion doctor in Wichita, Kansas, none of the convicted felons has
claimed organizational affiliations, cell membership, or terror networking.?

Notwithstanding that these acts of religious terrorism are deprived of
formal or informal organizational structures, their perpetrators do share
common psychosocial commonalties with terrorists who are organized
and structured. In the court files of the People State of New York v. James
Kopp (2003), a 1-day bench proceeding, James Kopp (nicknamed Atomic
Dog) pleaded to and was found guilty of second-degree murder for the fatal
shooting of Dr. Barnett Slepian.?! Bruce A. Barket, Kopp’s attorney, intro-
duced several medical reports diagnosing his client as suffering from acute
clinical depression aggravated by dogma-induced “episodic psychoses” that
forced his client to kill out of “depraved indifference to human life.” This
defense, also unsuccessful, has been presented in all the prior cases and
therefore permits the stipulation that abortion clinic bombers do share most
of the psychosocial pathologies that have been identified by this study as
moderator-mediator variables in Muslim terrorism. This insanity defense
has also been employed in justifying the unjustifiable hate and killings by
Buford O’Neal Furrow, Walter Eliyah Thody, and others who are members of
the Phineas Priesthood (PP).22

Although these defense claims of personality and character disorders
were supported by numerous defense and court-appointed psychologists’
and psychiatrists’ reports, this study’s attempt to confirm such claims insti-
gated its repetitive requests of James Kopp, Buford Furrow, Walter Thody,
John Slavi III, Peter Knight, Eric Rudolph, and several other abortion clinic
protestors in Wichita, Kansas, to take the Minnesota Multiphasic Personality
Inventory (MMPI 543 item),?* the Global Personality Inventory (GPI 300
item),* and the CES-D (Center for Epidemiological Studies-Depression
Scale) 24-item scale (Radloft, 1977) tests to assess the validity of their claims.
Most have refused due to pending appeals, and a few have requested exces-
sive fees that were way beyond the limited budget of this research.

Therefore, in its final analysis and conclusion this study incorporates the
psychological profiles of James Kopp, Buford Furrow, Walter Thody, John
Slavi III, Peter Knight, and Eric Rudolph as delineated by court-appointed
psychologists. However, this is not to be considered a setback in this search
for a common profile for almost all contemporary Christian terrorism, span-
ning the spectrum of affiliations from the IRA to the PP, may be labeled as
racism or political terrorism?® committed by a group with a strong ethnore-
ligious identity because their goals are not to bear witness against dogmatic
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antagonism or despotism but to consciously and forcibly redress a policy or
political grievance.?

All contemporary Christian terrorism may not be labeled as organized
religious terrorism except for the following group of monks, who were well
organized and funded to terrorize due to perceived canonic antagonism;
therefore, this organization merits its placement among other infamous reli-
gious terror organizations, such as Hezbullah, Islamic Brotherhood, or Islamic
Jihad. This Christian terror organization is the Order of Maronite Monks.

Backgrounds of Contemporary Christian Terrorism

The search for the only true contemporary Christian terror organization that
is unconscious of the maliciousness embedded in its acts and was formed to
protect against a perceived threat to religious ideology unfortunately took
this research back to Lebanon. Thus, in addition to its label as the birthplace
of civilization,”” Lebanon permitted not only the formation of an Islamist
core terror organization—Hezbullah?®—but also the formation of another
organization with actions that are equally heinous: the Order of Maronite
Monks. This Christian terror organization was modeled after the seventh-
century Tautomic Crusaders, was staffed by Maronite monks, and was cre-
ated for the sole purpose of preemptive terror activities.

Who Are the Maronites? The Maronites are an indigenous Lebanese
Christian Rite and one of 22 rites within the Catholic Church. They origi-
nated as an ecclesiastical grouping of Catholic Christians, who assembled
around the hermit monk, Maron, in Homs, Syria, in the late fourth century.
By 1850, because of persecution from other Antiochian and Greek Orthodox
Christians, Druze, and Muslims, they withdrew into the mountainous land
of Lebanon, where they are its most dominant and deprived inhabitants.

Who Are the Order of Maronite Monks? The Maronite Monastic Order,
the owners of a sizable portion of Lebanon’s mountainous land, has sought
to safeguard the rights of Christians during Lebanon’s uncivil war by provid-
ing financial and political support to its militia (the Lebanese Forces) and by
commissioning the formation of the Order of Maronite Monks. This Order
of Maronite Monks consisted of 200 well-armed and trained priests who
were housed in four monasteries and four minor seminaries.

Thus, this Christian terror organization, unconscious of the malice
embedded in its acts, was created by two Maronite monks, Father Charbel
Oassis and Father Bulus Na’aman. To create this terror organization in the
name of God, both monks used a personality profile to solicit and recruit 200
Maronite monks. Religious terrorism profiles were reemployed to reselect
100 of these monks for a special assignment.

Around August 1982, Father Bulus Na’aman, then the new head of the
order, used psychological profiling techniques to identify and recruit 100
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monks for the task of exterminating Palestinians in two Beirut refugee
camps, Sabra and Shatila.? Around 8 p.m. on September 16, 1982, the 100
monks from the Order of Maronite Monks, supported by 50 of the Lebanese
Forces under the command of Elie Hobeika, entered the camps and executed
most men, women, and children.3°

The zeal of this short-lived® Christian Order of Maronite Monks was
not limited to the provision of moral and manpower support to Lebanese
Christian forces combating Muslim encroachments and exterminating
future threats but also included the manufacture,’? sale, and distribution of
heroin. On May 7, 1985, Gabriel Rizk, one of the 100 monks who participated
in the Sabra and Shatila massacres, was arrested with 4 kilos of heroin in
Austin, Texas.* His participation in the Sabra and Shatila massacres and his
role as a Maronite monk and as a member of the Order of Maronite Monks
was attested to by a Drug Enforcement Administration undercover agent,
whose investigation led to the arrest and conviction of Rizk. This informa-
tion and the process of his selection for the terror operation were reiterated
during this study’s interview.

Profiling a Maronite Terrorist On their 13th birthday, Gabriel Rizk and
another member of the Order of Maronite Monks** were bequeathed® by
their families to the Monastery of Mar Elyshaa in Bsharry, Lebanon.*® Rizk’s
family believed that he was possessed by the devil for torturing animals.’”
After 5 years of seminary training at Ayn Saadah, Rahib (Monk) Rizk was
assigned by his monsigneur to the Order of Maronite Monks.*® Around
August 1982, he was summoned to the presence of Father Bulus Naaman,
who had just been appointed to the leadership of the order. Once there, he
was asked to join a select group within the order that had been given the task
of executing the order’s “most important mission.” He was informed that his
psychological profile indicated that he possessed needed special attributes
and tendencies.

This study’s interview of Rizk began by administering to him the MMPI
543-item,* the GPI 300-item,*® and the CES-D 24-item scales (Radloff, 1977).
Collectively, these scales permitted Rizk to self-report symptoms of several
mental disorders, such as depressive, acute stress and other anxiety, intermit-
tent explosive and other impulse control, and paranoid and antisocial per-
sonality disorders. When asked in English, “Did you kill any child, and if so,
how would your Christian faith justify this killing?” he responded by saying:

We had all the weapons we needed. Most of us entered the camps with hatch-
ets and knifes. ... We [sic] done so, to give them the opportunity to fight us off
... or kill us. I did want to die, because, I would have been killed for my God
and my people ... and yes, I killed some children ... maybe 30 or 40 ... because
they are the future killers of my people, worshipers of my God. By God’s will I
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entered the camps ... to deliver my church from their wrath. It was God’s will
that we did it.4!

When asked, “How could you justify your actions when the Bible
instructs you to turn your right cheek if you were hit on your left cheek?” His
response was given with an unyielding conviction:

I am my brother’s keeper. ... I have been instructed by God to guard over my
church. I did not murder any one. I just prohibited them from murdering my
faith. ... It is God’s will, and for which I am grateful. ... God will protect the
innocent and will glorify them in heavens. ... So, if I, a servant of God, made
a mistake and murdered in his name, God would have not permitted me and
would have saved the innocent from my unintentional mistake.*?

This perceived divine message that justified the unconscious killing of chil-
dren** was reconfirmed in Hatem’s (1999) account of his experiences as
the bodyguard of the commander of the Lebanese Forces, Elie Hobeika.**
Although this by-product of hate and fear created by Lebanon’s 15-year civil
war was short-lived, it left its mark on humanity and social consciousness.

What warrants equal notice and inference is the fact that most of Rizk’s
self-reported symptoms and attributes of depressive, acute stress and anxi-
ety, intermittent explosive and impulse control, and paranoid and antisocial
personality disorders are identical to those assessed by the defense and court-
appointed psychologists for James Kopp, Buford Furrow, Walter Thody, John
Slavi III, Peter Knight, and Eric Rudolph.

Discussion

Even though this study’s one interview and seven?® profiles of Christian reli-
gious terrorists would not in the best of circumstances permit this study to
deduce generalizable observations, it does confirm that this research is on
the right track toward a common profile. From the analysis of Gabriel Rizk’s
profile and those provided by court-appointed psychologists and psychia-
trists in their evaluation of abortion clinic and PP killers, we may confidently
conclude that, just like Muslim terrorists, Christians suffering from one or
more mental disorders, including, but not limited to, oppositional defiant,
impulse control, antisocial, and other personality disorders, when aggravated
by dogma-induced critical/psychotic depression, may transition from zealots
to self-immolating terrorists. Thus, psychosocial moderator-mediator vari-
ables may be causal factors in the transition of Christians and Muslims from
zealots to self-immolating terrorists (see the profile in the “Appendix” to this
chapter).
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Not only are the religiosity levels of the PP members and Maronite monks
self-evident, but also the level of their commitment and determination may
be inferred from their willingness to sacrifice their lives and those of others.
Just like their Islamic counterparts, court psychiatrists, psychometric mea-
sures, and I found these Christian terrorists to be equally unconscious of the
malice embedded in their acts of terror.

What is equally striking is the adoption of antithetical ideology to
Christianity by Christian zealots. Just like their Muslim counterparts,
Maronite monks’ gestalt from reason was made possible by hate and indoc-
trination—in monasteries—to believe that (a) their death and the death of
their symbolic victims would only be temporal, (b) they were collectively
chosen by God to be his tool, (c) they were prophets of his message, and (d)
for their sacrifice they would all (victim and terrorists alike) be eternally alive
in the heavens.

These Christian zealots’ adoption of an ideology that is antithetical to
their fundamental dogmatic and canonic Christian beliefs can be explained
by the cultural transmission of deviance theory. Again, this theory postulates
that fear, not reason, creates hate and promulgates violence. Thus, religious
terrorism may not be as much about the toxic ideology (e.g., Islamist Jihadist)
for the protection or defense of religious canons as it is about the grouping
of individuals with psychosocial anomalies, disorders, and anomies*® in an
environment of hate and fear. It may be this nurturing of hate in such indi-
viduals, that is, the culting process, that is leading to the adoption of such
ideology that is disapproved by the dominant culture or religious canons and
that in turn sets the stage for criminal behavior and terrorism (Sellin, 1938).

Future research may explore the latter possibility and that toxic ideol-
ogies, such as Islamic Jihad, once held as an indicator of commitment and
faith,*” may attract individuals with certain psychosocial pathologies or sui-
cidal tendencies and justify their self-immolation. Religious faith is built on
martyrs’ corpses, whose spilled blood nurtures faith’s growth and ossifies the
infrastructures of future commitments and devotion to its dogma and canons.

These proposed explanations and future research topics are intended to
stimulate discussions and address a lacuna. The outcomes of this study per-
mit me to infer that Christian and Muslim religious terrorists may be afflicted
with common psychosocial commonalities (see “Appendix”). Therefore, I
call on future research to test the latter’s applicability to terrorists with these
and other ethnoreligious identities and to confirm or disconfirm the viability
of the proposed 30 moderator-mediator variables, for once a common profile
is identified, measures may be implemented to preempt religious terrorists’
impediments to our global security and peace.
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Notes

1. Schbley’s (n.d.) cross-cultural, cross-national, cross-sectarian comparative
analysis of 722 Islamist citizens of 30 countries now residents of 8 European
countries deduced that Islamist Jihadist toxic and deterministic ideology that
has infected Shia Hezbullah Islamist terrorists has equally infected Muslims of
various sects.

2. Psychodynamic means active mind. Simply put, when a person is enduring a
mental struggle, readjustment and understanding are sought by probing his or
her unconscious mind through the use of psychoanalytic theories as developed
by Freud (iceberg model), Jung, Adler, Erikson, Klein, Lacan, and others.

3. Terror organizations are intentionally unknowable to outsiders. Their under-
standing requires indoctrination via a culting process. It is a four-stage pro-
cess: (a) Seduction: In this phase, the concentration is on seducing rather than
openly persuading prospective recruits. (b) Disorientation: A recruit undergoes
an overstimulation or understimulation campaign for the purpose of decreasing
reasoning abilities and increasing suggestibility. (c) Snapping: This is identified
by sudden personality change and shift in belief system. (d) Maintenance: This is
the process of maintaining the new belief system (Hammer & Van Zandt, 1997).

4. Although individuals possess unique self-concept contents, the overall struc-
ture of a self-concept (i.e., self-immolation in the name of a deity) may be com-
mon among many individuals (Gordon, 1968, p. 457).

5. This chapter infers the probability that toxic ideology (Islamic Jihad) may force

those who have adopted it to self-sacrifice and sacrifice others for it to propa-
gate, in comparison to the genetic determinism process by which the lancet
fluke reproduces and propagates (Dennett, 2003).
The genetic determinism of this parasite, which is called Dicrocoelium dendriti-
cum, forces it to self-sacrifice and sacrifices others to propagate. In explanation, the
genetic determinism of the lancet fluke requires the first intermediate host (usually
a snail) to consume its first generation, which will asexually divide inside the snail
and excrete the fluke’s second generation with certain pheromones that attract ants.
Once consumed by an ant, the lancet’s second generation afflicts its host’s nervous
system and causes it to change its behavior, and, atypically, climb up plant stems
to be eaten by grazing mammals, where its third generation is nurtured into adult
stage and is able to sexually reproduce and propagate. Therefore, to reproduce and
promulgate, the lancet fluke’s genetic determinism forces it to self-sacrifice in two
generations so that it can reproduce and propagate in the third generation.

6. However, this process of cross-sectarian profiling would require the mixing of
multidisciplinary approaches, the detailed explanation of which is given in the
work of Schbley (n.d.).

7. The Daubert rule of evidence identifies the two touchstones for court-admis-
sibility, which are reliability and relevancy and which can be achieved through
hypothesis testing and peer reviews [Daubert v. Merrell Dow Pharmaceuticals,
Inc., 509 U.S. 579, 113 S.Ct. 2786, 125 L.Ed.2d 469 (1993)]. The Federal Rules of
Evidence provide that “[i]f scientific, technical, or other specialized knowledge
will assist the truer of fact to understand the evidence or to determine a fact in
issue, a witness qualified as an expert by knowledge, skill, experience, training,
or education, may testify thereto in the form of an opinion or otherwise” [ United
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States v. Harvard, 260 F. 3d 597, 601 (7th Cir. 2001) (Fed. R. Evid. 702); retrieved
May 22, 2004, from http://www.forensic-evidence.com/site/ID/ID_palmprint.
html).

. During an interview at one of Israel’s top-security prisons, Hassan Salameh and

Mohammed Abou-Wardy, two of Hamas’s suicide bomber cell leaders, con-
fessed to a 60 Minutes reporter on videotape that they gave several of their first
cousins 30 minutes to accept or decline suicide missions. In one such mission,
Majdy Abou-Wardy, while a student at a vocational school in the occupied ter-
ritories, was given 30 minutes by his cousin Mohammed Abou-Wardy to decide
and accept a suicide bombing. He accepted, and his homicide bombing mission
killed 17 Israeli teens in a shopping mall in the name of Allah. This episode of
American Broadcast Journal’s 60 Minutes was produced by Michael Gashon and
Bill Curtis as a 48 Hours investigation.

. See Note 7.
. The Israeli airline El Al Security Services attributes the fact that they have not had

any hijacking since 1968, in spite of Israel’s ongoing conflict with Palestinians,
Arabs, and Islamists worldwide, primarily because since then they have relent-
lessly implemented profiling in singling prospective terrorists (e.g., Islamists,
Arabs, and Palestinians) for extensive search procedures.

It was aired on MSNBC on April 26, 2003, and was hosted by John Seigenthaler.
However, Dan Setton originally produced it under the title Shaheed: The Making
of a Suicide Bomber.

(a) Hamas homicide/suicide Islamic terrorists identify themselves as shaheed
(i.e., martyr). They are called Istishhadi, which means “self-chosen martyrdom
in the name of Allah and the Islamic cause” (Juergensmeyer, 2000, p. 72). They
refuse to acknowledge that self-immolation perpetrated by a suicide bomber
is suicide. Instead, they believe that self-immolation is an act of martyrdom
or Istishhad—death during Jihad. “Do not believe that those who were killed
in the path of Allah—during Jihad—are dead, but alive with God” (the Quran,
Sourat Repentance, 10, 3). Thus, a suicide bomber is called an Istishhadi
and is believed by Muslims to be eternally alive in the Janna—heavens. (b)
Hezbullah members (Shia Muslim religious terrorists) also identify themselves
as Istishhadeen.

See Note 8.

Although the producer of this program did provide English translations to the
interviewee’s Arabic statements, I made a few corrections to properly capture
the meaning and contents of the interviewee’s message.

Appleby (2000) describes a Hamas recruitment of a teen for a suicide bombing
as follows: “In a courtyard set back from a side street in Israeli-occupied Gaza
City, the teenager stands at the center of a circle of Palestinian Arab youths
who are chanting in unison, TIslam called, the Qurab called: Who will answer
the call?” Without hesitation the boy/man who is the hero of this particular
ritualized drama answers, ‘Here am I! At your service!” With the camera roll-
ing and his fellow Hamas recruits chanting ‘Kill me, rend me, drown me in
your blood’—a line from a song popular among the members of the radical
Palestinian Muslim movement—the new Lion of Hamas lowers himself into a
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makeshift coffin as he recites verses from the Qu’ran. ... He will join the ranks
of the holy martyrs. ... With the first drop of his blood, the martyr is said to go
straight to Paradise, his past sins wiped clean from the book of his life” (p. 25).
Lebanon, ancient Phoenicia, is one cradle of documented civilization. It is one
of the first nations to be known to have communicated by a language, estab-
lished a state and trading practices, set out to sea, and sowed the seeds of civili-
zation throughout the Mediterranean region.

A prospective Hezbullah homicide/suicide bomber must apply to commit
self-immolation. Secret committees made up of clerics, intelligence and secu-
rity officers, and psychologists or psychiatrists review each application, solicit
proper permissions from the prospective martyr’s family, and endorse or disap-
prove the operation. Once an operation is approved, funds for the Istishadee’s
family are disbursed and held in trust by a martyrs’ association. In Lebanon, the
name of the Hezbullah’s Martyr’s Association trustee is Kassem Aleyk.

Data from the web pages of the National Memorial Institute for the Prevention
of Terrorisms (MIPT’s) comprehensive databank of global terrorist incidents and
organizations—Terrorism Knowledge Base; from the International Policy Institute
for Counter-Terrorism (ICT); and from the National Security Studies Center at
the University of Haifa (Weinberg, Pedahzur, & Canetti-Nisim, 2003). Retrieved
February 11, 2003, from http://www.tkb.org/Home.jsp and http://www.ict.org.il
“This amounted to an assassination for religious reasons,” said Joseph J. Marusak,
the deputy district attorney in Erie County, New York, who prosecuted James
Kopp for the murder of Dr. Barnett A. Slepian, a Buffalo obstetrician. “That’s
terrorism” (New York Times, Metropolitan Desk, March 12, 2003, p. 1).
Theimportance of organizational structures to the identification and manufacturing
of terrorists was stressed during a panel discussion chaired by Professor Merari and
reported by the Washington Post. Dr. Merari (a psychologist at Tel Aviv University
in Israel who has puzzled over the psychological makeup of the September 11
hijackers and has spent years studying suicide attacks around the world) stated,
“Suicide candidates, when they are chosen by an organization, enter into one end
of a production process and in the other end they come out as complete, ready sui-
cides” (Washington Post, 2001). From Peer pressure spurs terrorists, psychologists
say: Attackers unlike usual suicide bombers, October, 1. Retrieved January 2, 2002,
from http://www.psychminded.co.uk/news/news2001/1001/10terror.htm

A bullet that pierced the doctor’s kitchen window as he returned home with his
wife and four sons from a synagogue was fired from a Russian assault rifle of the
type employed by terrorists worldwide.

Similar beliefs (Christian identity) were shared by the short-lived group, the
Covenant, Sword, and Arm of the Lord (CSAL) in northwestern Arkansas. This
group also used a similar insanity defense in their trial.

MMPI was the only personality self-report inventory used. Cattell, Meyers-
Briggs, and Beck’s Inventories were not employed. MMPI was first developed
in 1943. Its current version, the MMPI-2, published in 1989 and composed of
16 scales, was used to assess RizK’s psychopathy and propensity to violence.
MMPI-2 scales most relevant to this study are Psychopathic deviate (Pd), which
measured RizKs antisocial tendencies, impulsiveness, authority conflicts, and
shallow attachments; the F-scale, which assessed the extent of his psychopathol-
ogy; Schizophrenia (Sc), which measured his propensity to bizarre thinking;
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and the Over-Controlled Hostility (Oh) scale and Hypomania (Ma) scale were
useful in confirming prior and predicting future propensity for uncommonly
violent acts and propensity for delinquency.

GPI is ideal for practitioners and researchers doing cross-cultural work by
transporting personality inventories developed in one country to another
country of interest. It was developed with cross-cultural input from psycholo-
gists from 11 countries and 10 languages, including Arabic (Schmit, Kihm, &
Robie, 2000).

Political terrorism may be distinguished from religious terrorism for the latter
is perpetrated to communicate a perceived divine message by zealots who are
unconscious of the maliciousness of their terrorism.

Although many terror and ethnic-cleansing operations were carried out by
organizations with Christian ethnoreligious identities in Albania, Kosovo,
Macedonia, and Serbia, on April 2, 2004, the 27 members of Foreign Ministers
of the NATO-Russia Council (NRC, comprised of NATO representatives
and ministers from Russia, Bulgaria, Estonia, Latvia, Lithuania, Romania,
Slovenia, and Slovakia, who met in Brussels) labeled said activities as state
sponsored and relieved over 450 paramilitants from their individual culpa-
bilities. The authority of the NRC was bestowed by U.N. Security Council
Resolution 1244, under which KFOR (the Kosovo Force—a NATO-led peace-
keeping force) and UNMIK (the United Nations Interim Administration
Mission in Kosovo) presently occupy Kosovo. Retrieved May 10, 2004, from
http://belgrade.usembassy. gov/current/040406b.html, http://www.usoffice-
pristina.rpo.at/galls/photos4.htm, and http://emperors-clothes.com/articles/
jared/nocrime.htm

See Note 16.

Hezbullah is one of two Islamist core terror organizations synergizing the
ongoing unification of all Islamist terror organizations into a Netwar of
International Islamization Terrorism (IIT). The second core organization that
is equally toxic to world peace is the Islamic Brotherhood. This latter organiza-
tion is the umbrella and birth mother to Al Qaeda and most other Islamist ter-
ror organizations worldwide (Schbley, 2004). As for IIT, it is a concept coined
by Schbley (2003) to describe an ongoing unification phenomenon that will
dwarf Commintern in scope, dimension, population, polarization capabilities,
willingness to wage war and die, threat to international and human security,
and US. hegemony. From Chechnya, Uzbekistan, Tajikistan, Afghanistan,
Pakistan, Iran, Iraq, Turkey, on to Morocco, 45 nations that are Islamic, nuclear,
and volatile are being unified under the banner of Islam and as an Islamic the-
ocracy that amasses twice the population and land mass as the former Soviet
Union, with socioeconomic and political ideology (Islamist Jihadist) that by
the most conservative of estimates transcends in intensity, commitment, deter-
mination, and willingness to wage war, those accorded to the Soviet Union and
NATO combined.

According to two sources: (1) this study’s interviewee, Gabriel Rizk; and (2)
Hatem (1999).

According to the International Red Cross, over 2,750 Muslim Palestinians
were killed.
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. According to Gabriel Rizk, Pope John Paul I ordered the immediate disband-
ment of the order shortly after the massacres in Sabra and Shatila became public.
At RizK’s trial, the assistant U.S. Attorney, Carl Pierce, commented that “The
Order of Maronite Monks has taken control of a pharmaceutical manufactur-
ing company in Ayn Saadah ... and are employing French chemists to produce
pharmaceutical quality heroin ... and the confiscated 4 kilos of heroin are the
purest, most concentrated, most potent form ever smuggled into the United
states” (U.S. v. Gabriel Antone Rizk, 1985).

Rizk was released in 2000 after serving a term of 15 years in a federal penitentiary
and was deported back to Lebanon. Rizk is presently a resident in Amsterdam,
Holland, where I was able to secure an interview on December 29, 2002.
Michelle Khoury, another monk from the Order of Maronite Monks, was also
indicted for trafficking narcotics in New York City. However, Khoury jumped
bail before his trial date. Although an interview was scheduled with him in
Rome, Italy, to be conducted on December 23, 2002, he opted to cancel due
to unexplained reasons. The familial, friendship, and fellowship ties between
Khoury and Rizk and their coconspiracy in narcoterrorism affirm the third and
fourth traits of this study’s proposed psychosocial profile.

Poor Lebanese Meronite families, unable to support their monasteries with
financial tithing or in-kind donations, traditionally bequeathed one of their
children as a payment in lieu of their financial obligation to the monastery. This
bequeathal of one child guaranteed the poor Maronites divine protection for
their remaining children.

RizK’s age, gender, social, and economic status conform to the proposed Muslim
religious terrorists’ traits identified in this study’s profile by numbers 4, 12-15,
and 19.

There is only one overlapping and primary behavioral criterion that is com-
mon to diagnoses with sociopathy, psychopathy, dyssocial personality disorder,
and antisocial personality disorder: the cruelty to animals criterion (Douglas,
Ressler, Burgess, & Hartman, 1986; Pinizzotto, 1984). “Of the 365 serial killers
thus far studied, ... almost all have a documented history of cruelty to animals”
(Fox & Levin, 1994, p. 71). Hence, RizK’s history of cruelty to animals affirms
this study’s proposed psychosocial profile’s 28th trait.

RizK’s status as a monk implies his strong religious identity and training in reli-
giolegal and theological matters and conforms to this study’s proposed 2nd,
17th, and 27th traits.

See Note 21.

See Note 22.

. These statements affirm the compatibility of several of RizK’s psychosocial pro-
pensities and attributes to the Muslim terrorists’ traits identified in this study’s
proposed profile by numbers 9, 10, 23, 24, and 26.

These statements also affirm the conformity of RizK’s psychosocial attributes of
the following traits identified by numbers 11, 16, 18, 20-23, 29, and 30.

This perceived divine message is common among Muslim terrorists and affirms the
probable universality of this study’s proposed psychosocial profile’s first attribute.
Hobeika was recently assassinated in a car bomb in a suburb of Beirut, Lebanon.
RizK’s profile was deduced by this study, and the other six were assessed by
defense and court-appointed psychologists.
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“When the ends of action become contradictory, inaccessible or insignificant, a con-
dition of anomie arises, characterized by critical depression, a general loss of orien-
tation, and accompanied by feelings of emptiness and apathy” (Powell, 1958, p. 132).
See Note 31.

Appendix: Profile of Islamist Terrorists

The following profile is proposed in an effort to explain and deduce a theoret-
ical model of the development and evolution of religious terrorism (Schbley,
n.d.):

10.
11.

12.

13.

14.

15.

. Religious terrorism is a method of forcefully communicating a perceived

divine message/command.

. Religious terrorism is performed by elements with strong religious identity.
. Most religious terrorist cells are made up of four to eight members who are

interconnected through the cells’ stem elements only.

. A religious terrorist is recruited by and from the concentric circles of the family,

friendship, or fellowship of its stem element who is the first among equals.

. In most cases, cell members themselves choose the symbolic target for their

terrorism to maintain cell security and operational integrity. The stem element
secures operational provisions, funds, and technical and intelligence support.

. Each cell member is constantly under other cell members’ observation or

control. The culting process of religious terrorism restricts or discourages the
unchaperoned contact of cell elements with outsiders to sustain their indoctri-
nation and maintain their commitment.

. Once a cell member commits self-immolation, most other members will com-

mit the same act.

. Most religious terrorists choose to commit self-immolation around religiously

significant anniversaries.

. Religious terrorism is not restricted to the influence of governmental deci-

sion making.

Most religious terrorists prefer “theocratic to democratic practices” (Appleby, 2000).
Most are willing to “subordinate secular laws to sacred epistemology”
(Appleby, 2000).

Most religious terrorists who have committed or are willing to commit suicide
missions are between the ages of 13 and 27, are from poor families, have one or
more siblings, and are geoculturally immobile.

While there have been a few females, paid mercenaries, and married men with chil-
dren among the ranks of religious terrorists, these cells have been the exceptions.
Most religious terrorists who are not from poor families or refugee camps are
the by-products of the migration of middle-/lower-middle-class college-bound
high achievers into economically stagnant urban slums (Ansari, 1984).

The inconsistency of prospective religious terrorists’ educational status with
that of their parents (who are illiterate or have up to a fifth-grade education),
employment opportunities, imposed restrictions based on ethnoreligious iden-
tities, and a sense of inequity synergizes their affinity for fundamentalism.
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Most religious terrorists are “absolutist in orientation” (Appleby, 2000).

Most Muslim religious terrorists are “poorly trained, mediocrities in religio-
legal and theological matters” (Appleby, 2000).

Most religious terrorists’ beliefs are based on the interpretations of charismatic
religious leadership.

A religious terrorist’s affinity for self-immolation is inversely related to his or
her wealth.

Religious terrorism is mostly executed for fulfilling personal salvation by
answering a perceived divine message/will or following directives from charis-
matic religious leaderships.

Terrorism provides some religious zealots with profound spiritual satisfaction
and fulfillment. It is perceived as a measurable indicator of their dedication, the
upper limit of which is the extent of their willingness to commit self-immolation.
To a religious terrorist, perceived religious obligations or divine messages tran-
scend social consciousness and social obligations.

Non-self-defensive acts of violence distinguish religious terrorism from those
acts committed to fighting for religious freedom.

The potential religious terrorist has an affinity for martyrdom, is not averse to
risk, and is a risk taker.

As a religious terrorist becomes committed to the act of self-immolation, he
or she exhibits signs of serene disengagement (SD). These signs of snapping
or detachment from their secular milieu are marked by a faint smile, dis-
tant look, lack of eye contact with the interviewers, disciplined or submissive
body posture, and what appears to be a contentment or inner peace with
imminent fate.

Religious terrorists committed to self-immolation would attempt to follow strict
dogmatic rules of conduct to maintain their perceived purity and qualification
for heavenly admissions. They would speak in the plural, refrain from vulgarity,
perform all religious and secular obligations, and pay all legal debts.

Before their self-immolation, a religious terrorist would not indulge in earthly
pleasures (e.g., sex, gambling, liquor, and dance).

A religious terrorist most often may suffer from one or more mental disorders,
including, but not limited to, oppositional defiant, impulse control, antisocial,
or other personality disorders. These disengaging characteristics and personality
disorders, when aggravated by dogma-induced critical/psychotic depression, may
be causal factors in the transition from zealotry to terrorism and self-immolation.
A religious terrorists target would most likely be well defined and limited in
scope and dimension and would not transcend a concentric target zone.
Religious terrorists’ psychosocial attributes may be distinguished from those of
political terrorists not only by the prior 29 traits, but also by their unconscious
awareness of the maliciousness of their terrorism. This gestalt from reason is
made possible by indoctrinating them to believe that (a) their death and the death
of their symbolic victims will only be temporal, (b) they are collectively chosen by
deity to be his tool, (c) they are prophets of his message, and (d) for their sacrifice
they will all (victims and terrorists alike) be eternally alive in the heavens.
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Introduction

The tragic events of September 11, 2001, affirmed the grim reality that ter-
rorists now have the intentions and capabilities to engage in acts of mass
destruction. The Al Qaeda network and other terrorist groups motivated by
religious extremism have made nonnegotiable demands on the United States.
In addition, such cults as Aum Shinrikyo served earlier notice that there
were those who would utilize weapons of mass destruction (WMD) when it
attacked the Tokyo subway system with sarin gas on March 20, 1995. Unlike
terrorist groups in the past concerned with avoiding acts that would totally
alienate public opinion in a targeted country and concomitantly would jus-
tify public support for draconian measures against them, today’s terrorists
include those groups who do not have any constraints in their resort to indis-
criminate mass terrorism. Furthermore, the perpetrators of the acts, as in
the case of the suicide bombers, may personally not be concerned about tem-
poral affairs since by their actions they believe they will achieve their goals
as they enter paradise. Moreover, as in the case of Aum Shinrikyo, there are
now groups of what can be called technoanarchists who increasingly have
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the potential capability to attempt and achieve their ultimate objective: the
destruction of the exiting social, political, and economic order.

The capabilities to either acquire or fabricate chemical, biological, and
nuclear weapons have been accelerated as a result of three factors. First, with
the breakup of the Soviet Union there are readily available stocks of weap-
ons of “superterrorism” that are neither effectively secured nor accounted
for. Second, there is a growing global criminal enterprise, perhaps best per-
sonified by the Russian Mafia, who will be willing to sell either the weapons
or the materials of mass destruction to the highest bidder. Third, there are
increasingly unemployed or underemployed scientists and technicians who
have not realized their career goals and by economic necessity will offer their
services both directly and indirectly to those who would engage in devel-
oping, deploying, and using a new generation of lethal weapon systems.
These scientists are joined by those who are probably even more dangerous,
alienated individuals who find the support of terrorist weapon development
attractive because of religious or ideological motivation. They are the young
men and women in many Third World countries who have not only failed
to realize their career goals but also have rejected what they regard to be the
secular and material values of the West in particular and other postindus-
trial societies in general. But, while they may reject the values, they may be
more than willing to use their technological skills as a contribution to their
version of a holy war fueled by fundamentalist beliefs that lead to extremism
and violence.

Despite the impressive gains in developing first-responder capabilities
on the state, local, and national levels, the national trauma created by limited
anthrax attacks serves to underscore how even an individual whose agenda
and identity are still to be known engaged in a very effective psychological
campaign of terrorism. Given the response to those attacks, it is sobering
to consider what the public’s reaction would be to an incident or campaign
involving the use of WMD. When one then considers both the physical and
psychological cost of the events of September 11, it is a sobering fact to rec-
ognize that irrespective of the level of training and valor of those who would
respond to future incidents of mass terrorism, they in all probability would
be quickly overwhelmed in what for all intents and purposes would not be a
form of crisis or emergency management or consequence management but
an exercise in the physical, psychological, organizational damage control and
physical and organizational triage.

Despite the establishment of the Department of Homeland Security
and its funding of a wide variety of what are essentially necessary, but reac-
tive, programs, the fact remains that irrespective of the scenario building
and training, governments and citizens could be quickly overwhelmed by
either a single attack or coordinated attacks of mass terrorism utilizing the
plethora of new and increasingly lethal forms of substances and delivery
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systems. Unquestionably, developing the techniques of response at all levels
of national, state, and local government is vital and can ultimately save lives
and help governmental activities be reconstituted after a major attack, the
fact is there never can be a totally secure environment. How many September
11ths could the United States endure as a people, a nation, and a government?
What therefore must be addressed is the vital need to move away and beyond
a reactive “gate and key,” static and defensive mentality and increasingly
develop an offensive and preemptive capability to seize the initiative against
those who have by their own words declared a total war against the United
States. The following observations, of course, do not offer a silver bullet to
an enduring and growing threat or address the very questionable challenges
associated with eliminating the root causes of terrorism. I caution that even
if one could identify and act on root causes, violence and terrorism take on
their own dynamics by which primal causes may no longer be significant or,
even worse, be used as a means to justify any number of acts of carnage.

The Key Role of Intelligence and the Problem
of Different Interpretations and Functions

Ata conference at the Rand Corporation on terrorism in 1976, a leading Israeli
counterterrorism advisor made an observation, which was valid then and even
more important now in the age of potential mass destruction (personal note,
1980). He noted that in the Israeli case, if there was an incident, there was a
90% failure in his country’s counterterrorism policies, doctrine, and capabili-
ties, with that 90% failure potentially being defined as a failure of intelligence.
Certainly, the Israeli case has its own unique problems, and clearly the resort
to suicide bombing has greatly intensified the demand for effective counter-
terrorism abilities. But, if anything, it reinforces the vital need for effective
intelligence to prevent highly dedicated terrorists who have an incredibly rich
target environment since they have declared total war on an entire nation’s
population.

An understanding of the key role of intelligence, particularly by the pop-
ulation at large and the law enforcement community, is unfortunately not
clearly appreciated as a major technique in fighting crime, much less terror-
ism. To the average state or local police officer, intelligence is often equated
with clandestine and covert operations that fit within the perception that
intelligence is first and foremost a form of spying, a perception that has been
greatly enhanced in the popular culture. But, intelligence has always been far
more than the art of spying or “trade craft,” which is traditionally viewed as
an aspect of, but not the major function of, intelligence. An understanding of
this reality is important if intelligence in general and more specifically police
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intelligence are to become a major weapon in the continuing battle against
both domestic and international terrorism.

There are any number of definitions of intelligence, but the following one per-
haps best encapsulates the major objectives, functions, and goals of intelligence:

In the American context intelligence connotes information needed or desired
by the Government in pursuance of its national interests. It includes the pro-
cess of obtaining, evaluating, protecting and eventually exploiting informa-
tion. But that is not all. Intelligence encompasses the defense of US institutions
from penetration and harm by hostile intelligence services. The term is also
used to describe the mechanism or mechanism and the bureaucracy, which
accomplish these activities. Hence, US intelligence, or the intelligence com-
munity. Its four major disciplines (analysis, collection, counterintelligence,
covert action) are interdependent. Success in any of the four is related to the
effectiveness achieved in the others. (Godson, 1983)

It is not the purpose of this chapter to discuss all aspects of the elements
of intelligence as they relate to countering terrorism, but this definition is
particularly useful for it addresses how intelligence is often viewed, particu-
larly on the national level as contrasted to the state and local levels and espe-
cially as intelligence requirements relate to the law enforcement function. A
more succinct definition provides the base point to understand the difference
between intelligence as it relates to national security and police intelligence:

Strictly speaking intelligence can be defined as the “product resulting from
the collection, evaluation, analysis, integration and interpretation of all avail-
able information which concerns one or more aspects of foreign nations or
areas of operation which is immediately or potentially significant for plan-
ning.” (Richelson, 1989, p. 1)

This definition provides a useful basis to understand the disconnects that
often exist on the conduct of intelligence at all levels. In the first place, this
definition focuses on those agencies within the intelligence community that
are primarily concerned with the impact of international developments on
national security. This focus stands in contrast to intelligence as it relates to
law enforcement, for which the emphasis is on utilizing intelligence to pri-
marily prevent or prosecute crime within the United States. Certainly, the
lines between domestic law enforcement and national security requirements
are being blurred in a world where foreign and domestic threats are increas-
ingly related and, concomitantly, domestic law enforcement agencies, most
notably the Federal Bureau of Investigation (FBI), have international respon-
sibilities, but the division of labor remains. In the second place, intelligence
related to national security is primarily concerned with providing informa-
tion for “planning”; that is, it is essentially intended to assist the national
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government in developing the diplomatic, economic, and military policies
and strategies to defend or enhance the international objectives of the United
States. This stands in contrast to the major goal of police intelligence, which
is the collection of evidence to be utilized in the administration of justice. As
a result, the collection of national intelligence does not have the constraints
faced by domestic intelligence since the latter must meet the more rigorous
requirements of providing evidence in court in contrast to information for
planning. It is one thing, for example, to have the flexibility to protect an
intelligence source from exposure in the conduct of foreign intelligence; it
is quite another thing to have that source compromised in legal proceedings
that may require the source to be revealed.

In the second place, one can contend that national intelligence in the
realm of foreign collection and operations need not essentially be reactive.
Those involved may indeed take the offensive for positive intelligence instead
of emphasizing the function of counterintelligence. In contrast, domestic
intelligence, as in the case of the law enforcement, in general must be essen-
tially defensive and reactive. To take the offensive, as in the case of “preven-
tive detention,” a practice where countries are faced with on-going terrorist
campaigns, taking offensive action such as “preventative detention” raises
very serious constitutional issues of due process that conflicts with demo-
cratic principles and governance.

In the third place, intelligence on the national level associated with
national security in the international arena can and must ultimately be stra-
tegic in nature. Ideally, it must ascertain longer-term trends in the global
environment as a means of anticipating and developing policies and measures
to anticipate, lessen, or eliminate potential threats before they can become
a reality. In addition, the utilization of a strategic approach can enable the
country to take an offensive posture instead of primarily reacting to both
long- and short-term developments. In contrast, domestic law enforcement is
understandably primarily tactical in nature. Those who are involved in this
vital function are primarily concerned with providing their departments or
agencies with the guidance that can help them respond to or prevent more or
less immediate threats to the public order. The so-called big picture is left to
the intelligence community, although even at that level, the challenges relat-
ing to immediate threats can and do act as a barrier to the development of
strategic intelligence, as for example, related to long-term terrorist threats.

If the differences between international, national security, and stra-
tegic intelligence as contrasted to domestic, law enforcement, and tactical
intelligence create difficulties in developing a unity of purpose and action
to meet the terrorist threat through effective intelligence, the organizational
and bureaucratic factors that are central in guiding the operations on the
national, state, and local levels act as yet another impediment to effectively
employing intelligence on the forefront of the U.S. counterterrorism effort.
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The problem of sharing intelligence on the national level is further
complicated by the understandable different role of the FBI in collecting
intelligence as contrasted to the collection of intelligence by state and local
departments and agencies. Under the auspices of the Department of Justice,
the bureau’s major concern in the past has been the collection of information
to be used as evidence in a domestic court of law. However, it should be noted
that the line is being blurred as even before September 11, Congress man-
dated that the FBI be heavily involved in conducting investigations of inci-
dents of terrorism overseas that led to the killing and wounding of American
citizens as well as impressive extraterritorial “snatch operations” against
indicted war criminals and those who have engaged in drug trafficking and
other criminal activities. This has placed a major strain on the ability of the
FBI to carry out its new responsibilities while involved in working with state
and local departments in reference to such federal laws associated with the
apprehension and prosecution of bank robbers.

However, despite the growing and very necessary recognition that there is
a need for the sharing of information on all levels, it is still difficult to change
the organizational culture of a large bureaucracy. Despite the need for more
cooperation, there is still an apparent disconnect between the federal law
enforcement agencies, particularly the FBI and state and local law enforce-
ment. Despite the calls for a partnership, local police still perceive that the
sharing of intelligence is not a two-way street, and that the bureau takes infor-
mation from them without fully reciprocating in kind. In part, this is justified
by not wishing to expose what is viewed as sensitive information, but this may
also be a manifestation of a cult of exclusiveness and elitism that in the past
characterized the FBI's organizational culture. Whether it is valid or not, the
perception, in part based on past experience, has acted as an impediment for
meaningful cooperation. The current administration is now addressing the
need to more meaningfully share intelligence with the state and local authori-
ties. The questions associated with the best ways to operationalize the process
and accompanying recommendations need to be considered.

The Changing Threat Environment: The Need
for Cooperation and the Localization of Intelligence

As a result of the events of September 11, there is a tragic confirmation that
terrorist groups have the capacity and will engage in long-term surveil-
lances of potential targets. Certainly, the skyjacking teams that conducted
the sophisticated coordinated attacks against the World Trade Center and
the Pentagon illustrated that directly and indirectly through their support
mechanism. The terrorists were able to survey potential targets, obtain the
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necessary flight training, and carry out multifaceted operations. Given this
reality and the fact that the bar to the resort to mass terrorism has been lifted,
it is imperative that law enforcement at all levels identify and apprehend ter-
rorists before they become tactical (i.e., begin their movement to the targets).
It is important to emphasize that once the operational phase begins, despite
the physical security and associated measures that may be taken, the ter-
rorists have for all intent and purposes seized the initiative since they can
be selective against a whole constellation of potential targets, whereas the
authorities are in an essentially reactive and defensive position in which one
lapse in security may lead to an operational success by the terrorists.

Therefore, effective counterterrorism intelligence should focus on iden-
tifying and apprehending terrorists before they go mobile. Moreover, this is
the phase they are often most vulnerable to capture since they must come out
of their clandestine environment to move beyond preoperational planning
to full-scale preparation for an attack. Therefore, while it will be imperative
that federal law enforcement agencies collect evidence on terrorist groups as
well as information, it will become an essential requirement that state and
local law enforcement agencies and departments be given the legal mandate
and funding to be adequately brought into the intelligence cycle of “planning
and direction, collection, processing, production and analysis and dissemi-
nation” (Richelson, 1989, p. 4).

To this end, they must be involved in the intelligence loop and not only
acquire a solid knowledge of terrorists’ tactics, strategies, and goals but also
learn the basic techniques of the intelligence cycle. How, for example, can a
local agency, department, or sheriff’s office become aware of and develop and
apply the necessary analytical skills to select potential targets (i.e., poten-
tial or actual terrorist groups) for collection? The requirements for collec-
tion and analysis are clearly related to the need for an equitable sharing of
data and information with the federal level. In addition, the demand to ana-
lyze increasingly burdensome amounts of information associated with false
leads, hoaxes, and real targets needs to be shared to develop the capabilities
of local law enforcement and their federal counterparts to acquire the ana-
lytical skill to separate the “noise from the signal” and especially on the local
level apply what they have acquired to the unique threat environment of their
own community.

The ability to collect, analyze, and disseminate data and information does
not require a fundamental transformation of the skills already acquired by
those who engage in police intelligence on the local level. In effect, a collec-
tion process is already used in regard to gangs, drug cartels, and other forms
of organized crime that could be applied to terrorists, their cells, and net-
works. But, beyond this consideration, who better than local law enforcement
to be knowledgeable of what is happening in their community. Moreover, the
need for the localization of intelligence is increasing in rural areas, where
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there may be softer and therefore more attractive targets of opportunity for
terrorists, ranging from pipelines to corporate headquarters, or the oppor-
tunity to engage in agroterrorism. In addition, by engaging in local coun-
terterrorism intelligence, the law enforcement community can mobilize the
public through the modification of existing crime watch programs that could
identify potential terrorist activities—what could be called crime watch with
muscle. The same public awareness that could lead to the discovery of a meth
lab could also apply to a bomb factory or a safe house.

To achieve a level of integration between the federal, state, and local lev-
els, there have been positive steps that have already been taken in reference to
training. For example, former Attorney General Ashcroft stated the follow-
ing in a memorandum to all U.S. attorney generals on the state level:

I have previously directed that guidance on the implementation of the
USA PATRIOT ACT, including the sharing of information with the intel-
ligence community, be incorporated into the training of all Anti-Terrorists
Coordinators within the U.S. Attorney’s Offices. The first national training
session of Anti-Terrorism Coordinators will occur on November 13-15, 2001.
(But perhaps of Greater significance is the following.) ... to insure that such
training is more accessible to local law enforcement ... I hereby direct that, by
January 15, 2001, training similar to that of the Anti-Terrorism Coordinators
be made available to local law enforcement participants in the Anti-Terrorism
Task Forces either at the National Advocacy Training Center in Columbia,
South Carolina, or through remote training at the 94 United States Attorneys’
Offices. Each district should determine whether chiefs of police or other local
law enforcement officers should also receive such training. (Ashcroft, 2001;
italics added)

But, beyond the training, there is also the requirement to strengthen the
capability of state and local agencies and departments to develop their own
counterterrorism intelligence capabilities and therefore become more equal
partners in the intelligence “war against terrorism.” While there is no sin-
gle model that needs to be applied, one can modify existing organizational
structures to meet the task. In Oklahoma, we have seen the use of an existing
agency to act as a state clearinghouse for counterterrorism intelligence: the
Oklahoma State Bureau of Investigation (OSBI).

By Statute 150.21A Crimes Information Unit (Oklahoma Statute, 1966),
“The Director of the Oklahoma Bureau of Investigation may establish a
criminal information unit within the Bureau.” Among its responsibilities are
the following:

1. Investigate organized crime, criminal conspiracies, and the threat of
violent crimes;
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2. Collect information concerning the activity and identity of individ-
uals reasonably believed to be engaged in organized crime, criminal
conspiracies, or threatening violent crime;

3. Analyze collected information and disseminate such information to
other law enforcement agencies for the purposes of criminal investi-
gation and crime prevention;

4. Coordinate the effort of this state with local, state, and federal agen-
cies to protect its citizens against organized crime, criminal con-
spiracies, and threats of violent crime by creating a clearinghouse
of crime-related information for use by state, local, and federal law
enforcement agencies; and

5. Provide training to peace officers of this state concerning the legal col-
lection, preservation, and dissemination of crime-related information.

The statute in effect provides a clearinghouse for the collection and dis-
semination of criminal intelligence that, it is hoped, can through adequate
funding be adjusted and applied to meeting the requirements of counterter-
rorism intelligence. Moreover, using existing law and organization has other
benefits. The OSBI has among its agents many who have worked in local
law enforcement. In addition, the bureau has worked closely with state and
local police on a routine basis and is quite knowledgeable about their needs
and concerns. As a consequence, they have established a pattern of mutual
respect.

The use of an existing state bureau or agency is certainly one of the steps
in the right direction, but it requires that there be a pool of trained personnel
on the local level who can assist the statewide organization in carrying out
its intelligence function. (An example of this training involving more than
100 sherifts and other law enforcement personnel took place in a program,
Community Response to Terrorism, under the auspices of the Oklahoma
Sheriffs Association, the Oklahoma Association of Chiefs of Police, and the
Regional Community Policing Institute, October 2002.) This does not mean
to imply that all jurisdictions, some very small, need to have their own capa-
bilities. Rather, depending on the size of the county or counties, a designated
representative for a number of the smaller departments or sherift’s officers
can be trained to act in liaison with the state entity in conjunction with larger,
often urban, departments that may have their own intelligence office. These
designated individuals should meet regularly and continually engage in the
sharing of information through an institutionalized disseminating process
that goes beyond that of a traditional “good old boy network.” (The problem
with the latter is as follows: If you are not part of the informal network, you
may not obtain the necessary information.)

The statewide counterorganization would not compete with existing task
forces. It would, as in the past, participate in their activities. But, by having
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its own capabilities, the statewide organization would increasingly have the
leverage to more effectively require the federal agencies to share information
since the state would have its own important assets on the local level.

In seeking to achieve integration of the local, state, and federal levels,
there will be a need to consider moving away from the classic ladder hierar-
chy of command and control emanating from the top, and there is a tempta-
tion for micromanagement. In addition, such a change would be a move away
from traditional bureaucratic structures that have all too often unfortunately
encouraged “stovepiping,” which has led to the failure to either vertically or
laterally share information among agencies. It should also be noted that the
expansion of the capabilities of an existing state agency is preferable to the
creation of yet one more layer of bureaucracy that could act as a barrier to
achieve necessary unity of effort. Finally, following an incident it is hoped
that through decentralization first responders will be at the forefront of
engaging in counterterrorism intelligence in their jurisdiction.

Conclusion

Clearly, the development of the “localization of intelligence” requires an
innovative approach to meeting the coordinated and yet decentralized orga-
nizational doctrine of modern terrorist cells and organizations. Moreover,
there must be recognition that the collection of counterterrorism intelligence
at the local level walks a fine line between developing necessary awareness
and paranoia. The local effort must constantly be sensitive to the require-
ment to balance the rights to privacy and due process with the requirements
dictated by national security at all levels. Oversight is vital. But, despite the
challenges, in the long term the events of September 11 underscore the need
for effective counterterrorism intelligence on the state and local levels. This
approach recognizes a basic fact in reference to both domestic and interna-
tional terrorism: To modify the words of the late Speaker of the House Tip
O’Neill, “All terrorism is local.”
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Introduction

The September 11, 2001, terrorist attacks on the World Trade Center and the
Pentagon have forever changed the face of American policing. The repercus-
sions and long-term impact of the attacks are far ranging and have yet to
be fully understood or comprehended, but it is certain that these terrorist
acts will continue to resonate in American policing and in American society.
The attacks have had, and will continue to have, a profound effect on the
way police, law enforcement, and other public safety agencies do business,
ultimately requiring that these agencies substantially alter their traditional
policies, training, operations, and interactions with other agencies as well as
with the communities they serve. It is a safe assertion that no other historic
event has so fundamentally and so radically transformed American society
and culture, American domestic and foreign policy, and American policing.
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The suddenness and magnitude of these attacks, perhaps especially the
attack against the World Trade Center with its massive casualties and devas-
tating property damage, bring the issues of terrorism and the police response
to terrorism into substantially sharper focus. Issues and problems that pre-
viously garnered relatively little attention within American police agencies
are now at the fore, and police agencies across the nation are struggling
to quickly adapt to the new realities of a post-September 11 environment.
Within police management circles, one of the most important—and most
troubling—impacts of the September 11 attacks is the realization that large-
scale terrorist events can be (and have been) launched against the American
people by foreign terrorist groups. This is not to say that American policing
or the American public has been entirely ignorant of this possibility, but that
for many sectors of the population and for many police officials, the actu-
ality of this devastating attack and the massive casualties it involved have
moved the possibility of terrorist activity out of the realm of abstraction. The
actuality of the September 11 attacks has shaken American policing, placing
the potential for future terrorist attacks squarely within the realm of dis-
tinct probability. Indeed, the current consensus among terrorism experts
and knowledgeable government officials seems to be that it is not a question
of whether additional terrorist attacks will take place, but rather where and
when they will take place (Shenon and Stout, 2002).

Further, as more attention is focused on terrorism, there is an emerging
recognition in American society and American policing that future attacks
may not be confined to major cities: If terrorists can so effectively strike New
York and Washington, D.C.—cities that have a history of smaller terrorist
acts and whose police and public safety agencies are relatively well prepared
to prevent, detect, and respond to terrorist events—they can strike in smaller
and less-prepared municipalities as well. The September 11 attacks made
clear the chilling fact that the potential for future terrorist activity exists
across the broad spectrum of American policing (Yim, 2002).

Notwithstanding previous successful attacks by domestic and foreign
terrorist groups in the United States (the 1993 World Trade Center bomb-
ing by Islamic extremists in New York City and the 1994 bombing of the
Alfred P. Murrah Federal Building in Oklahoma City by right-wing domes-
tic terrorists, for example) and a number of foiled terrorist plots by foreign
groups (including a 1993 conspiracy to destroy the United Nations Building
and two tunnels in New York City, a 1997 Brooklyn subway bombing plot,
and the planned millennium bombing of Los Angeles International Airport),
until recently the prospect of terrorist activity had not fully penetrated
the American psyche. Before the September 11 attacks, terrorism was, for
many Americans, something that happened overseas or in large cities.
The American public, protected as it was by thousands of miles of oceanic
moats, by its borders with friendly northern and southern neighbors, and
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by a seemingly strong and effective intelligence community, regarded itself
as largely immune from the threat of large-scale international terrorism.
September 11 changed all that.

Even the 1993 World Trade Center and 1994 Oklahoma City bombings—
devastating as they were in terms of injuries, lives lost, and their economic
and psychological impact—pale in comparison to the overall impact of the
September 2001 Pentagon and World Trade Center attacks. Almost 3,000
lives were lost on September 11, billions in property losses accrued, and an
already-shrinking economy was significantly weakened. The United States
and its allied nations began prosecuting a full-scale war in Afghanistan and
other terrorist strongholds throughout the world, and billions were poured
into homeland defense and domestic preparedness initiatives. The psycho-
logical trauma experienced during and after the attacks—trauma that affects
not only the immediate survivors of the event and the public safety rescue
workers who responded to it, but also individuals across the nation and
around the world—is incalculable. Americans’ sense of security and safety
has been fundamentally and perhaps irreparably shattered.

As they have in the past—especially in times of crisis—Americans justi-
fiably expect that local law enforcement and public safety agencies will help
restore some sense of safety and security to the nation. The public expects
local police and public safety agencies to focus their resources on the pre-
vention and deterrence of terrorism, to respond effectively and decisively to
terrorist events, and to thoroughly investigate terrorist acts and bring those
responsible to justice. These expectations are not altogether unreasonable;
despite the significance of the threat, the magnitude of the public concern
about it, and the tremendous scope of the problems this issue engenders,
American law enforcement and public safety agencies have always operated
under the mandate to protect the public and, as important, to maintain the
public’s perception of safety and security.

In line with the recognition that future acts of terrorism are now a dis-
tinct possibility or perhaps even a probability, Americans must also come to
grips with the difficult fact that future terrorist acts may well occur in smaller
jurisdictions that are less prepared to effectively prevent, deter, respond to, or
deal with such acts. Big cities on the East and West Coasts have so far been
the primary targets of terrorist groups—and they certainly remain potential
targets—but the possibility of attacks in outlying suburban areas and even
in medium and small cities in the American heartland by foreign extrem-
ists cannot be discounted. When we add to this equation the threat posed
by right-wing militias and other radical domestic terrorist groups and con-
sider the impact of the 1994 Oklahoma City bombing, the unsettling threat
to public security looms even larger.

If we pause to consider some of the goals common to many terror-
ist groups—to create public fear through violence, to gain recognition and
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publicity for their cause, to cause overreaction by government, and to reduce
the public’s sense of security by taxing law enforcement and public safety
resources—we can begin to glimpse the potent effect a significant attack or
a coordinated series of significant attacks in the heartland could have. Such
attacks would reify, reinforce, and extend, in very powerful ways, the tre-
mendous fear Americans felt when New York City and Washington, D.C.
were attacked: It would truly communicate the frightening message that ter-
rorists can strike anywhere at any time.

At the risk of sounding alarmist, we can no longer conceptualize ter-
rorism as a problem that only affects major cities, just as we can no longer
afford for police in smaller jurisdictions to remain less than fully prepared to
deal with terrorism and terrorist acts. If the institution of American polic-
ing is to fulfill its role and protect lives and property, it must take a highly
coordinated and strategic approach to terrorism—a decisive and committed
approach that involves law enforcement and public safety agencies through-
out the nation and at every level of government. The sudden and shocking
public realization that foreign terrorism is a bona fide threat along with the
profound expectations placed on American police and public safety agen-
cies raise a number of issues and problems that will test the mettle of local
law enforcement and local public safety organizations. How quickly and how
effectively these institutions can adapt to these issues and overcome these
problems remains uncertain, but the stakes are undeniably high: To a large
extent, the recognition of terrorism as a bona fide threat will determine a
host of law enforcement policies and operations, which will in turn deter-
mine the American public’s level of actual safety as well as their ongoing
faith in public safety institutions. If the threat remains unrecognized or if
the preventive measures implemented in response to a recognized threat are
inadequate, the probability of additional attacks and additional casualties
increases. In other words, the police and public safety response to the reali-
ties of a post-September 11 world will influence both the likelihood and the
effectiveness of additional future attacks and ultimately whether terrorists
succeed in achieving their goals. Preparedness is a deterrent to terrorism.

The issues and problems facing the institution of policing are com-
plex, but for the sake of conceptual clarity, we can see that they fall within
three primary categories. First, the public expectation and mandate that law
enforcement will prevent and deter terrorist acts highlights the compelling
need for effective intelligence gathering and analysis, for more sophisticated
and realistic dissemination of intelligence information, and for a coordi-
nated proactive intelligence capability that spans local, state, and federal law
enforcement boundaries.

Second, demands for an effective public safety response to actual crisis
events illuminate the need for better, more coordinated, and more sophisti-
cated operational policies and practices that involve a much broader range of
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agencies and institutions. To be effective, agencies must work together coop-
eratively, and their personnel must be properly equipped and properly trained
to quickly assess and react to crisis situations in a strategic and flexible way.
The lessons learned from earlier terrorist events provide a useful template for
understanding and preparing for future events, but the fact that terrorists
also learn from their experience and improve on past operations demands
that police and public safety agencies take a flexible and adaptive approach.

Finally, demands for swift and certain identification and prosecution of
those responsible for terrorist acts are in large measure dependent on the effi-
cacy of law enforcement’s response to the first two categories; at minimum, they
require that local, state, and federal agencies ignore or overcome some of the
traditional organizational boundaries and rivalries that have previously sepa-
rated them, instead working together to conduct coordinated investigations.
Considered as a whole, these demands can be summarized as militating for bet-
ter coordination, better definition of roles and responsibilities, and more effec-
tive utilization of resources across the landscape of American law enforcement.

The prospect of achieving these goals is complicated by a variety of con-
straints and impediments. Bearing in mind the tremendous breadth and
size of American law enforcement—there are more than 16,600 separate and
relatively autonomous local police agencies, state police agencies, and sher-
ift’s departments in the United States, ranging in size from agencies with
a single part-time officer to an agency with almost 40,000 sworn members
(Hickman and Reaves, 2001)—the prospect of quickly developing the capac-
ity for highly coordinated and highly focused response by all or even most of
these agencies in each of these three areas is unquestionably daunting.

A host of organizational, logistic, legal, and funding issues will inevitably
operate to frustrate attempts to better coordinate law enforcement activities,
as will the likely emergence of turf wars and inter- and intraagency politics
that have always inhibited the effective achievement of law enforcement’s
mission and goals. These petty quarrels have no place in post-September 11
policing, however, and the new realities require nothing less than a thorough
and comprehensive initiative to defeat such shallow disputes.

Given the functional autonomy of these law enforcement agencies and
the highly decentralized nature of American policing, both of which are
fundamental to our system of government and ultimately to the protection
of liberty, coordination cannot be ensured through legislation or executive
action alone. It is certainly not suggested that all local police agencies uni-
laterally engage in extensive overt or covert surveillance, that they proac-
tively investigate “suspicious” persons or organizations, or that they entirely
take on the responsibility for counterintelligence operations. These activities
require specific resources and a particular expertise, and to ensure the proper
balance between civil liberties and public safety is not compromised, they
also require a level of superceding administrative and judicial supervision
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that is probably not possible in any but a handful of the largest local law
enforcement entities. It is suggested, however, that the myriad impediments
to basic communication between law enforcement agencies must be reduced
to permit more effective use of resources and legitimately gathered informa-
tion. Simply stated, American law enforcement as a whole currently lacks the
formal communications infrastructure and the resolve to effectively share
critical intelligence information to the agencies that have the resources and
responsibility to properly act on the information (Yim, 2002).

Legislation at the federal, state, and local levels can do a great deal to
facilitate the necessary interaction and cooperation (just as it can function
to impede the realization of these goals), but legislation cannot hope to
compel the development of truly effective relationships between and among
agencies. Rather, the political will to forge closer relationships between
agencies, to coordinate their activities, and to better define their respective
roles and responsibilities with regard to terrorism and other public safety
crises must arise among law enforcement officials and political leaders.
Members of the executive and legislative branches must give their unquali-
fied support and encouragement to these initiatives, but committed federal,
state, and local law enforcement officials must play the primary role in cre-
ating workable partnerships.

This chapter examines each of the three constellations of issues and
goals identified, highlighting some of the constraints that operate to frus-
trate their achievement as well as some of the opportunities that exist to
facilitate them. It should be well noted that as this chapter went to press the
first time (Henry, 2002), less than 10 months have elapsed since American
policing heard its September 11 wake-up call. The process of evolving and
integrating new policies, new structures, and new mind-sets throughout law
enforcement is—and under optimal circumstances should be—a relatively
gradual and deliberate one. For many, the pace of this process to date has
undoubtedly been excruciatingly slow, and the perception may be that rather
little substantive progress has been made. It is difficult to empirically exam-
ine the accuracy of this perception since fairly little systematic analysis of
organizational and policy change in American policing has been made pub-
licly available in the preceding months, but some police agencies certainly
seem to be pursuing practical and practicable strategies designed to address
this constellation of issues. The New York City Police Department (NYPD) is
one such agency, and because a great many of the organizational and policy
changes it effected have become public knowledge, this chapter focuses on
the NYPD?’s activities and initiatives.
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Terrorism Prevention and Coordinated Intelligence

In the broadest sense, the primary mission of law enforcement is the pre-
vention of crime, and this mission ultimately extends to the prevention of
terrorist crimes. We have noted that there are about 16,600 autonomous
local police, state police, and sherift’s agencies in the United States, and the
almost 678,000 full-time officers who comprise these agencies (Hickman and
Reaves, 2001) must certainly have contact with literally millions of individu-
als on a daily basis. Police contacts with the public run the gamut from the
most casual or mundane interactions between the cop on the beat and the
law-abiding citizen to enforcement situations resulting in arrest for serious
criminal offenses. These contacts represent a potential wellspring of basic
criminal intelligence: No matter the context in which the interaction occurs,
local police officers are exceptionally well situated to gather basic intelligence
information. To date, however, this nascent intelligence resource remains
essentially untapped. To whatever limited extent this intelligence resource is
currently exploited, the emphasis is primarily on responding to traditional
crime rather than to preventing terrorist crime.

In point of fact, most police officers assigned to patrol or enforcement
duties informally gather, analyze, and disseminate basic criminal intel-
ligence on a daily basis. They interact with the public, casually or actively
obtaining information about the community and the people who inhabit it,
and they typically conduct some sort of rudimentary analysis to achieve a
better understanding of the community and its crime problems. In many
cases, they share this basic intelligence with other members of their agency
to prevent, deter, and solve crimes. In some instances, most notably when
officers recognize the significance or importance of some item of informa-
tion, they take pains to ensure that other officers and, often, other agencies
are formally apprised of it. All too often, though, the importance of crime
intelligence becomes apparent after the fact: Once police are aware that a
particular crime has occurred, they recognize the value of particular items
of information they already possess, and, it is hoped, they pass that informa-
tion along to those responsible for retrospectively investigating the offense.
Intuition and experience suggest that basic criminal intelligence is much less
frequently used proactively to prevent and deter crime than to solve crimes
that have already taken place. In other words, information that might have
been preventive intelligence for police instead becomes investigative or pros-
ecutive evidence.

In many agencies, gathering criminal intelligence is part of a fairly infor-
mal or even haphazard system—after some informal culling and rudimen-
tary analysis by supervisors, field reports and crime complaints prepared by
patrol officers may become the subject of daily roll call briefings or may be
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posted at some sort of crime information center for officers’ casual perusal.
Such informal systems depend greatly on the capacity of the patrol officer
and the reviewing supervisor to recognize the potential value of the basic
intelligence the reports contain, and again the focus tends to be on tradi-
tional crime. In other agencies, operational policies may formally require
that certain types of intelligence are memorialized in reports that are for-
warded to detectives or crime analysts for further action, but here again the
focus has traditionally been on hard criminal intelligence. Virtually without
regard to the size or the complexity of the agency, though, we can see that
police practice invariably involves some form of formal or informal crimi-
nal intelligence system even if the relative sophistication and effectiveness of
these crime intelligence systems vary tremendously from agency to agency.
Police officers are not, generally speaking, formally trained in intelligence
gathering and analysis.

These rudimentary systems in American policing are certainly a far cry
from the type of dynamic and sophisticated intelligence systems required to
adequately prevent and deter terrorism. As noted, police are typically oriented
toward recognizing particular types of crime intelligence, but they are less
attuned to other types of information and less apt to recognize its potential
value. Because the police mandate has always emphasized crime control, and
because police are schooled in the subtleties and nuances of criminal behav-
ior, officers are generally likely to recognize and act on crime-related intel-
ligence. Since the police mandate has not previously placed a great emphasis
on terrorism, and since police are not likely to be well acquainted with the
kind of subtle behaviors or cues that may indicate potential terrorist activity,
they are not apt to even recognize the significance of some information and
therefore not apt to ensure that it is brought to the attention of others.

Officers may not recognize that certain types of criminal information—
for example, that a motorist who was cited for a traffic infraction possessed a
forged out-of-state driver’s license—may have significant intelligence value.
Unless officers have been trained to recognize forged documents, unless they
are aware of the importance of forged identification for terrorists, and unless
they recognize that such documents are often produced by sophisticated
rings, the officer or agency may not take appropriate action. Even assum-
ing that the officer recognizes the license as a forgery, the agency may treat
the information as simply part of a conventional crime and neglect to pass
the intelligence on to appropriate parties or to authorities in the other state.
Even if the out-of-state driver does not appear to be a potential terrorist, this
intelligence should be passed along because an investigation may lead to the
forgery ring’s closure and perhaps even to the identification of actual terror-
ists. An effective intelligence system thus depends on the intelligence gath-
erer’s capacity to recognize the value of certain information, the intelligence
analyst’s capacity to integrate disparate items of information, and a structure
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or system that facilitates two-way communication between the gatherer and
the analyst.

Because forged documents are important tools for terrorists as well as
criminals, the NYPD has been training all its patrol officers in forged docu-
ment recognition. It has also formed investigative task forces involving other
local agencies and the Department of Motor Vehicles to conduct investi-
gations and sting operations aimed at uncovering and eliminating forgery
rings. Enhanced training, better intelligence-gathering and intelligence-
sharing protocols, and improved investigations have increased the likeli-
hood of detecting and deterring terrorist activities as well as such traditional
crimes as insurance fraud.

Two key elements in successfully exploiting the vast repository of intelli-
gence information that resides in American police agencies, then, are shifting
the police mind-set to include the notion of fighting terrorism and educating
police officers about terrorist practices, methods, and activities. Currently,
both elements are lacking. This is not to say that every American law enforce-
ment officer must become a terrorism expert—that is another daunting and
perhaps unachievable task—but that there exists a great need for more and
better education about terrorism in American policing. Only when police
agencies recognize that the post-September 11 public safety mandate now
includes protecting the public from terrorism and begin to educate their
officers about terrorism will the mind-set begin to change. As the mind-set
changes, and as awareness of terrorist activity increases, the quantity and
quality of valuable intelligence available to law enforcement will also increase.

To this end, some local police agencies (especially the larger ones) have
developed and incorporated new first-responder training curricula. The
NYPD’s In-Tac training program for patrol officers, for example, consists
of one training day of practical and realistic tactical role-play scenarios fol-
lowed by one training day of classroom instruction. The instructors selected
to present this popular training are all seasoned street cops, and the realis-
tic but flexible nature of the interactive scenarios—which are adapted from
actual tactical scenarios NYPD cops have encountered in the field—add to
the program’s credibility and appeal. Following the September 11 attacks,
an “Introduction to Counter-Terrorism” curriculum was introduced through
In-Tac training: Officers spend the first day enacting the kind of everyday
tactical situations in which they might encounter potential terrorists or
potential terrorist activities (e.g., car stops, suspicious person calls, and bomb
threats) and part of the second day critiquing their tactical response. The sec-
ond day’s curriculum also provides additional information about the history
and activities of various terrorist groups as well as the tactical and cognitive
knowledge officers need to recognize and thwart such incidents as bombings,
weapons of mass destruction (WMD), and nuclear, chemical, and biologi-
cal (NBC) incidents. Besides providing cognitive knowledge and insight into
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these topics, the training emphasizes officer safety as well as the agency’s
response protocols.

As part of a comprehensive training package, In-Tac is making a differ-
ence in terms of developing an awareness mind-set. Other elements of the
training package include a series of videos officers watch in their weekly in-
service training, various bulletins and messages presented at daily roll calls,
Terrorism Awareness Bulletins (described more fully further in the chapter),
and informational cards officers are required to carry in their memo books
while on patrol.

Communications Structures

Another key element in achieving a coordinated intelligence capability to
help detect and deter terrorism involves fundamentally changing the struc-
ture of communications within and between law enforcement agencies.
Even if an agency develops information, it has little value unless and until
it is subjected to preliminary analysis, evaluated for its intelligence poten-
tial, and passed along to other officers and other agencies where it can be
turther evaluated and incorporated with the intelligence data they have col-
lected. If the information proves useful and leads to the development of hard
intelligence, the hard intelligence must also be disseminated upward and
downward to the agencies and officers who can make use of it. Only when
operational police officers are made aware of the specific threats and activi-
ties they should be looking for, though, can their talents at intelligence gath-
ering be fully utilized.

The NYPD, for example, has added an intelligence component to its basic
recruit training curriculum. The Police Academy’s intelligence officer main-
tains liaison with other intelligence officers and units throughout the agency,
reviews news and media coverage of terrorism activities and world affairs
(i.e., open-source intelligence), and prepares daily intelligence briefings that
are disseminated to recruits through their instructors. Instructors lead dis-
cussions of these specific and general topics, and recruits are orally quizzed
about how this information and these skills can be applied in everyday police
activities. The rationale and purpose behind this component is to get young
officers thinking about the way national and world affairs affect their work,
to create an analytic mind-set in which officers will actively seek and use
information, and to instill the kind of analytical habits that foster good intel-
ligence gathering. In addition, the NYPD regularly disseminates Terrorism
Awareness Bulletins throughout the agency. These timely bulletins advise
officers of current threats and provide information to help recognize poten-
tial terrorist activities. For example, a Terrorism Awareness Bulletin explain-
ing the activities of radical Islamic suicide bombers might advise that, for
religious reasons, suicide bombers typically remove all or most of their body
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hair and may wear perfume immediately prior to the attack—information
that can potentially help cops recognize and prevent a suicide bombing.
Other Terrorism Awareness Bulletins might describe the various odors that
may indicate the presence of an airborne chemical agent. The continual flow
of terrorism-related information and knowledge fosters a mind-set of aware-
ness to one’s surroundings and encourages dialogue about these issues.

In a similar vein, other police agencies can ensure that officers are kept
informed through daily roll call briefings that provide the same type of
information. In addition to current national and world events, these briefings
might include updates on agency policies as well as local issues and events
that potentially involve criminal or terrorist activities. Are any poisonous
chemicals manufactured or stored in quantity anywhere in the agency’s
jurisdiction? If so, what type of security is in place, and what facts should
officers responding to the location be aware of? The key is to get American
police officers to be well informed; to think critically about what they see,
hear, and do; and to share the information they gather with other officers
and other entities.

Overcoming Communications Barriers

American policing was never designed to facilitate the free flow of intelli-
gence information between and among law enforcement agencies, and sig-
nificant barriers to communication often exist between them. In particular,
the flow of information and intelligence between agencies at different levels
of government has been especially problematic.

The tortuously named Uniting and Strengthening America by Providing
Appropriate Tools Required to Intercept and Obstruct Terrorism (USA
PATRIOT) Act of 2001, passed by Congress on October 25, 2001, and
signed into law by President Bush on the following day, represented a single
opportunity for the federal legislative branch to enhance the flow of intel-
ligence across the three levels of American government. This 342-page bill
was a synthesis off four separate proposed bills submitted in the House of
Representatives and Senate that amended at least 15 different federal statutes
and instituted a wide variety of changes to federal criminal procedure rules.
Despite a host of supporting testimony from leading American municipal
police officials, Congress ultimately chose not to mandate that federal agen-
cies share intelligence with state and local agencies.

The act’s final provisions did require that federal law enforcement and
intelligence agencies share some limited terrorist intelligence between them-
selves, but after rather little public debate or discussion, Congress removed
language in earlier drafts that would have brought state and local agencies
into the intelligence loop. By removing this language, Congress missed
the opportunity to develop a highly effective and broad-based intelligence
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collection and dissemination system that would maximize the resources
available to the intelligence community. Congress also indirectly facilitated
the emergence of inter- and intraagency turf wars and disputes over the con-
trol and use of information—turf wars that have historically interfered with
local law enforcement’s ability to ensure public safety (Oates, 2001).

Historically, there has been a great reluctance on the part of federal law
enforcement agencies to share intelligence information, especially with state
and local agencies. A great deal of this reluctance seems based on a funda-
mental, long-standing, and self-interested distrust of local law enforcement.
While concerns for intelligence leaks or the misuse of information might at
first glance seem to justify some of the suspicion, these concerns should also
be considered in light of the compelling need to enlist the personnel and
other resources of local law enforcement in the fight against terrorism. The
competition for budgets, for resources, and for public credit between the 16
federal agencies charged with intelligence gathering and analysis responsi-
bilities may also underlie some of this bureaucratic resistance.

Since knowledgeable and informed local law enforcement agencies can
and should play an important role in intelligence work—especially in terms
of deterring and preventing terrorist acts—it seems reasonable to expect that
layers of effective safeguards could be built into the intelligence collection
and dissemination system to adequately protect confidential sources and
data. Congress, however, ultimately opted not to compel federal agencies
to share intelligence with state and local law enforcement. Intuition and an
understanding of the essential role coordinated intelligence systems should
play in combating terrorism suggest that in the rush to quickly enact legisla-
tion, the USA PATRIOT Act’s failure to create a more inclusive intelligence
loop was a faulty and disappointing legislative decision that may ultimately
operate to the detriment of public safety.

There currently exist few established mechanisms for the widespread
formal dissemination of raw, soft, or hard intelligence among local police
agencies, and this fact imputes the need for the creation of regional intelli-
gence networks. Perhaps operating under the aegis of state government or in
cooperation with state law enforcement entities, representatives of local law
enforcement agencies could meet regularly to share intelligence.

Heather MacDonald (2001), writing in The City Journal, makes precisely
this point. MacDonald (2001) outlines the intrinsic difficulties faced in col-
lecting and sharing intelligence across agency lines, noting that many major
cities have joint terrorist task forces (JTTFs) operating under the leadership
of the FBI. By agreement, the FBI has exclusive jurisdiction over local terror-
ist investigations in jurisdictions where JTTFs operate. Insofar as the JTTFs
include seconded local and state law enforcement personnel, they would seem
to be part of an effective intelligence system: Local law enforcement officials
typically have better sources of information in the communities that might



Coordinated and Strategic Local Police Approach to Terrorism 115

harbor terrorists. In New York City, for example, the JTTF includes some of
the best detectives in the NYPD—highly experienced detectives with unpar-
alleled knowledge of the city and its criminal networks—but the same detec-
tives who collect and provide intelligence to the FBI are often precluded from
sharing the same information with their own agency. One of the dilatory
tactics federal law enforcement agencies have employed to limit the trans-
mission of intelligence information to local law enforcement executives is to
delay their required security clearances. It is an ironic reality that local law
enforcement officers can be legally forbidden from sharing information with
their own chief executive until the chief receives an FBI security clearance—
a process that can take months or years. MacDonald (2001) cites this and a
variety of additional sources and evidence to make the case that turf wars
and federal law enforcement’s penchant for secrecy have severely hampered
terrorist investigations.

MacDonald (2001) calls for the creation of an intelligence system similar
in form and structure to the NYPD’s Compstat system—a crime intelligence
and accountability management system that many credit with bringing
about New York’s tremendous reduction in crime since 1994. The NYPD’s
Compstat meetings facilitate accountability and diminish turf wars in part
by bringing the commanders of various units together and requiring them to
share information with commanders of other units and with the agency’s top
executives. Department executives question precinct commanders intensely
about the number, type, and distribution of crimes within their precincts as
well as about the strategies the commanders are employing to reduce crime.
Commanders are held highly accountable—the intensity of the meetings
help executives to quickly and accurately identify the strengths and weak-
nesses of individual commanders, and commanders whose skills and abili-
ties are lacking are replaced with more competent managers. The meetings
also permit executives to identify those commanders who are team players
and those who are not (Henry, 2002).

MacDonald (2001) suggests that biweekly “Fedstat” meetings should be
convened in major American cities, to be chaired by the FBI special agent in
charge with all other relevant law enforcement agency heads attending. The
purpose of these meetings would be twofold: to ensure that every agency is
aggressively pursuing its investigations and to ensure that intelligence is being
shared among and within the agencies. Security concerns would be addressed
by requiring agency heads to obtain FBI security clearances—a highly sub-
jective process that could, at the FBIs discretion, be easily expedited.

In other areas and regions of the nation without JTTFs, local law enforce-
ment agencies could organize their own regularly scheduled intelligence-
sharing meetings. The specific structures and constellations of the agencies
involved are less important to this analysis than the fact that some sort of
intelligence network is required. If Congress and federal law enforcement are
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unwilling to sponsor, fund, and nurture these coordinating networks, the
burden to organize them necessarily falls on state and local agencies.

Some of the measures implemented by the NYPD prove illustrative of
the kind of steps other local law enforcement agencies can take, albeit on a
smaller scale, to enhance their ability to deal more effectively with terror-
ist threats. Since taking office in January 2002, NYPD Police Commissioner
Raymond Kelly has undertaken several initiatives to strengthen and improve
the department’s intelligence and counterterrorism functions, and they
include assembling a highly experienced team of executives and advisors as
well as modifying the organizational structure.

For example, Kelly created a new Intelligence Bureau that subsumed the
former Intelligence Division, increasing its personnel to approximately 700
investigators. About half of the bureau’s workload is now devoted to gath-
ering, analyzing, and disseminating intelligence on foreign and domestic
terrorist groups, with the remainder of the workload focusing on more tra-
ditional gang, organized crime, and criminal enterprise intelligence. The
Intelligence Bureau’s shift from what was primarily a criminal intelligence
unit necessitated the development of new skill sets and new methods of con-
ducting intelligence work. To enhance its use of open-source intelligence and
other intelligence methods, the bureau recruited experienced officers with
an expertise and background in military intelligence. The department also
recruited and retained a highly experienced intelligence expert to head the
bureau: Kelly appointed David Cohen, a retired 35-year official of the Central
Intelligence Agency (CIA) and that agency’s former director of operations for
the newly created position of deputy commissioner of intelligence (“Ex-C.I.A.
Spy Chief,” 2002; Levitt, 2002).

On the counterterrorism front, Kelly appointed Marine Corps Lieutenant
General Frank Libutti, former commander of Marine Corps Forces in the
Pacific and former special assistant for homeland security at the United
States Department of Defense, to the newly created position of deputy com-
missioner for counterterrorism (City of New York, 2002). The new Counter-
Terrorism Bureau includes the approximately 100 detectives assigned to the
FBI-NYPD JTTF and another hundred or so officers involved in ongoing
training of the agency’s personnel, ongoing assessment of New York City’s
vulnerability to various kinds of terrorist attacks, and ongoing evaluation of
the agency’s resources, procedures, and overall capacity to prevent, deter, and
respond to terrorism (Kelly, 2002).

Because both these officials work closely together, and because both
report directly to the police commissioner, the NYPD has created a tight
organizational structure with exceptionally short lines of communication—
the type of structure that fosters a rapid and effective strategic response
to emerging issues and concerns. Because both executives are essentially
“outsiders” to the NYPD who nevertheless possess a wealth of “insider”
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experience and knowledge about dealing with the federal sector, many of the
communications problems, mutual distrust issues, and agency rivalries that
typically plague interactions between local and federal law enforcement can
easily be ameliorated or overcome.

Other NYPD initiatives involve establishing formal liaison with the
intelligence and counterterrorism entities of friendly foreign nations around
the globe and sending officers to observe, train with, and learn from agen-
cies with far greater experience in these matters. Officers from the NYPD
have visited Israel to study that country’s intelligence and counterterrorism
operations (Associated Press, 2002; O’Shaughnessy, 2002), and operational,
training, and intelligence officers have visited the Garda Siochana, the Police
Service of Northern Ireland, and the London Metropolitan Police Service to
learn from the experience of their Special Branch and Anti-Terrorism squads.
A small team of NYPD intelligence officers was even sent to Afghanistan
(Marzulli, 2002). A host of other outreach initiatives have strengthened rela-
tionships between the NYPD.

Given the tremendous importance of coordination and cooperation
between police and other public safety agencies, New York’s police and fire
commissioners have jointly instituted a host of initiatives to improve com-
munications and coordinate policies. The initiatives include conducting
more joint training exercises, integrating radio systems, utilizing police heli-
copters as a platform for Fire Department of New York (FDNY) officials to
direct fire operations, and assigning command-level personnel as full-time
liaison (Rashbaum, 2002).

The NYPD has also forged an unprecedented number of formal and
informal relationships with private security management organizations, the
health care sector, transportation associations, local colleges and universi-
ties, and other entities with resources necessary in the fight against terror-
ism. Through mutual dialogue, planning, and training, these organizations
play an important advisory role in determining the policy of the NYPD and
the city of New York. By the same token, keeping these entities informed
about terrorism helps ensure both the perception and the reality of safety
throughout the city, and they can also form an important link in the intel-
ligence chain. The NYPD sponsored a seminar for 250 landlords and real
estate executives, for example, to brief them on improving building secu-
rity, recognizing forged identity documents, and other information obtained
from Al Qaeda manuals about the type of apartments terrorists might favor
(Fries, 2002).

Certainly, few American local law enforcement agencies could devote
resources and personnel at the same proportion as the NYPD, but smaller
agencies can nevertheless emulate some of the principles illustrated in the
NYPD’s approach. Many smaller agencies could, for example, easily nominate
an intelligence/counterterrorism officer with the responsibility to prepare
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weekly (or, preferably, daily) intelligence briefings collected from open-source
materials and from other law enforcement agencies. One of the intelligence/
counterterrorism officer’s roles should be to generate a mind-set of awareness
and preparedness by disseminating and collecting information and by estab-
lishing a fairly high level of discourse about terrorism and tactical response
to it. Not every agency can retain a former ranking CIA official or a Marine
Corps lieutenant general to beef up its capabilities, but many police chiefs
could establish closer liaison with local active and reserve military units and
draw on their expertise and resources. Police chiefs could also establish advi-
sory groups comprised of active, retired, or reserve military officers; health
care officials and administrators; scientists from local colleges and univer-
sities; and the heads of various professional organizations. These and other
initiatives represent a relatively inexpensive yet highly effective way for local
law enforcement to ensure preparedness for a potential terrorist event.

Coordinated Response to Terrorist Acts

As noted, well-orchestrated mass casualty attacks in large urban areas
are by no means the only potential terrorist threat faced by American law
enforcement and public safety agencies. Large urban agencies represent only
a fraction of total law enforcement personnel and resources, and agencies
in smaller suburban and rural areas must also become better prepared to
deal with terrorist threats and terrorist events. At first glance, mass casu-
alty attacks and the potential use of WMD may seem best suited to densely
populated areas, but we must recognize that a well-coordinated series of
smaller attacks in less-prepared jurisdictions could have just as devastating
an impact on American society as an attack against a major city. Such attacks
could, in other words, just as easily advance the terrorist agenda. The pos-
sibility of coordinated multiple attacks illuminates the need for coordinated
cross-jurisdictional command-and-control systems as well as for coordi-
nated cross-jurisdictional training and response protocols.

Bearing in mind that terrorist goals typically include the creation of
widespread public fear, we can see that media attention brings attention to
the terrorist group’s activities and objectives, eroding public faith in govern-
ment and in government agencies charged with the responsibility for public
safety. Attacks in the American heartland would therefore seem quite attrac-
tive to foreign and domestic terrorists. Extensive target hardening initiatives
have taken place in large municipalities since September 11, including more
effective security measures at international airports as well as at bridges, tun-
nels, and public transportation hubs. Because their police departments and
public safety agencies typically have greater resources and generally higher
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levels of preparedness, big cities may have a degree of resilience to terrorist
actions that is absent in smaller municipalities.

We must bear in mind that terrorists are, in a sense, criminals of oppor-
tunity: They can be expected to identify and exploit vulnerabilities and to
take the path of least resistance as long as that path leads to the attainment
of their goals. If target hardening, enhanced terrorism awareness, and aug-
mented security measures in urban areas are successful—that is, if they
make terrorist activities more difficult to carry out in big cities—terrorists
may shift their attention to less-prepared smaller jurisdictions. American
policing must therefore not exclude or discount the potential for attacks in
less densely populated areas and perhaps especially the potential for a coor-
dinated series of multiple attacks that would severely deplete local public
safety resources.

A coordinated series of multiple attacks against soft targets in the
American heartland would certainly add a new dimension of public fear and
would severely tax law enforcement and public safety resources. Smaller law
enforcement and public safety agencies typically rely on mutual aid arrange-
ments to deal with disasters and with the major crime events they encounter,
but intuition and experience suggest that relatively few public safety agencies
have developed extensive contingency plans to deal with major events other
than traditional crimes and natural calamities. Although police agencies
generally have some historic knowledge of how they should deal with disas-
ters and major crime events, that knowledge may not be directly applicable to
the special circumstances surrounding terrorist actions. Contingency plans
for evacuating the public from a coastal area in the event of a hurricane, for
example, might assume that bridges will be intact, that roads will be gen-
erally passable, and that adequate warning of an impending storm will be
given. This plan might be of absolutely no use if a sudden terrorist attack
includes damaging bridges and other routes of egress.

A series of small simultaneous attacks in several adjoining suburban
jurisdictions—several small bombings or arson attacks, for example, or a
sudden rash of highly dispersed bomb threats at sensitive installations across
several geographically large but thinly populated jurisdictions—would
severely limit the number of law enforcement personnel available to respond
to any given location. Quite simply, agencies might be spread too thinly and
be too preoccupied with their own local events to respond to another agen-
cy’s call for mutual aid.

This and other scenarios highlight the compelling need for cross-juris-
dictional training and development of cross-jurisdictional response proto-
cols, as well as the need for more expansive thinking, better planning, greater
interaction between agencies, and more cooperation with the private secu-
rity industry. To avoid additional confusion in the chaotic aftermath of a
terrorist event, police officers and agencies responding to a mutual assistance
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call must be generally aware of the policies and protocols operating within
the affected jurisdiction. By way of example, a predetermined response plan
would clearly establish the roles and responsibilities of each agency and clar-
ify the number and type of public safety personnel available for deployment.
Among other things, the response plan—which should be flexible enough to
adapt to unforeseen exigencies—would identify installations that are likely
targets, specifying emergency response and public evacuation routes as well
as predesignated staging areas.

A critical issue at the scene of many disasters and large-scale emergen-
cies is exactly which agency will take operational command. In some munic-
ipal policy jurisdictions, the fire chief or some other emergency management
official is the designated commander. Particularly in smaller jurisdictions,
there may be no existing municipal policy to guide this essential decision,
resulting in significant operational delays and additional chaos.

Other troublesome issues include the interoperability of radio and other
communication systems as well as the specific roles personnel from outside
agencies will play. In a hostage situation, for example, should negotiators or
SWAT (special weapons and tactics) team members from another jurisdic-
tion take an active role as part of the operational team, or should they be
deployed in some other support capacity? If they are to take part in the oper-
ation, have they trained with the local negotiators or SWAT team members to
an extent that they will be an asset rather than a liability? A host of logistical,
legal, and liability issues will certainly shape these decisions, which must be
resolved prior to the onset of the emergency.

Similar issues exist with regard to interactions with the private security
industry and the use of private security’s resources for a public purpose.
Private security personnel should certainly not be expected to fulfill the
role of trained police officers, but they can assume a great many ancillary
and support functions in a time of crisis if adequate preparation, plan-
ning, and training have taken place. If a potential terrorist event—a bomb
threat or a hostage situation, for example—takes place on a local college
campus or at a suburban shopping mall, private security forces might be
mobilized to divert traffic, to assist in evacuation efforts, or to establish
a secure outer perimeter. While private security forces typically operate
only on private property, the most expedient strategy in times of crisis
might be to dispatch uniformed security guards to off-site traffic posts
so that better-trained police officers can focus their attentions and ener-
gies on the immediate threat. These and other strategies will, of course,
require specific kinds of preevent planning and training as well as a set of
agreements outlining specific roles and responsibilities among the entities
involved.

None of these activities can take place unless law enforcement and public
safety agencies meet with each other (and with private security directors) to
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creatively identify the possible threat scenarios they face, to construct coher-
ent response plans, to consider logistics issues, and to iron out viable proto-
cols in which all of the players know their own roles as well as the roles others
will play. Beyond this planning process, these entities must also conduct
regular joint mobilization drills to ensure that the plans and protocols are
workable and practicable. Simply developing a paper plan is insufficient, and
abstract tabletop exercises cannot hope to capture the situational exigencies
and human errors that inevitably occur in the real world to confound even
the best-laid plans. Tabletop exercises and joint command drills are an excel-
lent way to identify some types of conflicts in interagency protocols, to define
appropriate roles, and to streamline procedures, but they cannot account for
the equipment malfunctions, communications snafus, and human foibles
and misjudgments that inevitably plague first responders during real crises.
First responders must also play an active part in the exercises if planning and
training for major events are to be successful.

Strategic-Tactical Response

Prior to September 11, 2001, American policing as a whole was largely igno-
rant of terrorism, of terrorist groups, and of terrorist methods and opera-
tions. As noted, though, many or most American police officers and police
agencies are generally effective in terms of dealing with traditional crime.
Police are keenly aware that the seemingly ordinary situations they encoun-
ter can quickly evolve into dangerous criminal events, and most police adapt
to this reality by using effective strategies and tactics in even their most rou-
tine interactions with the public.

The same cannot be said for most police officers in terms of their pre-
paredness for terrorist events. In fact, intuition and experience suggest
that the vast majority of American police officers lack specific knowledge
and training to recognize the cues that may indicate terrorist activity, and
many probably lack the mind-set and repertoire of specific skills necessary
to respond safely and effectively to actual events. What proportion of officers,
called to a residence to resolve a landlord-tenant dispute, would recognize
the presence of equipment and materials used to manufacture explosives or
to breed biological agents?

How many officers, responding to a call that several people have fallen
ill during an outdoor park concert, would have the foresight to look around
for the carcasses of birds and small animals as they approach the scene? The
presence of dead birds or dead animals may indicate the presence of a toxic
airborne agent. If the officers do observe this cue, should they enter the area
and become possible victims themselves, or should they stay a safe distance
from the victims and simply disperse the crowd? Should the crowd be scat-
tered or moved a safe distance away to await decontamination? What is a
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“safe distance” from the site? Who should be permitted to treat the victims,
and what kind of personal protective equipment should they put on before
approaching the victims?

The point here is that the knowledge, skills, and attitudes that have tra-
ditionally served the police officer well in terms of fighting crime are entirely
inadequate to deal with many kinds of terrorist acts. Police and public safety
personnel must be prepared for a different range and quality of threats in
a post-September 11 world, and that preparation includes developing an
entirely new and entirely different set of terrorist-related knowledge, skills,
and attitudes.

Without further belaboring the point, the knowledge, skills, and atti-
tudes in this regard are largely lacking at the local level of law enforcement,
and municipalities must immediately take affirmative steps to address this
problem. In line with the observations made previously in this chapter,
American local law enforcement must develop and implement strategies that
build partnerships and maximize the effectiveness of available resources.

Coordinated Investigations

Many of the principles and points outlined apply to the proactive inves-
tigation of extremist groups and potential terrorist activities as well as
the retrospective investigation of terrorist actions. Such investigations
require a very high level of sophistication, extensive knowledge of spe-
cific terrorist groups and methods, and tremendous cooperation that
typically spans organizational boundaries. Whether prospective or ret-
rospective, successful terrorist investigations rely greatly on intelligence
systems, and we have seen that these systems are lacking in American law
enforcement. Indeed, many other structural and organizational frailties of
American law enforcement can also complicate and inhibit effective ter-
rorist investigations.

It is important to recognize that the responsibility for investigating virtu-
ally all bombings and terrorist attacks lies with federal law enforcement. The
state or local agency may be called on to assist the investigation in various
collateral ways, but the role of that agency will certainly not be that of the pri-
mary investigative agency. Given the history of friction between federal and
local law enforcement, the tendency for petty jealousies and misunderstand-
ings to escalate into full-blown turf wars, and the tremendous media atten-
tion and public pressure that will inevitably accompany the investigation, it
is also doubtful that a given terrorist investigation will proceed quickly and
smoothly. Conflicts are practically unavoidable in the current law enforce-
ment climate. Local law enforcement officials may not have the sophisticated
expertise and the logistic and support resources required to conduct these
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investigations, but they generally possess better lines of communication with
the local community and better sources of local information than federal
agencies. Local law enforcement’s formal and informal intelligence systems
will thus take on a critical importance, again pointing to the need to develop
stronger intelligence capacities at the local level.

The prospect of a major terrorist investigation also indicates the a priori
need for better relationships between local law enforcement and public safety
agencies, better planning, and better response protocols. Another intrin-
sic element is the ongoing cultivation of viable relationships between law
enforcement, public safety agencies, and private security within a region.
When cooperative relationships already exist, and when personnel have pre-
viously developed contacts and knowledge of the other entities’ operations,
the organizational boundaries that might ordinarily inhibit an investigation
are significantly diminished.

Summary and Conclusion

If American police and public safety agencies are to face and overcome the
threat of terrorist activities, they must dramatically change their policies,
their training, their operational practices, and their relationships with each
other. The specter of terrorism, as demonstrated in the September 11 attacks
on the World Trade Center and the Pentagon, has ushered in a new reality
for American policing—a reality that the institution of policing is largely
unprepared to face.

This chapter has attempted to set forth some of the difficulties and chal-
lenges American policing is likely to face in relation to the emerging terrorist
threat. One of the most daunting challenges involves coming to grips with
the notion that future acts of terrorism, if and when they occur, may not
take place in large urban areas. The terrorist threat should not be conceived
of narrowly or in terms of earlier terrorist acts and attempted terrorist acts;
while the potential for terrorism involving mass casualty attacks in big cities
remains real, the potential for different kinds of terrorist activity also exists
in smaller urban, suburban, or even rural jurisdictions. In particular, a coor-
dinated series of attacks on targeted sites in the American heartland seems
tailor made for extending the terrorist agenda and achieving terrorist goals.
Whether or not those threats ever come to fruition, American police agen-
cies in smaller jurisdictions must be prepared to take up the challenge of
combating terrorism.

In light of the terrorist threat, American policing must find new ways
to preserve its decentralized system while achieving greater coordination of
efforts and resources across organizational boundaries. If American police
are to continue deterring, preventing, and responding to events that threaten
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lives and property, as well as maintaining the public’s sense of safety and
security, significant operational and policy changes must take place. These
include developing more cooperative relationships between law enforcement
and public safety agencies at all levels of government and developing the kind
of attitudes, skills, and knowledge American police need to be as effective in
combating terrorism as they are in combating traditional crime.

This cooperation and coordination entails greater and more effective
threat identification, better planning for potential terrorist events, and a
relaxation of organizational boundaries. It also requires more effective, effi-
cient, and sophisticated intelligence systems—especially at the state and local
levels of law enforcement—and better systems for communicating intelli-
gence within, between, and among agencies. Finally, the realities of post—
September 11 policing call for a host of new training initiatives that will
equip police officers and other public safety personnel with the wherewithal
to effectively identify and respond to terrorist threats.
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Introduction

This chapter examines the views of the law enforcement community con-
cerning critical issues related to local preparedness for possible terrorist inci-
dents. Information is derived from a statewide conference held on domestic
preparedness in Ohio. Representatives from law enforcement agencies located
in all 88 counties of the state attended the conference and determined a set
of top five priority issues in response to four discussion questions: (a) critical
equipment needs; (b) critical training needs; (c) critical internal issues; and
(d) critical external issues.

Since September 11, 2001, media portrayals of the New York City Police
Department have been quite prominent and very positive. The public has
learned that the police are “first responders” to the scene of tragedies and are
frequently placed at great risk.

* Support for the statewide conference was provided by the Office of the Lieutenant
Governor in cooperation with the Ohio Emergency Management Agency, the Ohio
Highway Patrol, the Ohio Department of Rehabilitation and Corrections, the Ohio
Office of Criminal Justice Services, the Public Utilities Commission of Ohio, and The
Ohio State University.

127



128 Examining Political Violence

Beyond the media hype, however, is a different story. It is neither the
glamorous tale of heroic rescue efforts nor the tragic depictions of officers
who lose their lives in the line of duty. This story is more mundane. It is
about local preparedness by the police in communities both large and small
to respond to incidents of terrorism. It is about how the police define the
probability of terrorism occurring in their community in relation to the cost
of preparation.

The purpose of this chapter is to examine preparedness issues from the
point of view of the police. Information for this article comes from a series of
group discussion sessions attended by police officers who examined various
dimensions of local preparedness for terrorism. These sessions occurred at a
statewide conference held on that subject in Ohio in June 2000. This confer-
ence also included concurrent sessions for other first responders (i.e., fire,
emergency medical, health officials, etc.) and community leaders concerned
about issues related to terrorism (Office of the Lieutenant Governor, 2000).
Clearly, timing is important, and any conference focused on the issue of ter-
rorism is chronologically defined in relation to September 11. Would police
perceptions be different if the conference were held in October 2001 rather
than in June 2000? Are the views of the police more valid today than before
September 11, 20012 Perhaps, but perhaps not. I argue that general issues
related to local preparedness for terrorism should be discussed without the
rush of recent events and instead tempered by the everyday issues confront-
ing the police in communities across the country.

Community and Policing in the United States

The context of policing in the United States can best be described as a com-
plex system (Whisenand and Ferguson, 2002). Federal and state legislation
empower local communities to establish their own police agencies and ser-
vices. These legislative bodies also define the parameters in which police pow-
ers are exercised in the United States, specifically through laws that put limits
on who can be a police officer; minimum requirements for basic or entry-
level training, plus requirements for recertification and advanced training;
certification of training programs and facilities; laws defining police pow-
ers of arrests; costly penalties for crimes committed against police officers;
appropriate police practices in relation to citizens’ rights; and the internal
management of police departments, including budgeting and conformance
of personnel to agency policies and procedures, among a host of other mana-
gerial functions.

Within the parameters set by federal and state governments, each local
community is relatively autonomous in terms of how its police agencies are
set up and run. There are nearly 17,000 local law enforcement agencies in the
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United States, from as small as 1 officer (or sworn personnel) to as large as
more than 39,000 officers (Hickman and Reaves, 2001). Size adds complexity
to the way a police agency is administered and variety to the ways the agency
relates to the community in terms of how sworn personnel respond to calls
for service and how the police department develops collaborative arrange-
ments with other public service agencies in the community (Palone, Myers,
and Worden, 2000; Weisheit, Falcone, and Wells, 1999).

Also influencing the complex fabric of policing in the United States
is the way in which police agencies are organized and integrated into the
bureaucratic structure of local community services. In some communities,
the head of the police department has nearly complete overlapping jurisdic-
tions and missions (Geller, 1985; Hickman and Reaves, 2001; Whisenand
and Ferguson, 2002) and autonomy to do whatever he or she likes. Other
communities require much more accountability of the police agency, such as
through periodic updates of police activities and crime statistics and routin-
ized auditing of police budgets. Political arrangements of local communities
vary as well. In some communities, the head of the police agency reports
to a single person, such as a mayor or city manager. In other communities,
accountability is directly to an elected assembly, such as a city council, county
commissioners, or township trustees. Some communities add an extra layer
to their bureaucratic structures by hiring a “safety director,” to whom the
head of the police agency (and other local first-responder agencies) is directly
accountable (Geller, 1985; Whisenand and Ferguson, 2002).

Further complicating the patchwork quilt arrangements of policing in
the United States is the fact that local police agencies can overlap in their
jurisdictions. For example, local units of government include both counties
(or county equivalents) and incorporated places, such as cities, towns, and
villages. Usually, the status of city is reserved for incorporated places with
large populations, the status of town for populations smaller than cities, and
the status of village for the smallest populations. State-level laws specify these
statuses, and each of the 50 states will have a different arrangement for the
relationship between population size and the status of an incorporated place.
The unincorporated areas of counties in many states are subdivided into
townships. All three—counties, townships, and incorporated places—can
establish police agencies. Plus, in many localities, the jurisdictions of these
police agencies can overlap. For example, there are over 3,000 countywide
sheriff’s departments (Hickman and Reaves, 2001). These police agencies can
have jurisdiction over the whole county, including all townships and incor-
porated places located within the boundaries of the county. In some states,
sheriff’s departments are restricted to serving arrest warrants and subpoenas
for people to appear in court, with a separate countywide police department.
In other states, sherift’s departments are full-service police agencies, match-
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ing the same breadth of mission and array of functions as police agencies of
townships and incorporated places.

There is another dimension to the complexity of policing in the United
States. It is the presence of specialized police agencies authorized by the con-
stitutions and bylaws of state governments. These agencies, which often have
far-ranging jurisdictions and police powers, can include a statewide police
or police devoted to servicing highways (i.e., highway patrol), public hous-
ing (i.e., metropolitan housing authority), parks and recreation areas (i.e.,
park police or park rangers), and public transit (i.e., metropolitan subway or
transit system police).

The locality-specific nature of policing is complicated by one more
dimension: the nature of community itself (Sharp, 2001; Wilkinson, 1970).
By definition, community has both a geographic referent and an organiza-
tional referent. Typically, a community is defined as a place where members
have common ties. As a place, most communities have boundaries, frequently
defined by geography (i.e., rivers, mountains, valleys, etc.); political jurisdic-
tions (i.e., counties, townships, incorporated places); or both. Communities
vary by the amount of cohesion exhibited by the individuals and groups
who reside and act within the boundaries. In other words, in some com-
munities, there is strong identity with the community and strong ties among
community members. In other communities, identity is weak among most
members, ties are not very strong, and there is little social capital on which
collective action can be built (Sharp, 2001). Commonly, it has been assumed
that smaller communities represent the former type, and larger, more urban-
like communities represent the latter. However, that is not always so. Some
rural communities are not very cohesive, and many large, urban communi-
ties exhibit an amazing degree of cohesion among their members.

The community context is an important influence on the organizational
behavior of the police. Not only do the heads of police agencies have to deal
with administration of the agency itself, but also they must contend with
the ever-shifting and often-competing interests of different constituencies
within the community (Geller, 1985; Palone et al., 2000). Beyond calls for
service, police agencies and police response to crime are shaped at the local
level by politicians, civic and volunteer groups, activists, local media, reli-
gious groups, youth and youth-related groups, and a host of other individuals
and organizations. A community’s relative intolerance of deviance and the
values and political attitudes of its citizens partly determine which laws are
enforced aggressively and which laws are not.

Nearly all communities in the United States have politically defined
boundaries. As such, they are authorized to provide various services and col-
lect taxes. The police represent one type of service considered basic or vital
to the general welfare and safety of the populace. However, there are others
who also are considered first responders. In most communities, these other
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first responders would include firefighting and emergency medical services
(EMS) personnel. Sometimes, fire departments provide EMS, or these ser-
vices may be provided by a specialized group within the fire department.

Beyond first responders, there are other local groups involved in issues
related to safety and security, including an agency responsible for responding
to large emergencies, such as natural and human-made disasters. Most often
referred to as an emergency management agency, local offices are integrated
with the state office of emergency management through various administra-
tive arrangements and procedures that seek to ensure rapid response when
situations arise. Also, at the local level, there are public health agencies of
various sorts that are concerned with medical issues, including the early
detection and treatment of disease.

One measure of a community’s cohesion is the extent to which these
various agencies, including the police, cooperate with each other when
emergency situations occur. For example, tornadoes are frequent in the
Midwestern states and can cause massive devastation. Rapid and effective
response requires coordination among all of these agencies. Even public
health agencies become involved because natural disasters have the potential
to contaminate water and food sources.

Community theorists define cohesion along two dimensions: vertical and
horizontal (Garkovich, 1989; Sharp, 2001; Wilkinson, 1970). Vertical integra-
tion refers to the strength of relationships between an individual or group
at the local level and various individuals and groups beyond the immediate
boundaries of the community. For example, a police agency’s vertically inte-
grated relationships would include memberships in professional police asso-
ciations, relationships with statewide police organizations (such as the state
police), and relationships with various criminal justice agencies, such as the
state attorney general’s office or a state forensics lab. Some of these vertically
integrated relationships are mandated by federal and state laws, while oth-
ers are arrangements developed through contacts initiated by a local police
agency with an outside agency to acquire additional resources and expertise.

Horizontal integration refers to the strength of relationships between
individuals and groups within the immediate boundaries of the community.
For example, there are various degrees of both cooperation and competition
between a police agency and a fire department. On the one hand, both are
first responders who have responsibility for incidents involving public safety.
At the scene of a fire, fire department personnel are responsible for suppres-
sion of the blaze and the rescue of individuals from the burning structure.
The police are responsible for securing the area so that fire department per-
sonnel can perform their duties without interruption and so that onlookers
are not endangered. On the other hand, the respective heads of police and
fire agencies must frequently compete with each other for funding from the
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same local elected officials and vie for support from the same community at
large and the various constituency groups within it.

In most communities of the United States, volunteers (i.e., nonpaid per-
sonnel) help staft both police agencies and fire departments, creating situ-
ations in which the two groups must competitively recruit from the same
pool of citizens (Whisenand and Ferguson, 2002). Among law enforcement,
these volunteers frequently are called “police reserves,” who can be called to
duty in emergency situations or when large events are held, such as festivals
or concerts, that require additional personnel. In many communities of the
United States, fire departments are staffed almost completely by volunteers.
Even the fire chief may serve part time and is a volunteer. Fire departments
become more than merely agencies responsible for responding to calls for
service; they become a focal point for various social activities (and the politi-
cal center for local politics), such as a place for volunteers to congregate and
gossip, and as a group raising money to purchase fire protection equipment.

Similar relationships exist between the police and other local agencies in
the community responsible for issues of health and safety. It is into this com-
plex network of overlapping jurisdictions and varying degrees of interagency
collaboration and competition that the issue of preparedness for terrorism
has now confronted every police agency in the United States.

The State of Ohio Conference on Terrorism

During the 1990s, a series of incidents raised grave concerns about the pos-
sibility that terrorism would become a growing reality in the United States.
These incidents included events occurring both inside and outside the coun-
try. Conflicts around the world made headlines nearly every day in the
United States, from such places as far away as Northern Ireland, Sri Lanka,
Israel and Palestine, and the Basque region of Spain and from groups within
countries formed after the breakup of Yugoslavia, among others. Plus, U.S.
citizens and property in other countries (i.e., embassies, ships, and military
installations) have been the frequent targets for attacks by terrorists. Within
the United States, there were many events as well, including incidents of ter-
rorism by right-wing and antigovernment groups, extremist groups promot-
ing various environmental and animal rights issues, and groups opposed to
the globalization of the economy, the practices and policies of international
corporations, free-trade summits by world leaders, and so on. As well, race
relations within U.S. society have been and will continue to be a possible
domestic source for terrorism. In the past, civil rights groups and leaders of
predominantly black churches have been the targets of violence.

In particular, one incident served to change the mind-set of many elected
officials, especially at the state and federal levels. This was April 19, 1995,
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when Timothy McVeigh and accomplices bombed the federal building
in Oklahoma City, Oklahoma. Over 160 people were killed. This incident
had important symbolic value for these state and federal leaders. First, it
occurred in the midwestern region of the United States. A common assump-
tion prior to that time was that terrorism only occurred in large cities on the
East and West Coasts of the country. Second, the perpetrator was a citizen of
the United States and was a military veteran. But third, and most important,
the ability of first-responder agencies in the community (and surrounding
communities) of Oklahoma City was put severely to the test. Their ability
to coordinate rescue and investigatory efforts was vital to the recovery pro-
cess of victims’ families and friends and the ability of police investigators to
uncover clues and apprehend the terrorists.

Yet, public opinion about terrorism continued to be weak after Oklahoma
City insofar as most people believed that the likelihood of an incident occur-
ring in their community was almost nil. Although public attention was jolted
by the World Trade Center and Pentagon events of September 11, 2001, when
citizens consider terrorism in reference to their own communities, they have
maintained the belief that the chances are very small. To quote one U.S.
citizen from the medium-size midwestern town (“September 11, 6 Months
Later,” 2002): “You have to get to the airport early, and you have to take off
your shoes. ... Besides that, what’s changed?”

Methodology

The Oklahoma City bombing set in motion the idea that terrorism could
occur in the “heartland” or midwestern states of the United States. In Ohio,
a statewide conference on domestic preparedness was organized. The confer-
ence was cosponsored by the Office of the Lieutenant Governor and the Ohio
Department of Public Safety plus the Ohio Emergency Management Agency.
A number of other state-level institutions also assisted with the conference,
including the Ohio State University (OSU). The role of the OSU team (which
I led) was to record the proceedings, including observations and note tak-
ing at each of the plenary and concurrent sessions (Office of the Lieutenant
Governor, 2000).

Altogether, slightly more than 900 persons attended the 2-day confer-
ence, which was held on June 5-6, 2000. Ohio is subdivided into 88 counties,
and representatives of various local agencies who are important to the “hori-
zontal integration” of the community were invited. These included locally
based representatives from (a) police agencies; (b) firefighting agencies; (c)
EMS; (d) emergency management agencies; (e) public health officials; (f) the
medical community, including local doctors, hospital personnel, and the
coroner; and (g) local elected officials.
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The 88 counties in Ohio vary greatly in population size and compo-
sition. The most rural county in Ohio has fewer than 13,000 residents,
while the largest includes 1.4 million people. Ohio is a state that includes
three metropolitan areas of more than 1 million (Cincinnati, Cleveland,
and Columbus) and 13 smaller metropolitan areas. As well, within its bor-
ders are many suburban communities, communities located on the fringe
between urbanized areas and rural areas, a large number of small towns,
and areas that are exclusively rural. The U.S. Bureau of the Census (2002)
indicates that 2.8 million of Ohio’s approximately 11 million residents live
in small towns and unincorporated areas. Local stakeholders to the con-
ference reflected the diversity of these community environments, which
indicates that the law enforcement representatives and those of the other
groups brought with them experiences reflective of the overlapping juris-
dictions and missions of their own agencies and of issues related to both
vertical and horizontal integration of their communities.

A significant portion of the conference was devoted to breakout ses-
sions in which each of these seven “stakeholder” groups considered a set of
four questions with reference to the major theme or focus of the conference:
domestic preparedness. The four questions were as follows: (a) What are
the most critical equipment issues? (b) What are the most critical training
issues? (c) What are the most critical internal issues? and (d) What are the
most critical external issues?

Since a member of each stakeholder group was invited from each of the
88 counties in the state, the size of the stakeholder groups was quite large.
A team of four trained facilitators guided each of the concurrent sessions
in which the police and the other six stakeholder groups independently
discussed the four issues and developed their short lists of priorities. The
facilitators introduced the topics and supervised the discussion. Facilitators
recorded issues on flip chart paper. Anyone could enter an issue on the list.
Then, participants were handed discussion sheets. On these sheets, they were
asked to first write up to 10 critical issues in reference to the question under
consideration. Through discussion and debate, guided by the facilitators, the
list was reduced to five and a final vote was taken. Despite the best efforts of
facilitators, however, some of the groups, depending on the question under
consideration, did not conform to the principle of listing only five priorities.
On occasion, as many as seven and as few as three priorities were listed. The
priorities were reported by the facilitation team leader at the general closing
session of the conference.

In this chapter, the critical issues related to preparedness as prioritized
by representatives from police agencies across the state of Ohio are presented.
In addition, their priorities are compared to the other stakeholder groups.
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Results

The first question regarded critical equipment issues. Table 8.1 includes a
summary of the five priority issues of law enforcement on each of the four
questions. Also included are issues identified by the other six stakeholder
groups, but not by the police.

For law enforcement, the five critical equipment issues were as follows:
(@) communications equipment; (b) personal protective equipment (PPE);
(c) detection equipment (hazmat); (d) funding for the first-time purchase
of equipment; and (e) funding for the maintenance of equipment. Based on
the notes of the observers in the law enforcement session, the police defined
critical equipment issues in terms of improving their inventories, with most
indicating that their agencies have little or none of the equipment necessary
to respond adequately to an incident of terrorism or to protect police officers
and others who must respond to such incidents. At the same time, the police
representatives at the conference recognized that equipment purchases for
possible incidents of terrorism (to assist with rescue, to gather evidence, or to
detect bombs, dangerous chemicals, and other weapons of mass destruction)
require special funding beyond discretionary monies already available for
patrol cars, weapons, vests, and other police paraphernalia.

All seven stakeholder groups were in agreement that communications
equipment was one of the top five critical equipment issues. In addition, four
of the other six groups indicated that the purchase of PPE and hazmat equip-
ment was a top priority. Working independently, the police and fire groups
had nearly identical equipment priority lists. Of particular note is that both
the police and the firefighter groups were the only stakeholder groups to list
funding of equipment among their top five critical equipment issues. Three
priorities not identified by the police but listed by two or more of the other six
groups included (a) equipment necessary to establish a command center; (b)
software containing reference material information about weapons of mass
destruction and other pertinent information in response to critical incidents;
and (c) decontamination equipment.

It was possible that if there were no agreement among the seven stake-
holder groups, the list of critical equipment issues in Table 7.1 would include
about 35 different items. In fact, there were only 34 critical equipment issues
identified (although the firefighter group listed 2 extra, the medical com-
munity group identified only 3, and the local EMA (emergency management
agency) stakeholders identified only 4). However, the list was less than half
that size, indicating only 15 discrete equipment issues. In other words, for
every equipment issue identified, there were 2.4 votes; that is, an average of
2.4 stakeholders groups identified each issue as a high priority. This indicates
a moderate amount of agreement among each of the seven local stakeholder
groups. In addition, the top five priorities listed by representatives from local
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Table 7.1 Priorities of Law Enforcement and Other Stakeholder Groups

Critical Equipment Critical Training Critical Internal Critical External
Needs Issues Issues Issues
Top Five Priorities of Law Enforcement
Communications Certification of Intraagency policies ~ Ongoing interagency

equipment (P, F,
EMS, MED, PHO,
EMA, EO)

Personal protective
equipment (PPE) (P,
E, EMS, PHO, EO)

Funding for
first-time
equipment
purchases (P, F)

Funding for
equipment
maintenance (P, F)

Command center
equipment (EMA,
EO)

Reference materials
software (PHO,
EMA)

Decontamination
equipment (F, EMS)

Response vehicles
(EMS)

Emergency
generators (EO)

training (P, E
EMS, PHO, EO)

Resource guide of
certified trainers
and training sites
(B F)

Incident command
training (P)

Funding of certified
training sites (P)

Conduct of mock
disaster exercises
(EMS, PHO, EO)

Certification of
instructors (F,
EMS, EMA)

Continuous
training on
preparedness for
terrorism (MED,
EMA)

Training funds for
local agencies (F,
MED)

Media/public
information
(PHO, EO)

and procedures for
response to
incidents and
communication
(P, E EMS, MED,
PHO, EO)
Personal retention

(P)

Command staff
training (P, EMS)

Training in use of
equipment (PPE,
hazmat, etc.) (P,
EMS)

Top Five Priorities of Other Stakeholder Groups

Funding (F, EMS,
EMA, EO)

Adequate and
qualified staff
(EMS, MED,
PHO, EMA)

Commitment of
personnel (F,
MED)

Support from the
general and state
agencies (MED,
EMA)

Assessing needs
within the agency
(F)

coordination (P, F,
PHO, EO)

Political support
(local and state) (P,
E PHO, EO)

Media relations (P,
PHO, EO)

Mutual aid
agreements (P,
MED)

Public awareness and
public education (F,
PHO, EO)

Incident command/
chain of command
(EMS, EMA)

Interagency/
cross-agency
training (F)

Intelligence (F)

External
communication
(from local to state
level) (EO)

(Continued)
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Table 7.1 Priorities of Law Enforcement and Other Stakeholder Groups

(Continued)
Critical Equipment Critical Training Critical Internal Critical External
Needs Issues Issues Issues
Crash cart (MED) Interagency rolesin  Conflict with other State guidelines for
critical incidents duties in mission training and
(PHO) of agency (F) equipment (MED)
On-site portable ID of weapons of Funding for Information on

computers (PHO)

Identification of
high-priority
equipment (MED)

Antidotes (F)

mass destruction
(PHO)

Using computer
software (PHO)

Using personal
protective
equipment (EMS)

Unified interagency
training on issues
related to
terrorism (F)

Finding ways to
effectively train
busy people
(MED)

Appropriate
training for
personnel from
utility companies
(EO)

Appropriate
training for
elected officials
(EO)

Assessing training
needs and
priorities (EMA)

Evaluating trainers
and training
programs (EMA)

development of
mission in relation
to terrorism
(EMA)

Administrative
management of
emergency
response (MED)

Standardized
emergency
response plan
across all agencies
(PHO)

Critical incident
training (PHO)

Security for public
officials (EO)

Media relations
(EO)

Promotion of
emergency
management
agencies (EMA)

Unforeseeable
circumstances
(EO)

national standards
for training and
equipment (EMS)

Coordination of
health care
professional training
needs (MED)

Integrate public
health standards
into critical
standards (PHO)

Funding for
replacement of used
equipment (F)

Finding ways to
effectively train busy
people (MED)

Federal and state
assistance for
intervention (EO)

Abbreviations: P, police; E, fire; EMS, emergency medical services; MED, medical community
(doctors and hospital administrators); PHO, public health officials; EMA, local emer-
gency management agency workers; EO, elected officials.
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law enforcement were also listed 16 of the remaining 29 times by the other six
groups, indicating that the priority issues of the police were largely the same
priorities of the other stakeholder groups.

The second question concerned critical training issues. In contrast to the
results in Table 8.1, perceptions of critical training issues among the seven
stakeholder groups were much more divergent. There were 21 different pri-
orities listed of 33 possible, or 1.57 votes per priority training issue identified.
The discrepancy from 35 possible priorities was due to the fact that only 3
priorities were listed by the medical community, 4 by EMA representatives,
and 6 by elected officials.

The law enforcement stakeholder group was very much concerned about
the issue of certification. Three of their top five priority issues expressed this
concern, including certification of training about how to respond to terror-
ist incidents, a resource guide of certified trainers and training sites, and
funding of sites where certified training can be conducted. These priorities
reflected the environment in which police training on many other issues is
conducted. Observer notes from this session indicated that the participants
were concerned that the funding for terrorism training will create a number
of “overnight experts” who do not meet standards. The police representatives
also recognized that training budgets for police agencies, large and small,
were already stretched to the limit, and that if the police are expected to
increase their preparedness for possible incidents of terrorism, then state and
federal governments must be prepared to provide the monies necessary to
fund the training sites.

The police response to this question was quite logical given the context of
policing in the United States. Federal and state laws define the standards for
police training and retraining and who (trainers and training sites) is eligible
to conduct this training. It was perfectly logical for the police stakeholder
group to consider critical training issues about terrorism in the same terms
as their other training.

In addition to issues related to certification, the police identified two
other training needs. The first was basic training for first responders (the
police plus fire and EMS). Observer notes indicated that a number of the
police participants had knowledge of the police experience from Oklahoma
City, where a coordinated effort with other first responders was considered
relatively effective. Therefore, they expressed the need that basic training
was necessary for all three groups, not merely the police. Likewise, the other
critical issue identified as a top five priority by the police stakeholder group
was incident command training. Again, those who expressed the need for
this kind of training frequently referred to the experience of Oklahoma City,
where the chain of command had been predetermined through mutual aid
agreements of the police department and other first-responding groups.
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Police priorities did not always agree with the other six stakeholder
groups. Issues identified by two or more of these other groups included (a)
the conduct of mock disaster exercises; (b) certification of trainers; (c) con-
tinuous training on preparedness for terrorism; (d) training funds for local
agencies; and (e) media relations/public information training.

Critical internal issues were the topic of the third question. Thirty-four
priorities were identified by the seven stakeholder groups in regard to the
question of critical internal issues. Public health officials listed only four
priorities. Altogether, 18 different issues were identified, or 1.9 votes per
issue. Among the top five priority issues of the law enforcement stakeholder
group, three related to training, including training on how the police should
respond to critical incidents, command staff training, and training in the
use of equipment (PPE, hazmat, etc.). These three issues reflected priorities
previously expressed in response to questions about critical issues relative to
both equipment and training.

There were two other internal issues in the top five priority list identi-
fied by the police. The first was the concern among a number of the par-
ticipants in the police stakeholder group for the need to establish agency
policy and guidelines about how to respond to incidents of terrorism. This
priority reflects the culture of police agencies in the United States insofar as
standardization of procedures is a prominent concern. One of the primary
duties of the chief executive officer (CEO) of a police agency is to review and
reformulate the procedure “manual” of the police agency. These procedures
reflect not only various federal and state guidelines that define the mission
of policing but also agreements between management and unionized officers
and procedures established to avoid lawsuits through inappropriate actions
or the negligent behavior of sworn personnel. Concern about policies and
procedures was also the most frequently mentioned issue, making the top
five priority list for four of the seven stakeholder groups.

Also considered important by the law enforcement representatives was
the issue of personnel retention. They were the only group to rank this issue
as a top priority. Observer notes indicated that the concern centered on the
high turnover rate among patrol officers due to transfer from one agency
to another, resignations, and retirements. Every personnel change requires
learning new policies and regulations, given the relative autonomy of each
agency to develop its own set of rules.

Three of the top five priorities of the law enforcement stakeholder group
overlapped with the EMS stakeholder group, namely, training on how to
respond to critical incidents, command staff training, and training in the use
of equipment. Elected officials also listed critical incident training among
their top five internal issues.

There were two issues rated high by at least four stakeholder groups that
did not make the top five priority list of law enforcement. These were “funding”
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and “adequate and qualified staft.” Funding was a high-priority internal issue
for firefighters, EMS personnel, local EMA personnel, and local elected offi-
cials. Adequate and qualified staff were a priority for EMS personnel, local
representatives of the medical community, public health officials, and local
EMA personnel. Both reflect the belief of representatives of these agencies that
they are underfunded and understaffed in general; hence, their capacity to be
responsive to any kind of incident involving multiple victims would be difficult.

The fourthand final question asked the police and the other six stakeholder
groups to consider critical external issues. Two of the top-priority issues of
the police involved their relationship with other agencies in the community
(i.e., horizontal integration). These were ongoing interagency coordination
and communication and mutual aid agreements. With both priority issues,
the law enforcement group realized that interagency coordination and com-
munication in their community was rarely very good, although they quali-
fied their statements by noting that most first-responding agencies were able
to cooperate sufficiently to respond to incidents when necessary. However,
a terrorist incident would be at an entirely different level, something never
experienced before by anyone in the community, and would require a new,
heightened level of coordination. For this reason, mutual aid agreements
become extremely important, and several of the law enforcement representa-
tives saw a parallel between the critical internal issue of intraagency policies
and procedures and the external issue of mutual aid agreements that spell out
policies and procedures between agencies.

Two other top-five police priority issues included dimensions of both
vertical and horizontal integration. These were political support (local and
state) and media relations. The discussion centered mostly on local political
support for the financial cost of preparedness and the fact that local elected
officials “take their cue” (to quote one of the participants) directly from
voters. However, the discussion also included the importance of political
support from state leaders so that local political leaders feel the pressure to
be equally supportive. Plus, state political support is necessary for proper
levels of funding to come about (also a top five priority issue). Overall, the
police representatives were skeptical of the sustainability of political sup-
port for domestic preparedness, believing that it will wane because the
public’s attention span, vis-a-vis the media’s attention span, is rather short.
Obviously, this discussion occurred before the events of September 11, but as
the USA Today quotation cited previously aptly demonstrated (“September
11, 6 months later,” 2002), public attention to terrorism has already begun
to decline.

In regard to media relations, observers’ notes indicated that the discus-
sion by the police included both local and national media, with the police
representatives realizing that any local incident of terrorism would bring
media from around the country and the world to their community. They
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recognized that mutual aid agreements have to include which first responder
or other community agency (or coordination thereof) will be responsible for
clearing information for public release. They also discussed the problems of
keeping the media away from the scene where evidence must be collected
without restricting the rights of a free press. Finally, another part of the dis-
cussion of the media centered on media bias toward the police and the accu-
racy of media reports of other incidents involving the police. In essence, part
of the reason that the police consider media relations a high-priority external
issue is prior skepticism and animosity toward the press.

There were 20 different priority issues listed by all seven stakeholder
groups. Altogether, there were 36 votes on critical external issues, with every
group identifying five priorities, except the medical community, which listed
six priorities. There were 1.8 votes by stakeholder groups per issue.

All but one of the other six stakeholder groups (namely, local EMA rep-
resentatives) agreed with the police that ongoing interagency coordination
and communication was a priority issue. Three others agreed with the police
that political support was critical. In addition, two other stakeholder groups
lined up with the police on the importance of funding and media relations.
Two external issues considered important by two or more of the other six
stakeholder groups were (a) public awareness and public education relative to
terrorism and to local preparedness; and (b) establishment of chain of com-
mand in response to critical incidents.

Summary and Conclusion

The purpose of this chapter was to examine issues related to domestic pre-
paredness from the point of view of the police, based on a statewide con-
ference held in Ohio in June 2000. Information was derived from a formal
process, guided by facilitators, of developing priority issues in response to
four questions about preparedness and from the notes of observers to the
discussion sessions. Comparisons of police priorities of the critical issues
were made with six other stakeholder groups consisting of local representa-
tives from throughout the state. These included firefighters, EMS personnel,
the medical community, public health officials, local EMA personnel, and
elected officials. In large part, the other six stakeholder groups agreed with
the assessment of domestic preparedness as formulated by the police. Despite
this, it was often the case that top five priorities among all seven stakeholder
groups varied due to the unique perspectives and special interests of each.
When examining the various priority issues raised specifically by the
police to the four questions, three patterns emerge. First, the police indi-
cated a high priority for equipment necessary to respond effectively to ter-
rorism and for equipment that would protect them while at the scene of the
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incidents. Recognizing that current police budgets are not sufficient to pur-
chase and maintain this equipment, they also identified funding as a high
priority for both initial purchases and for maintenance of the equipment so
that it can be used when the time comes. However, without local and state
political support, they felt that such funding is not likely to occur.

Second, the police identified certified training as a high priority. This
included training in the use of equipment and in the chain of command
within the police agency and between other agencies when incidents occur.
Training must meet minimum standards as specified by a certification pro-
cess that includes both trainers and training sites, and these must be listed
in a resource guide so that local police agencies can access the right kinds
of training, trainers, and training sites. Like equipment, training includes a
maintenance dimension because of personnel turnover in the police ranks.
Of course, as with equipment purchase and maintenance, current police
budgets are insufficient to fund training for domestic preparedness. Local
and state political support becomes essential.

Third, policies and procedures must be established proactively so that
the police agency and its personnel know what to do should an incident of
terrorism occur. Likewise, interagency coordination and communication
during a time of crisis requires prior development of mutual aid agreements,
especially among first-responder agencies within the same community.

The nature of policing at the local, community level is clearly evident in
police perceptions of critical issues that need to be addressed to prepare for
incidents of terrorism. The officers felt that assistance from the outside (ver-
tical integration) must come in the form of funding, political support, and
an infrastructure of certified training sites and trainers. Further, the officers
recognized that their relationship to other service groups in the community,
including other first responders, was critical to an effective response (hori-
zontal integration).

Policing in America is conditioned by the locality-specific nature of
the U.S. federated system of governance (federal, state, and local) and by a
culture that values local community autonomy. In turn, these broad social
structural and cultural parameters condition the response of the police
(and the other stakeholder groups) to an issue like domestic prepared-
ness. For example, none of the notes of observers recorded a comment by
an officer indicating that domestic preparedness for terrorism should be
under the sole jurisdiction of a statewide agency. Yet, nearly every par-
ticipant, at one time or another, believed that outside assistance (funding,
certification standards, and political support) was essential for prepared-
ness within their communities. Likewise, when they considered coordina-
tion and communication issues with other first responders, the issue was
always discussed as a local, community-level issue and not as a state or
federal issue.
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Since the terrorist attacks of 2001, policing has undergone considerable struc-
tural change. At the theoretical level, considerable international intellectual
effort has been directed at rethinking the concept of policing (Johnston and
Shearing, 2003; Palmer, 2009; Palmer and Whelan, 2007); the organization of
policing (Bayley and Shearing, 2001; Jones and Newburn, 1998); and the con-
ceptual delineation between different forms of policing (Jones and Newburn,
1999, 2002; Rigakos, 2005). In this chapter, we focus on how counterterror-
ism is shaping different ways of governing through policing in its many forms
and practices. More specifically, the chapter examines recent developments
in counterterrorism policing in Australia at national and subnational lev-
els to enhance our understanding of how counterterrorism responses are
reshaping the policing and security field and raises policy issues concerning
the location of responsibility for counterterrorism practices and the account-
abilities related to such decision making. We also link Australian develop-
ments with similarities at the international level.

145
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In response to the terrorist attacks of September 11, 2001, in the United
States and the subsequent “war on terror,” the Australian commonwealth
government launched its new program of counterterrorism with three dis-
tinct “documents”™ the National Counterterrorism Plan (NCTP); new law
enforcement legislation (specifically the Security Legislation Amendment
(Terrorism) Act 2002 and the Australian Security Intelligence Organization
(ASIO) (Amendment) Act 2003 and associated legislation); and a public
awareness campaign, “Let’s look out for Australia.” Further substantial legal
reforms were introduced in late 2005, such as the Anti-Terrorism Act (No.
2) 2002, which, as identified in this chapter, further confirms our analysis.
At the subnational level (state and territory governments), the organiza-
tion of counterterrorism policing largely, although not totally, mirrors these
developments through supporting legislation and administrative programs.
This level needs to be taken into account because the Australian constitution
divides responsibilities for criminal justice in a way that means each of the
six states, the two territories, and the commonwealth have their own crimi-
nal justice framework, including police agencies. The exception to this is the
Australian Capital Territory, which employs the commonwealth police—the
Australian Federal Police—under contract to provide basic police services
(James, 2005). Unlike the United States, for instance, Australia does not
have city or municipal police or the regional or county forces found in the
United Kingdom. Further, the size of the police agencies varies considerably.
Nationally, Australia has 59,821 operational police and 6,693 nonoperational
staff (as of June 2011). The largest is in New South Wales and consists of
17,033 operational staff, while the smallest is the Australian Capital Territory,
with just 858 operational police (Australian Productivity Commission, 2012,
Table 6.1, p. 6.5). This does not include the Australian Federal Police national
duties, which has 2,463 sworn officers and 836 protective service officers
(guarding public buildings and protection of dignitaries; see Australian
Federal Police, 2012, Table C3, p. 8).

There are several key features in these planning, legislative, and media
initiatives: the “new federalism” that they entail; the introduction of
offenses specifically defined as terrorism; the “responsibilization” of citi-
zens and corporate entities (O’Malley and Palmer, 1996); and the network-
ing of policing across state and nonstate sectors, or what one of us refers to
as “security networks” (Whelan, 2012). While each of these is addressed,
the main focus here is on the loose coupling of state and nonstate polic-
ing across counterterrorism security networks. It is argued that in ways not
yet fully addressed, counterterrorism adds a new layer of complexity to the
“extended policing family” (Johnston, 2003) in terms of how the networks
are formed, the cooperation and integration of different policing agents, and
the different forms of operationalizing accountability (accountability for
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prevention of and reaction to terrorism, as well as for public or democratic
accountability).

While Australian opposition to many of these measures was intense
(Senate Legal and Constitutional Committee, 2002; Senate Legal and
Constitutional References Committee, 2002), most particularly the ASIO
Amendment Bill (many of the more punitive elements were scaled back in
the final legislation), the counterterrorism program contains within it both
new governmental categories—terrorists, people with information about ter-
rorism, people funding terrorist organizations, and so on—and new ways of
governing. These new categories and new techniques point toward a broader
shift in “re-imagining policing” (Cooley, 2005), “securitization” (Loader,
2002), and “wider reconfiguration of contemporary governance” (Johnston
and Shearing, 2003, p. 12) in contemporary Australia. It is a program that is
unfolding in an everyday sense.

Introducing the “Terrorist”

Australia has a history of events that would today be labeled terrorism, but
prior to September 11, 2001, only one Australian jurisdiction had used the
criminal law to label specific acts as “terrorism.” The Northern Territory
(1983) had introduced terrorist offenses to its criminal code (Section 50). In
other jurisdictions, what is now called terrorism was partly covered by the
term politically motivated violence, which is the term used in the ASIO Act
1979 (Section 4). It is true to say “partly” because the new categories of ter-
rorist and terrorism extend in significant ways beyond politically motivated
violence.

In 2002, the commonwealth passed the Security Legislation Amendment
(Terrorism) Act, which introduced terrorism as an element of key offenses in
the Criminal Code—Part 5.3 Terrorism. The NCTP paraphrases the legis-
lated definition (Commonwealth Criminal Code, Section 100.1) of terrorism
in the following terms (in the same way as done in 2004):

A “terrorist act” is an action or threat intended to advance a political, ideo-
logical or religious cause by coercing or intimidating an Australian or for-
eign government or the public, by causing serious harm to people or property,
endangering life, creating a serious risk to the health and safety of the pub-
lic or seriously disrupting trade, critical infrastructure or electronic systems.
(National Counterterrorism Committee, 2012, p. 4 (15))

Legal definitions of terrorism are problematic (Golder and Williams,
2004) and were explicitly rejected in the responses to an earlier incident of
politically motivated violence in 1978 (the Hilton hotel bombing, which is
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discussed further in the chapter). For instance, as O’Neill, Rice, and Douglas
(2004) point out, there are a number of value statements in the definition of
terrorism that will require case law judgments specific to terrorist acts for
clarification, such as “coercing,” “intimidating,” “serious harm,” and “serious
risk.” Others, such as Tham (2004, p. 520), argue that the counterterrorism
legislation was introduced with “indecent haste” and was based on “misrep-
resentations” of existing laws and government powers (pp. 523-524) and in
a manner that stifled public deliberation (p. 526). For Tham (2004), the out-
come was a stream of poorly developed legislation that further entrenched
the potential “lawlessness” of the ASIO, the key security agency granted sig-
nificantly increased powers of surveillance and interrogation, and made it
difficult to hold it accountable (Michaelsen, 2005; Tham, 2004, pp. 529-530).
In other words, the key features of the counterterrorism measures were ele-
ments of “securitization™ the dramatization of the threats to the extent that
they challenge “our way of life” and framing this dramatization in a man-
ner that creates imperatives, making change “both urgent and inevitable”
(Loader, 2002, p. 135).

If not eliminated by the management of risk associated with terrorism,
the “root causes” approach to the elimination of politically motivated vio-
lence has at least ceded ground. This is not to suggest that overt disciplin-
ary and punitive measures have been eliminated, but rather that there has
been significant movement away from causation to association of “risky”
subjects and behaviors (O’Malley, 2004). Where, however, much of the litera-
ture on “actuarial justice” and “risk management” highlights the shift away
from criminal law toward the use of less-moralized forms of administration
(Valverde and Cirak, 2003), in the domain of counterterrorism the criminal
law is revalorized as the tool to address terrorists and their associated enti-
ties and behaviors (financing, associating, and supporting statements). Thus,
the new criminal law provisions are not simply limited to specific forms of
terrorism conjured in the public imagination such as suicide bombings and
the like, but rather extend to include related behaviors and problems: It is an
offense not only to engage in terrorist violence or attempt to do so but also
to make a donation to organizations that are politically defined as “terrorist
organizations” or to have any information that law enforcement authorities
believe would assist them in the prevention and control of terrorism. In other
words, the governmental reach is extended to the array of risk factors that
might ultimately lead to a terrorist incident rather than being limited to the
incident or planning of the incident itself.

This is no small issue, for as we discuss in this chapter, the emergent
governmental framework extends into what is now referred to as criti-
cal infrastructure, a term that covers activities as diverse as transport sys-
tems; communication systems; educational facilities; finance systems;
commercial assets; hazardous materials (chemicals, fuels); health services;
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manufacturing; and “human assets” (community leaders and subject mat-
ter experts) (Commonwealth Government, 2004a). Furthermore, the frame-
work for the protection of critical infrastructure adopts an “all-hazards”
approach, of which terrorism is but one of the potential threats, and involves
agencies or organizations regardless of any defining boundary of state or
nonstate ownership or involvement. However, the form of ownership—pub-
lic or private—is of some significance in terms of governmental practices: In
Australia, 90% of critical infrastructure is privately owned (Commonwealth
Government, 2004a); in the United States, private ownership constitutes 85%
(National Commission on Terrorist Attacks upon the United States, 2004,
p. 317); and in the United Kingdom, the “majority” of critical infrastruc-
ture is privately owned (National Infrastructure Security Co-ordination
Centre, 2006; changed in 2007 to the Centre for the Protection of National
Infrastructure). Thus, the perennial policing problems of communication,
information sharing, and coordination are magnified as the subject of inter-
vention moves from state-owned to privately owned entities.

The New Federalism

While there is some evidence of evolutionary change in vesting greater
powers in the commonwealth or national government, the distinctiveness
of current developments suggest a “new federalism,” or what one journal-
ist labeled “feral Federalism” (Shanahan, 2003). Historically, in the division
of criminal justice powers, states and territories have been responsible for
internal security and the commonwealth government for external matters.
This is complicated in detail. For example, commonwealth criminal juris-
diction covers federal offenses occurring within state and territory bound-
aries (for instance, the Commonwealth Crimes Act 1901 as amended), and
particular commonwealth zones such as airports or commonwealth build-
ings are located within state and territory boundaries. Since 1993, however,
following the introduction of the Federal Police in 1979 (although a more
limited form of federal police existed before this date), and the responses to
organized crime such as the introduction of the National Crime Authority
in 1984 (since replaced by the Australian Crime Commission in 2003), there
has been a steady trend toward the commonwealth assuming greater polic-
ing and law enforcement responsibility. The former development represented
increased federal prominence in Australian policing, while the latter meant
a significant shift away from state-based policing by the introduction of spe-
cialized agencies to deal with organized crime, as well as corporate regu-
lation through the National Company and Securities Commission in 1981,
which was replaced by the Australian Securities Commission in 1991 and
then the Australian Securities and Investment Commission in 1998. In both
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instances, the perceived threat of criminal conduct beyond the boundaries,
and therefore capacities, of states and territories was viewed as necessitat-
ing a redrawing of state-commonwealth relations that had remained largely
stable since federation in 1901.

When counterterrorism measures are viewed from this perspective,
what at first glance seem to be largely arcane constitutional provisions in the
terrorism legislation become on closer examination a matter of ceding state
powers to the commonwealth. In effect, state and territory legislation (for
example, the Terrorism [Commonwealth Powers] Act 2003, Victoria) refers
to the commonwealth the power to make and amend legislation related to
terrorism. Following the passing of these forms of state and territory legisla-
tion, the commonwealth introduced a new Part 5.3 into the Criminal Code
Amendment (Terrorism) Act 2003 to incorporate the new powers of the
commonwealth. Centrally, the commonwealth is able to make amendments
to terrorist-related offenses, subject to the approval of a majority of the states
and territories (O’Neill et al., 2004, pp. 252-253). In the general climate of the
“war on terror,” there would need to be compelling arguments for a state or
territory to deny commonwealth actions, particularly given the political risk
of being portrayed as “soft on terrorism,” which would be likely to stifle any
jurisdictional bravado.?

The key issue here is that while the increased law enforcement role of
the commonwealth is not new to counterterrorism policing, in the post-9/11
period it was certainly more far reaching than the corporate and organized
crime policing that preceded it. Of particular interest is the “return” of orga-
nized crime as a key focus and the use of terrorism laws as a model for new
policing (and punishment) techniques. This is particularly noteworthy in the
various efforts to act against “outlaw motorcycle clubs” (see Bartels, 2010).
For example, we have seen some states attempt to introduce laws prescribing
“criminal organizations,” which have been directed toward outlaw motorcy-
cle clubs, as well as even introduce “control orders” and seek to apply them to
individual members of these clubs. A number of motorcycle clubs have—and
continue to—challenged the validity of these laws with some success.

While things have undoubtedly changed since 9/11, there is a specific
event that is directly related to terrorism and the new federalism. As Hocking
(2004) argues in her detailed study of the history of counterterrorism laws in
Australia, the bombing of the Hilton hotel during the 1978 Commonwealth
Heads of Government meeting in Sydney represented a significant histori-
cal shift in two ways. First, the actions of the commonwealth government in
taking over authority for responding to the bombing and subsequent secu-
rity arrangements represented a “significant historical shift in the balance of
power between the Commonwealth and the states regarding domestic vio-
lence in favour of the Commonwealth” (2004, p. 93). Second, the use of the
armed forces was based on treating a terrorist act as different from normal
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law-and-order issues to be addressed by civil police. Terrorism became a
new form of violence politically, legally, and administratively (although not a
legally defined act until 2002) that now warranted the use of the military to
protect nationhood or sovereignty (2004, pp. 93-94).

It can be argued that current counterterrorism mechanisms such as the
NCTP and associated terrorism legislation build politically, administratively,
and legally on the trend toward greater commonwealth powers. Yet, the
introduction of state police counterterrorism units and the paramilitariza-
tion of state policing generally (McCulloch, 2001) suggest recourse to the
use of the military will be dependent on the scale of the terrorist act(s). It
was during the post-Hilton reviews of policing and security that the recom-
mendations to form the Federal Police were made. More recent developments
have clarified and cemented the powers of the commonwealth to use the mil-
itary to protect commonwealth interests during peacetime, without obtain-
ing formal agreement from the states (Defence Legislation Amendment
[Aid to Civilian Authorities] Act 2000) (Hocking, 2004, p. 98). Further, the
Council of Australian Governments (COAG) agreed in September 2005 to
conduct a review of Part III of the Defense Act 1903 to “enhance and clarify
the arrangements for calling out the Australian Defence Force to assist civil-
ian authorities” (COAG, 2005, p.3).

We previously suggested that “only a response to a real event will deter-
mine the exact nature of the new federalism” and the extent to which the
states and territories will “accept an increasing role for the Commonwealth
in civil or domestic order.” Since then, several cases have highlighted the
increased role of the commonwealth acting within states and territories. One
example is the Australian Federal Police and Victoria Police raids conducted
in Melbourne (and simultaneously the Federal Police with the New South
Wales Police in Sydney) in 2005. These raids targeted a group of 17 men led
by Abdul Nacer Benbrika, who was charged and convicted of being a leader
of a “terrorist organization.” More controversial was the involvement of the
Australian Federal Police in Queensland in 2007 with the arrest and contin-
ued detention of Dr. Mohamed Haneef on suspicion of supporting terrorist
acts related to the failed bombing of Glasgow airport that year. The Haneef
case has many dimensions beyond the scope of this chapter (see the Clarke,
2008; Pickering and McCulloch, 2010; Rix, 2009). However, key questions
have been raised concerning the decision of the Australian Federal Police
to continually detain and subsequently charge Haneef with providing sup-
port to a terrorist organization seemingly in the face of statements from
other relevant agencies, including the ASIO, that Haneef was not a security
threat. This was made worse by the decision of then Immigration Minister
Chris Andrews to cancel Haneef’s visa on “character grounds,” a decision
that was later overturned by the federal court. Haneef was later cleared of all
charges and financially compensated by the Australian government. These
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two examples highlight the veracity of our original argument, namely, that
terrorism has heralded an increasing role of federal agencies in criminal jus-
tice in a manner that highlights the “new federalism.”

Responsibilization

Central to counterterrorism is the construction of rational choice actors and
an active citizenry enrolled in the fight against terrorism. In recent years,
such governmental strategies seeking to make citizens, communities, and
various organizations responsible for the management of their own risks
have been referred to as “responsibilization” strategies (O’Malley and Palmer,
1996). However, much of the literature on responsibilization has focused on
the general public (the macro level) and not discussed how this mentality can
also operate on and through the corporate sector (micro levels).

At a macro level, all Australian citizens are enrolled in counterterror-
ism through the governmental instruction to “be alert but not alarmed.” On
this measure, the federal government mailed to all Australian households
a terrorism information kit, “Let’s look out for Australia” (Commonwealth
Government, 2002), that included instructions on what to look for and a
refrigerator magnet with a terrorism hotline telephone number. The aim was
to put national security and the threat of terrorism into “rational perspective,”
linking national security measures to “protecting the Australian way of life
from a possible terrorist threat” (Commonwealth Government, 2003, p. 5). In
the accompanying photomontage, there were iconic pictures of Australians
at the beach or standing around a barbecue and of a group of children from
a range of ethnic backgrounds. The overall image was a “friendly, decent,
democratic people” portraying a message of why “the way of life we all value
so highly must go on” (Commonwealth Government, 2003, p. 5).

At the micro level, policing or security networks, which include special
police units, together with subspecialties such as transport, information
technology, energy, or health, are engaged in a process of shaping the respon-
sible management of risk within their particular locations. This is more than
merely target hardening of particular sites, as it extends into the creation of
responsible risk management practices, particularly in those sites deemed as
essential services and critical infrastructure, that require enhanced preven-
tion and responses to terrorism and other threats, such as natural disasters.
Any site that is declared an essential service is required to develop a risk
management and security plan (see, for instance, the Terrorism Community
Protection Act, Part 6).

Special police units in the areas of counterterrorism and emergency man-
agement work with these sites to develop and assess plans. For critical infra-
structure, the sites are more numerous and are assessed in terms of key sites
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that are of importance to the nation on social, economic, and defense and
security grounds. In 2004, the commonwealth developed a National Critical
Infrastructure Strategy (now called the Critical Infrastructure Resilience
Strategy, CIRS), with the states of New South Wales and Queensland rela-
tively quickly following, and immediately started working on the identifica-
tion of sites that fit within the strategy and the levels of protection needed.
Victoria, on the other hand, first focused on identifying critical infrastruc-
ture and prioritizing through the Victoria Police state community assets,
commercial assets, hazardous materials assets, human assets, and state gath-
erings. Formally titled the Victorian Framework for Critical Infrastructure
Protection from Terrorism, its strategy was released in 2007. It is at this level
that potential “leakage” occurs as the subnational level determines sites of
state and territory critical infrastructure that are not covered by the National
Critical Infrastructure Strategy (sites may be critical to both or may be criti-
cal only to a state or territory). For instance, on the eastern seaboard where
states are connected to the national power grid, some energy nodes are
deemed nationally significant, but other power sites might be of importance
only at the state level. There are also “sites within sites” or what are referred to
as “critical” nodes. For example, within a petrol refinery, critical nodes might
include tank storage areas or power plants. With state police assistance,
information is developed to identify critical nodes with a view to developing
an information database that can be made available to key selected authori-
ties, although information is understandably closely guarded and released
only on a need-to-know basis.

Since responsibilization for the management of risk is not unilaterally
imposed on owners and operators of critical infrastructure, it would be a
mistake to assume that states and territories exercise sovereign authority in
a disciplinary sense, although this can occur with such matters as essential
services. To do so could cause unwanted effects. First, it would place much
of the burden for the protection of private assets on the public sector. Cost
recovery could go some way to recouping the expense of such measures,
but it raises the possibility of resistance from the owners of private facili-
ties who may not want police intervention or who may be wary of carrying
the financial burden of state-imposed security measures. This concern has
already been strongly stated in the aviation sector (Yates, 2005). For example,
Sir John Wheeler’s review into airport policing and security in 2005, which
resulted from general concerns about security protection against potential
terrorist activities as well as more specific concerns identified in mid-2005
about organized criminal activities at airports, examined this i